


 
 

Risk Management in 
Organisations 

Risk management is vital to organisational success, from government down to 
small businesses, and the discipline has developed rapidly over the last decade. 
Learning lessons from the good and bad practice of others is a key feature of 
this book, which includes multiple illustrative examples of risk management 
practice, in addition to detailed case studies. 

Combining both theory and practice, the early chapters compare the ISO 
31000 and COSO Enterprise Risk Management frameworks and the relevant 
regulatory regimes in both Europe and the United States. The core of the book 
is three highly detailed case studies of risk management in the manufacturing 
(Akzo Nobel), retail (Tesco), and public sectors (Birmingham City Council). 
Using the lessons learned from the case studies, together with material from 
elsewhere, the author then outlines four lessons for risk managers that can 
be used in any organisation seeking to develop a truly enterprise-wide risk 
management system. 

This completely revised edition contains updates on regulations and practice, 
together with new chapters covering technology risk and COVID-19, which 
are major risks faced by all organisations today. As such the book is essential 
reading for risk management professionals and postgraduate and executive 
learners. 

Margaret Woods is Emeritus Professor of Accounting and Risk at Aston 
Business School, Aston University, UK. A  founder of the EU-funded 
European Risk Research Forum, her work on bank risk management 
during the global financial crisis stimulated national and international media 
interest. 



 

 

 

“The case studies set out in this book, based on sound research and set firmly 
within the context of the most up-to-date governance and standards frame
works, make a real contribution to the understanding of managing risk within 
organisations. The book will be an excellent resource for students and practi
tioners of risk management.” 

Stephen Sidebottom, Chair, The Institute of Risk Management 

“Providing analysis of the evolution of various risk types via detailed case stud
ies and snapshots of risk events across large and small organisations, this unique 
and valuable book delivers profound insights for risk management scholars and 
practitioners.” 

Marco Maffei, University of Naples Federico II, Italy 

“Risk Management in Organisations remains an invaluable resource and this new 
edition will be of interest to risk management practitioners, students and aca
demics internationally.” 

Chris Peace, Te Wāhanga Tātai Hauora Victoria 
University of Wellington, New Zealand 

“Combining theory and regulation, this new edition is an indispensable guide 
to risk management. With new insights around technological development and 
COVID-19, the book is required reading for risk practitioners globally.” 

Marie Gemma Dequae, Risk Management Practitioner 
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Foreword
 

Bismarck (German chancellor in the late 1800s) is reputed to have said, 
“Only a fool learns from his own mistakes. The wise man learns from the mis
takes of others.” Understanding the correct decisions of others is similarly ben
eficial, and this book uses examples of good and poor risk management practice 
to provide lessons that are applicable to many different types of organisations. 

In doing so, it fills an important gap in the market, as many textbooks argu
ably still focus on the theoretical aspects of risk management. What has been 
needed for some time is a more practically focused book for use by employees 
studying risk management professional examinations that better fits the mod
ern assessment process and provides students with knowledge that can be use
fully applied to their own organisation. 

This book is a good mix of theory and its practical application, and one 
of the biggest attributes is that it is well structured and very easy to read and 
digest. The first five chapters, full of real-life examples, focus on the theoretical 
and regulatory aspects of risk management, providing an historical context that 
explains present-day risk management practices. There is interesting evidence 
that the cost of implementing Sarbanes-Oxley (SOX) far outweighs the losses, 
a discussion of how companies are selective in response to varying regula
tions about where they are listed, and on how geopolitical and cyber risks are 
becoming increasingly important. Chapter 5, new to this edition, introduces 
“technology risk,” which is seen by many as the biggest emerging risk outside 
of climate change. 

Three detailed case studies (Tesco, Akzo Nobel, and Birmingham City 
Council) are semi-longitudinal and describe the risk management of these 
organisations over a period of fifteen years. In so doing they reveal, as Toft and 
Reynolds1 clearly affirm, that learning from other organisations can be of great 
benefit. The case studies introduce the practical element that organisations are 
looking for, and Chapter 9 summarises the lessons learned from across all three 
case studies, providing a pro forma for those seeking to introduce enterprise-
wide risk management to their organisation. 

The concluding chapter focuses on the COVID-19 pandemic (still rife at 
the time of publication) from a risk management perspective and delivers six 
key lessons that should be learned from a pandemic. 



 

 

  
 

Foreword xiii 

Finally, there is no doubt that this book plugs an important gap in the market 
and clearly adds value to the risk management body of knowledge. 

Douglas Smith MSc, 
Fellow of the Institute of Risk Management (FIRM) 

and Chief Examiner of IRM 

Note 

1 Toft, B.,  & Reynolds, S. (1997) Learning from Disasters: A  Management Approach. 2nd 
edition. Leicester: Perpetuity Press. 



Preface
 

How do organisations manage risk? The COVID-19 pandemic has massively 
raised the profile of risk management and raised important questions about the 
consequences of risk failures. Learning about current practice is challenging, 
however, as risk management case studies are scarce, and case studies that trace 
how systems develop over a long-time frame are non-existent. This updated 
and accessible book fills this gap via a highly detailed set of risk management 
cases straddling fifteen to twenty years, covering the retail (Tesco), manufactur
ing (Akzo Nobel), and public sectors (Birmingham City Council). How such 
huge organisations identify, manage, and respond to risk is of interest to the 
wider public, as well as students of the discipline. 

The author sets the world of risk management in the context of an evolv
ing global regulatory framework and a fast-growing interest in the concept 
of enterprise-wide risk management, particularly in the United States. The 
case studies, as well as multiple shorter examples of practice, are used to illus
trate how organisations manage risk in accordance with the varying regulations 
across different industrial sectors. They illustrate very clearly how the concept 
of enterprise risk management remains an ideal rather than a reality for most 
organisations, but they also reveal the key drivers of risk management success. 

This completely revised edition of the book contains updates on regula
tions and practice, together with new chapters covering technology risk and 
COVID-19, which are of huge importance to organisations today. Both new 
and revised case studies covering the last twenty years provide the core of the 
revised edition. 

Margaret Woods is emeritus professor of accounting and risk at Aston 
Business School, Aston University, Birmingham. She was a founder of the EU-
funded European Risk Research Forum and is co-editor (with Philip Linsley) 
of The Routledge Companion to Accounting and Risk. She has published numerous 
articles in both academic and practitioner journals, and her work on bank risk 
management during the global financial crisis stimulated national and interna
tional media interest. 
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  1 Introduction to This Book 

Why This Book Is Important 

Sometimes it’s the things you don’t see that have the biggest impact. 
(Enron advertisement, 2001 Media Guide for the Houston 

Astros baseball team) 

Enron’s Chief Executive and its Chairman were both jailed for accounting fraud fol
lowing the company’s collapse in 2001, and the company’s auditors. Arthur Ander
son , lost their license to undertake public accounting. Clearly things not seen in the 
organisation had a catastrophic impact. Furthermore, the lesson from the quote is 
one that has been hard learned by the many businesses that have failed as a result of 
the COVID-19 pandemic. The World Economic Forum (2021) has commented on 
the way in which “most countries,” let alone businesses, have struggled with aspects 
of crisis management during the pandemic. The forum suggests that the pandemic 
has provided great opportunities to improve the governance of risk by encouraging 
more holistic approaches to the understanding of risk impacts and a greater demand 
for better risk information leading to increased organisational resilience. 

The post-COVID world thus offers huge potential for risk management to 
develop further as a profession. This book is intended as a learning tool for both 
current and future risk managers who seek to enable their organisations to be 
better prepared and resilient in the face of a crisis. Whilst recognising that it is 
impossible to eliminate uncertainty, the chapters in this book demonstrate how 
having plans about how to respond to surprises – from a ransom attack by hack
ers to a global pandemic – can significantly reduce their impact. The text com
bines detailed information on international governance and risk regulations, 
together with unique longitudinal case studies of risk management practice in 
major organisations. Learning from both the successes and failures of others 
across a range of sectors can help to nurture best practice in the profession. 

Contents and Use 

This book is aimed at risk practitioners studying for ERM (or similar) quali
fications. University students, particularly those taking MBA or executive 

https://doi.org/10.4324/9781315208336-1


 2 Introduction to This Book 

development courses, will also find it useful. The book is intended for use by 
a wide range of readers, who may be looking for anything from a complete 
introductory course in risk management to simply filling specific “knowledge 
gaps” and gaining greater insights into risk management practice. More broadly, 
the book can be used within organisations as a training tool, with staff being 
asked to read particular chapters/sections as preparation for a training session 
or discussion group. 

Chapters  2 and 3 detail the regulatory requirements on governance and 
risk management that provide the framework around which most organisa
tions construct their risk management systems. They outline the ground rules 
for how to draft an internal governance and risk management framework (as 
described in Chapter 4), as well as providing a point of reference to ensure 
compliance. Chapters 2 through 4 all include “Key Learning Points,” which 
highlight particularly important features that are critical for readers to under
stand. Chapter  4 marks the transition into a discussion of risk management 
practice rather than theory, and so also includes brief snapshots of risk events 
and their impact across a wide range of large and small organisations. 

This is the second edition of the book, and the types of risks faced by organi
sations have evolved and will continue to do so. In recognition of this, Chap
ter 5 reviews the concept of technology risk and makes clear the important 
distinction between the broader technology risk and the more specific term 
cyber risk. An end-of-chapter glossary is provided to help readers struggling to 
understand the specialist terminology commonly used when discussing tech
nology risks. The chapter includes a useful case study of the time frame and 
impact of a data breach at British Airways and a template that can be used to 
construct a governance and risk management structure for technology. Both of 
these features can be used for in-house training to increase general staff aware
ness of technology-related risks. Whilst writing the book, the world was hit by 
the COVID-19 pandemic, and so additional content, Chapter 10, was added to 
address this new risk and how it was or was not managed at the organisational 
level. 

The book’s title describes “an integrated case study approach,” and the three 
case studies (Chapters 6 to 8) are a key attribute of the text and great learn
ing tools. Their value derives, in part, from the extended time frame cov
ered in each case and the fact that whilst the systems are all developing over 
a similar time frame (2000–2020), they illustrate how organisationally specific 
risk management systems can be. Learning from the differences between the 
approaches of Tesco, Akzo Nobel, and Birmingham City Council, rather than 
their similarities, is particularly informative. Each case raises specific risk man
agement issues that may be open to debate and interpretation, and these form 
the basis of end-of-chapter discussion topics, which can be used in universities 
or elsewhere as examination questions. Chapter 9 integrates the lessons learned 
from all three case studies and translates these into a list of factors influencing 
the effectiveness of risk management systems in practice. In so doing it high
lights the massive challenge of introducing a system that straddles an entire 
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organisation and embeds risk awareness into organisational culture. Chapter 9 
concludes that the ideal scenario of an organisation where everybody, enter
prise wide, is continuously aware of and talks about risk and the risk of surprise 
is minimised is extraordinarily difficult to achieve. 

Warren Buffet’s view is that risk comes from not knowing what you are 
doing, and this book confirms that risk management is about preventing this 
problem arising in practice. I would suggest that this book demonstrates that 
whilst the profession has developed massively over the last twenty years, there 
is still a lot of work to be done. 

Reference 

World Economic Forum (2021) The Global Risks Report 2021: 16th Edition. World Eco
nomic Forum, Geneva, Switzerland. 



 
 
 

 

  2 Risk and Governance 

Aim 

The aim of this chapter is to briefly review the recent history of risk manage
ment and governance regulation in order to illustrate: 

•	 The link between risk management and corporate governance 
•	 The history of governance regulations and alternative forms of regulation 
•	 The need to recognise that regulatory compliance can create an illusion 

that risks are under control 

The conclusion that compliance with governance regulations does not neces
sarily translate into good risk management provides a backdrop for the case 
studies which follow. The cases illustrate that risk management practices within 
companies are widely variable in both style and effectiveness, reflecting differ
ent organisational cultures and management styles. Such variations offer huge 
opportunities for the rapidly growing risk management profession. 

What Is Corporate Governance? 

The UK Corporate Governance Code (FRC, 2010, p. 1) describes the purpose 
of corporate governance as being “to facilitate effective, entrepreneurial and 
prudent management that can deliver the long-term success of the company.” 
The code takes the view that a company’s board of directors is “collectively 
responsible for the long-term success of the company” (FRC, 2010, p. 6) and 
includes responsibility for determining the nature and extent of the significant 
risks it is willing to take in achieving its strategic objectives and overseeing the 
maintenance of “sound risk management and internal control systems.” 

Regulators therefore see risk management as a core component of corporate 
governance, and this is also widely recognised within the academic literature. 
Spira and Page (2003) suggest that risk management is central to corporate 
governance, as risks are managed through a framework of accountability which 
encompasses financial reporting, internal control, and audit. The emphasis on 
accountability is important because as we see in the next section of this chapter, 
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demands for increased accountability have been the stimulus for the develop
ment of worldwide governance and risk management regulations, codes, and 
standards. We will also see that over the last twenty years, the term internal 
control has gradually been redefined as “risk management” and a new profes
sion of risk managers has appeared. This issue is discussed in more depth in 
Chapter 3. 

History of Corporate Governance Regulations 

Phase One: 1990–2010 

The late 1980s and early 1990s saw the emergence of regulatory concerns 
over corporate scandals, such as the savings and loans crises in the United 
States and BCCI and Polly Peck in the UK, and a resulting decline in confi
dence in the quality of financial reporting in both countries. Concerns were 
expressed about the consequences of poor controls over the behaviour of 
company staff and members of the board of directors, and clearer specification 
of the responsibilities of companies and their boards were seen as essential. 
This consciousness marked the start of the first decade of governance initia
tives across the world. 

UK History 

In 1991, a research report by Coopers and Lybrand Deloitte in the UK high
lighted a lack of legislation that would help ensure companies were being man
aged “honestly and competently.” The report claimed there was an urgent need 
to codify the responsibilities of those involved in corporate governance and 
identify best practice in the field (Coopers and Lybrand, 1991, p. 1). The fol
lowing year “The Financial Aspects of Corporate Governance” (more usually 
known as the Cadbury Report) defined corporate governance as “the systems 
by which a company is directed and controlled”and laid the foundations for the 
current UK code of corporate governance and principles of best practice. In 
retrospect, what is commonly referred to as the Cadbury Code can be viewed 
as a landmark development in changing the governance landscape. The report 
placed directors centre stage by recognising that “all directors, whether or not 
they have executive responsibilities, have a monitoring role and are responsible 
for ensuring that the necessary controls over the activities of their companies 
are in place – and working” (Cadbury Report, p. 11, 1992). 

Its key recommendations included: 

•	 An implicit requirement on directors to ensure that a proper system of 
internal control is in place 

•	 Publication in the report and accounts of a statement by directors on 
whether they comply with the code and identifying and giving reasons for 
any non-compliance 



6 Risk and Governance  

 

 
 

 

 

 

 
 
 
 
 

 

•	 The encouragement of directors to make a statement in the annual report 
on the effectiveness of their system of internal control, with such state
ments subject to review by the auditors before publication 

•	 Separation of the role of the chief executive officer (CEO) and chairman 
•	 The appointment of sufficient non-executive directors to ensure they can 

exercise influence in decision making 
•	 The establishment of an audit committee made up of non-executive 

directors 
•	 A committee made up of a majority of non-executive directors should be 

responsible for setting the remuneration of executive directors 

On paper Cadbury was a “voluntary” code, but its credibility was immediately 
confirmed because compliance became a condition of listing on the Lon
don Stock Exchange. Not surprisingly, the rate at which it was adopted was 
rapid. Demonstrating compliance with best practice to shareholders was seen 
by many as providing easier and more extensive access to capital. Furthermore, 
any companies opting not to comply with sections of the code were required 
to explain their reasons for so doing, which further increased management 
transparency. 

Box 2.1 Pros and Cons of Comply or Explain 

The primary benefit of the comply or explain approach is that it facili
tates the monitoring of compliance whilst offering a degree of flexibility 
to the reporting entity. This perhaps explains why the comply or explain 
component of the Cadbury Code has since been incorporated into gov
ernance codes all around the world. 

For shareholders, however, questions about usefulness of the explana
tions for non-compliance remain. The reasons given need to be both 
understandable and justifiable if they are to be useful to stakeholders. 

The code’s primary recommendation was that the directors were responsible 
for establishing and maintaining a system of internal controls over financial 
management. It encouraged, but did not require the board to express an opin
ion on the effectiveness of the system. This proved controversial, however, as in 
these early years of governance regulation, few companies had well-established 
and tightly documented formal procedures for risk management, and there was 
a lack of clarity about how assurance on effectiveness might be achieved. As a 
result, neither management nor auditors were willing to comment on control 
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effectiveness (Page and Spira, 2004), and it was not until the publication of the 
Turnbull Report in 2009 that the issue was finally resolved. 

The Greenbury Report (1995), Hampel (1998), and the so-called 
Combined Code, issued in 1999, built on the Cadbury Code to consoli
date the governance guidance issued in the UK. The Turnbull Guidance 
for Directors on the Combined Code (ICAEW, 1999) focused on the spe
cific issue of directors’ responsibilities in relation to internal controls and 
included guidance on how internal control effectiveness might be assessed 
by management. 

Key Learning Point 

The requirement to comply with the Cadbury Code as a condition of 
stock exchange listing significantly increased the importance of this “vol
untary” code. 

Regular review of risks (both past and future) and ongoing monitoring and 
internal reporting were seen as integral to evaluating effectiveness. Account
ability to shareholders was embedded in the report’s requirement for the board 
to report on risks and the fact that they had made an annual review of control 
effectiveness. There was, however, no requirement to report on the findings of 
that review. 

By the start of the new millennium, therefore, the UK had in place a well-
established governance code, the credibility of which was reinforced via the 
capital markets. The basic principles of the Cadbury Code were subsequently 
copied or adapted by every member state in the European Union (EU), 
together with more than sixty countries elsewhere. Examples of regulations 
that built on the Cadbury Code include the Criteria of Control Board Guid
ance on Control (CoCo) issued in Canada in 1995, the OECD Principles of 
Corporate Governance (1999 & 2004), the Dutch corporate governance code 
(2009), and the King Code in South Africa (2009). 

The period 2000–2010 was largely one of refinement of governance regu
lations in the UK, with no wholesale changes being made to the framework 
laid down in the Combined Code (1999). For example, an update to Turn-
bull in 2006 required boards to report and confirm that they had taken cor
rective action in respect of failings or weaknesses identified in their annual 
review of internal controls. The Combined Code was updated in 2006 and 
2008, and a revised code was then published in 2010. The most important 
change in 2010 was the introduction of a requirement for the internal control 
review to include all material controls, including financial, operational, and 
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compliance controls. It also laid out very clearly the responsibilities of the board 
of directors vis-a-vis risk management: 

•	 “The board’s role is to provide entrepreneurial leadership of the company 
within a framework of prudent and effective controls which enables risk to 
be assessed and managed” (Principle A.1) 

and 

•	 “The board is responsible for determining the nature and extent of the 
significant risks it is willing to take in achieving its strategic objectives. 
The board should maintain sound risk management and internal control 
systems” (Principle C2) 

By 2010, therefore, regulators had affirmed that the identification, understand
ing, and management of risk was a key item on the board agenda. 

US History 

In the United States, the Committee on Sponsoring Organizations (COSO) 
was established in 1985 with the remit of looking at the causes underly
ing fraudulent financial reporting. The world’s first major internal control 
framework was published by COSO in 1992, and it defined internal con
trol as: 

“a process, effected by an entity’s board of directors, management and 
other personnel, designed to provide reasonable assurance regarding the 
achievement of objectives” in relation to: 

•	 Effectiveness and efficiency of operations. 
•	 Reliability of financial reporting. 
•	 Compliance with applicable laws and regulations.” 

Source: COSO 1992 
The COSO report defined internal control as being made up of five inter

related components: 

•	 Control environment 
•	 Risk assessment 
•	 Control activities 
•	 Information and communication 
•	 Monitoring 

These five components are inter-connected and combine to provide assurance 
about three core objectives: the effectiveness and efficiency of operations, the 
reliability of financial reporting, and compliance with laws and regulations. 
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Key Learning Point 

COSO refers to operational and compliance controls in addition to 
financial controls. 

Cadbury only references financial controls. It was not until the Com
bined Code of 2010 that the UK extended its definition of internal 
control. 

COSO requires that for each objective, a control environment must be 
designed, risks assessed, controls put in place and monitored, and the outcomes 
reported to management. This is most effectively achieved when the controls 
are built into the organisational infrastructure and not seen as a separate consid
eration, but instead a part of the “essence” of the business. The complexity of 
achieving such integration is a recurring theme in this book. 

The establishment of guidelines on internal controls and codes of behaviour 
does not, however, guarantee their widespread adoption. A US survey of 300 
senior executives and 200 non-management employees conducted by Coop
ers and Lybrand in 1996 (Krane and Sever, 1996) found very limited take-up 
of the COSO model in the United States, with only 10% of executives saying 
they were even aware of its existence. The implication was that “COSO 1992 
was more of a philosophical treatise written by a group of accountants to draw 
the attention of C suite executives to the concept of internal control as a fun
damentally sound business practice” (Gupta, 2006, p. 59). The key reason for 
the limited take-up of the COSO model of internal control was that in contrast 
to the UK’s Cadbury Code, there was no requirement for listed companies to 
comply with its guidelines. 

Key Learning Point 

The wording used in the COSO definition of internal control was 
echoed in governance codes subsequently issued elsewhere, including 
COCO (Canada, 1995) and the Turnbull Report (UK, 1999). 

The common theme that links COSO, COCO, and Turnbull is that 
internal controls are a mechanism through which management can 
provide assurance regarding the pursuit and achievement of corporate 
objectives. 

Some years later, the new millennium in the United States was marked by a spate 
of corporate scandals and malfeasance. The Bermuda-based telecommunications 
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company Global Crossing filed for Chapter  11 bankruptcy in January  2001 
amidst accusations of artificially inflated profits, and the energy trading com
pany Enron collapsed in late 2001 amidst an accounting scandal that engendered 
comments that it was a “virtual company earning virtual profits.” Its bankruptcy 
triggered a number of accounting and governance reforms in the United States, 
at the centre of which was the Sarbanes-Oxley Act of 2002 (SOX), which came 
a full decade after COSO. Ironically, the same month that SOX became law, 
Worldcom filed for Chapter 11 bankruptcy in what at the time was the largest 
such filing in US corporate history. 

Box 2.5 Key Elements in the Sarbanes-Oxley Act 2002 

•	 Section 302 requires company executives to certify that they have 
undertaken an evaluation of the effectiveness of their internal con
trols over financial reporting and where the controls are classified 
as not effective, disclose any material weaknesses that have been 
identified. 

•	 Section 404 requires that a company’s annual report for the Securities 
and Exchange Commission (SEC) includes: 

•	 A statement of management’s responsibility for establishing and 
maintaining adequate internal control over financial reporting 

•	 A statement identifying the framework used by management to 
evaluate the effectiveness of internal control 

•	 Management’s assessment of the effectiveness of internal control 
as of the end of the company’s most recent accounting year end 

•	 A statement that the company’s external auditor has issued an 
attestation report on the management’s assessment 

•	 The Public Company Accounting Oversight Board (PCAOB) was 
established to oversee the activities of the auditing profession 

•	 All audit committee members must be independent (i.e. non-executive 
directors) 

SOX directly linked the reliability of financial statements to the mainte
nance of effective internal control systems, and in so doing it transformed the 
COSO (1992) internal framework from a useful philosophical treatise into a 
core requirement for compliance with US legislation. 

Following some delays in implementing Section 404, the New York Stock 
Exchange and NASDAQ incorporated the SOX requirements into their list
ing regulations, and in so doing forced a spectacular shift in awareness of the 
interface between governance, internal control, and financial reporting in the 
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United States. In addition, SOX posed major challenges to the audit profession 
in its requirement for them to attest to the views of directors regarding the 
effectiveness of financial reporting controls. Not surprisingly, the legislation 
drew huge protestation from companies and the accounting profession, wary 
of the costs of compliance and the potential for litigation.1 

Control effectiveness can be demonstrated (under SEC rules) through pro
vision of evidence that a suitable internal control framework is in place. The 
COSO 1992 guidelines are one example of a “suitable framework” (SEC, 2006, 
p. 5), with the Canadian “CoCo” guidance and the UK’s Turnbull Guidance 
serving as suitable alternatives. Not surprisingly, therefore, one consequence of 
SOX was that COSO 1992 rapidly became the dominant model for internal 
control design amongst US companies, and a redrafted, re-titled version issued 
in 2004 “Enterprise Risk Management  – Integrated Framework” (COSO, 
2004), soon became the most commonly used governance framework to assess 
compliance with SOX. 

Box 2.6 Key Differences Between UK and US 
Governance Regulations Post-SOX 

1.	 Compliance with SOX and the linked internal control guidance (e.g. 
COSO) was legally binding in the United States for all companies 
filing accounts with the SEC. The Combined Code in the UK was 
not legally binding, but indirectly enforced by the listing regulations. 

2.	 UK firms could opt out of compliance with specific aspects of the 
code if they explained the reasons for so doing. 

SOX is an example of management of governance via statute, but such an 
approach can be problematic. Criticisms of SOX rapidly emerged and focused 
largely around the costs incurred by companies in ensuring compliance (see, for 
example, the Wall Street Journal article by Solomon and Peecher, 2004). The 
arguments suggested that the regulations in SOX are: 

•	 A form of hidden taxation. 
•	 Economically inefficient. Estimates suggest that the total cost to the US 

economy of implementing SOX was US $1.4 trillion, compared with total 
losses of US $427 billion from the major scandals of Enron, WorldCom, 
Tyco, and Global Crossing. 

•	 Damaging to the attractiveness of the US markets to foreign listings. In a 
speech in 2006 Alan Greenspan said he was “acutely aware and disturbed” 
by the shift in initial public offerings away from the United States and 
towards London as a result of SOX. 
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The United States had little time to familiarise itself with the implementation and 
enforcement of SOX, however, before attention was refocused on a new crisis. 

The Global Financial Crisis 

In spite of almost twenty years of efforts to regulate behaviour and reduce 
the risk of corporate scandals, the world was suddenly hit by a banking crisis 
which originated in the United States and was caused largely by “failure and 
weaknesses in corporate governance” (OECD, 2009). Extended debate on the 
causes of the financial crisis are beyond the scope of this book, but it is clear 
that the existence of internal control and risk management systems offers no 
guarantee of their effectiveness, either at national or institutional levels. Report
ing that you have complied with a particular governance code and saying you 
have reviewed the control system does not mean that it is actually working 
effectively. Furthermore, if the boundaries of the control system (for regula
tory purposes) are tightly defined, as in SOX, then the controls outside of 
that boundary may also be potentially ineffective. Good financial controls may 
mean little if operational risks are not managed well. 

Box 2.7 Narrow Versus Broad Definitions 

of Internal Control
 

SOX only talks about internal control in terms of the controls relating 
to financial reporting. In other words, it seeks only to provide assurance 
about the reliability of financial reporting. In practice, firms are open to 
a much broader range of risks and require a much broader set of internal 
controls which encompass the full range of company activities and extend 
well beyond financial issues. 

The King Code (2009, p. 8) is critical of the approach taken in SOX 
and notes that “SOX – with all of its statutory requirements for rigorous 
internal controls – has not prevented the collapse of many of the leading 
names in US banking and finance.” 

The scope for contradiction between perception and reality in terms of risk 
management and internal control can be usefully illustrated by reference to 
the failed US bank Lehman Brothers. In September 2008 Lehman Brothers 
filed for bankruptcy despite the fact that in its annual report for 2007 Lehman 
described their approach to risk management as follows: 

While risk cannot be eliminated, it can be mitigated to the greatest extent 
possible through a strong internal control environment. Essential in our 
approach to risk management is a strong internal control environment 
with multiple overlapping and reinforcing elements. 
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The annual report goes on to state that management used the COSO frame
work to review the internal control system over financial reporting and found 
it to be effective. This statement of effectiveness is further confirmed in the 
auditor’s report. 

The subsequent bankruptcy clearly showed that controls over financial 
reporting are only one part of good governance, and there is a need for the 
management of broader, enterprise-wide business risks. For example, within 
Lehman Brothers, a risk committee was in place, but it only met every six 
months, despite the fast-moving pace of financial markets. Similarly, seven out 
of the ten directors were retired CEOs of non-banking companies, and a for
mer theatrical producer was a member of the audit committee. Structures can 
look good on paper but only have merit if they are managed by knowledgeable 
staff who are empowered to make them effective. As noted in a 2008 report 
by the Institute of Chartered Secretaries and Administrators, many companies 
treat governance as “a compilation of rules and regulations which add little 
value” (Skypala, 2008). 

Whilst the financial crisis originated in the banking sector, its impact was far 
wider, and in a report analysing the corporate governance lessons to be learned 
from the crisis, the Organisation for Economic Co-operation and Develop
ment (OECD) (OECD, 2009) concluded that accounting standards and regu
latory requirements had failed to safeguard against excessive risk taking and: 

•	 Risk management was a silo-based activity rather than enterprise wide 
•	 Disclosures about foreseeable risks and the systems used to manage them 

left a lot to be desired 
•	 Board competence and composition were potentially weak 
•	 Incentive systems encouraged and rewarded substantial risk taking 

The Walker Review (2009) in the UK, which also investigated the causes of 
the crisis, similarly referenced board composition and qualifications as issues 
requiring review, together with remuneration and the way in which perfor
mance is evaluated in organisations. Walker also recommended that banks and 
insurance companies listed in the FTSE 100 should appoint a risk committee, 
separate from the audit committee, responsible for oversight of risk strategy and 
risk exposures. In a similar vein, the Turner Review (FSA, 2009) also high
lighted the need to raise the risk management skills of board members and par
ticularly the role played by non-executive directors in advising on risk taking. 

By 2010, therefore, in both the UK and the United States there was a much 
heightened awareness of the importance of good risk management to corporate 
governance and a growing recognition that compliance with regulation did not 
necessarily equate to good risk management. 

Phase Two: 2010–2019 

This period is characterised by increasing convergence of regulatory thinking in 
the United States and the UK in relation to internal controls and governance. 
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The key difference between the legislative approach as used in SOX versus the 
more flexible non-legislative Combined Code in the UK2 remains in place, but 
in other ways the principles adopted in both countries have moved closer. This 
is perhaps because the decade has been one of refinement, rather than whole
sale redrafting, of existing rules, and this has provided opportunities for differ
ent regimes to learn from one another. Notable examples of such convergence 
are discussed in the following sections. 

Separation of the Role of Chairman and Chief Executive 

The UK’s Combined Code (2010 and revised 2012, 2014, and 2018) requires 
separation of the role of the CEO and chairman, as originally recommended 
in the Cadbury Report. In the United States, the Dodd-Frank Wall Street 
Reform Act of 2010 introduced a requirement for companies to comply with 
rules laid down by the SEC, demanding that they explain their reasons for 
either having a single person taking on the role of both chairman and CEO or 
opting to separate the roles. In so doing it introduced the idea of separate roles, 
which was previously not part of the US governance debate. 

“Say on Pay” 

In 2010 the Dodd-Frank Act proposed that shareholders should be given 
non-binding advisory votes on directors’ compensation. Although non-bind
ing, companies that receive low levels of shareholder approval on pay have 
found themselves subsequent to strong pressure to revise the pay packages. 
Subsequently, the Enterprise and Regulatory Reform Act (2013) in the UK 
introduced a requirement for listed companies to grant shareholders a vote on 
executive pay packages. 

Risk Committees 

As noted earlier, the 2009 Walker Review in the UK recommended that banks 
and financial companies should appoint a risk committee that is independent 
of the audit committee. The Combined Code does not specify the remit of 
the risk committee, but, in common with guidance on remuneration and audit 
committees, the implication is that the risk committee will be made up of a 
majority of non-executive (independent) directors, one of whom will be the 
chair. These rules were echoed in the United States the following year under 
Section 165 of the Dodd-Frank Act, which specified a requirement for certain 
bank holding companies and publicly traded non-banking financial institu
tions to appoint a similarly independent risk committee. The risk committee 
is held responsible for oversight of enterprise-wide risk management within 
the company. 
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Chief Risk Officer 

Section 165 of the Dodd-Frank Act also required specified classes of major 
bank holding companies and other financial institutions operating in the 
United States to appoint a chief risk officer (CRO) to implement and maintain 
appropriate enterprise-wide risk management practices for the company. The 
CRO reports directly to the risk committee and chief executive. This legisla
tion, like that relating to risk committees, largely mirrored the recommenda
tions contained within the Walker Review in the UK, which called for the 
financial regulatory authorities to review and strengthen the role of the CRO3 

in banks and major financial institutions. 
A survey by Deloitte in 2011 noted that the trend in favour of appointing 

CROs has now extended well beyond the financial sector, although the role is 
still primarily confined to organisations that could face ruin if certain financial, 
operational, or reputational risks were crystallised. The case of the Canadian 
Utility Company, Hydro One, as discussed in Aabo et al. (2005) provides a use
ful example of such an appointment outside the financial sector. In addition, 
the precise job title may vary, as well as the level of appointment – executive or 
below. These issues are discussed in more depth in Chapter 3. 

Other debates on risk-related issues are running in parallel across both sides 
of the Atlantic and the wider world – see, for example, the revised govern
ance principles outlined in OECD (2015). The stewardship role to be played 
by institutional investors in the oversight of risk taking and broader aspects of 
governance is one example of this. The Stewardship Code in the UK encour
ages institutional investors to be proactive in influencing managerial behav
iour, whereas in the United States the board of directors retains much more 
power, although the scope for institutional shareholder intervention is now 
being discussed. 

One key area of difference remains, however. Whilst the role of the board of 
directors in actively overseeing risk management is well recognised by regula
tors worldwide, its precise role in respect of internal controls is still open to 
debate. In the United States SOX and COSO regulations specify responsibil
ity for evaluating and reporting on the effectiveness of internal controls on 
financial reporting, but not elsewhere. In contrast, the UK’s 2014 revisions to the 
Combined Code reaffirmed that the board of directors has ultimate responsibil
ity (across the piece) for risk management and internal control, which “should 
be incorporated within the company’s normal management and governance 
processes, not treated as a separate compliance exercise” (FRC, 2014, p. 2). 
Moreover, it established a requirement for the board of directors to publish a 
viability statement attesting that they are reasonably certain that the company 
can continue to operate and meet its liabilities as they fall due over the period 
of assessment, taking into account its current position and principal risks. The 
assessment period is not specified but is expected to be “significantly” longer 
than twelve months. Thus the viability statement complements and extends 



16 Risk and Governance  

 
 
 

 

the going concern principle that has traditionally underpinned annual account
ing statements, and in so doing it has substantially raised the profile of risk 
management. 

As of 2019, the regulatory pressures across the globe serve as a powerful 
force to encourage strong corporate governance even if some divisions remain 
between the legislative versus “comply or explain” approaches to regulation. 
The net result of all of this is a rise in the profile of risk management and a grow
ing professionalisation of the associated roles, as explained in the next section. 

Governance Regulation and the Rise of Risk Management 

Prior to 2002 both COSO (1992) in the United States and the Combined 
Code in the UK regarded risk assessment and monitoring as one element 
within a broader internal control framework which served to support good 
corporate governance. Risk management was subsidiary to internal control. 
The requirement under SOX (2002) for directors to attest that internal controls 
were effective (albeit only financial controls) served to catapult risk manage
ment up the corporate agenda. When the COSO framework was redrafted in 
2004, it was retitled “Enterprise Risk Management – Integrated Framework,” 
thereby reversing the relative importance of risk management and internal con
trol. Enterprise risk management became a term “that incorporates the internal 
control framework within it” (COSO, 2004, foreword, p. v). This change has 
impacted heavily on both the risk and internal audit professions. 

Despite the growing importance of risk management in the new millen
nium, however, the banking crisis revealed that the risk profession in the finan
cial services sector was often silo based and divorced from operational practice. 
Furthermore, risk managers were often dealing with issues poorly understood 
by the board and hence lacking in board oversight. Post-crisis there has been 
substantial growth in the number of organisations choosing to appoint a risk 
committee and also a rapid rise in the number of CRO appointments. Other 
risk management roles, such as that of chief compliance officer, have also been 
growing in both number and stature. At a humbler level, the Global Associa
tion of Risk Professionals, which is US based but whose membership spans 
almost 200 countries, boasted in excess of 150,000 members and associates in 
2014. Similarly, the UK-based Institute of Risk Management draws over half 
of its fast-growing membership from outside the UK and offers many different 
certificate courses in the field of risk management. 

Importantly, the growth of training opportunities and career prospects in 
the field is not limited to financial institutions and financial risk management. 
Companies of all sizes and levels of complexity are realising that risk and gov
ernance are strongly inter-linked, and consideration should be given to the 
upside of risk taking as well as the downside. As a result, there is currently 
much debate about the role of risk managers in influencing corporate strategy 
and the need for all staff in an organisation to be risk aware. Importantly, also, 
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there are some, such as Power (2009), who are strong critics of the high profile 
given to risk managers. 

Key Learning Point 

The financial crisis drove changes in governance regulation within the 
financial services sector that have since begun to spread across into non-
financial sectors. 

In Turnbull, the view was clearly expressed that internal control should be 
embedded within the normal processes of a business rather than being seen as a 
separate exercise undertaken to ensure regulatory compliance. Similarly, CoCo 
(Canada) confirmed the idea that “internal control is integral to the activi
ties of the company, and not something practiced in remote corners” (IFAC, 
2006). From an empirical perspective, however, this embedding has proved 
extraordinarily difficult to achieve. Organisations find it easier to “tick a box” 
to indicate that they have complied with rules and that a control is in place, but 
in such situations the monitoring focuses on the existence of controls and not 
their effectiveness. The risk management function can become wrapped up in 
dealing with issues of compliance and be isolated in silos, which mean that it 
has little direct contact with day-to-day operations and holds little meaning for 
front-line staff. 

One of the recurring themes in this book is the extent to which internal 
controls – and specifically risk management – can become divorced from the 
operational realities of a business. The case studies reveal very different cor
porate mindsets in relation to this important issue and show that embedding 
risk management into operations is an extremely challenging and long-term 
process. 

The case studies also illustrate that governance regulations and risk manage
ment standards and rules merely provide a skeleton on which the flesh of a 
control system can be overlaid and used in practice. The underlying skeletal 
structure may be identical across different organisations, but the resulting inter
nal control system will reflect individual organisational traits, linked to the busi
ness model, corporate culture, and management style. Consequently, it can be 
argued that on a standalone basis, the value added by standards and regulations 
is minimal – the real value is added by the way that they are used in practice 
to ensure the achievement of organisational objectives. The case studies in this 
book provide an ideal way of discovering and analysing the differences between 
the theory and the reality. 
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Conclusion 

In this chapter we have looked at the way in which the regulations and codes 
relating to corporate governance, internal control, and risk management have 
developed concurrently, but concluded that regulations are just the starting 
point for good governance. Ultimately, the quality of governance and risk 
management is a matter for the individual organisation. No amount of leg
islation can force good governance if there is a lack of corporate willingness 
to engage with the underlying principles. As a result, risk management and 
governance approaches will vary from organisation to organisation, even in the 
context of common sets of regulations. 

Notes 

1 It is very important to note that the report and attestation relate solely to the internal 
controls on financial reporting and not all forms of internal control. 

2 The UK does have legislation on governance, most notably the Companies Act 2006 and 
disclosure rules published by the Financial Conduct Authority, but a “comply or explain” 
approach continues to dominate. 

3 A survey of global financial institutions by Deloitte Touche Tohmatsu Limited (Wall 
Street Journal, 2013) found that in 2002 just 65% of financial institutions had a CRO, but 
this rose to 86% by 2010 and 89% by 2013. 
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https://www.oecd.org
https://doi.org/10.1787/9789264236882-en
http://www.oecd.org
http://www.oecd.org
http://www.ft.com
http://www.ft.com
http://www.frc.org.uk
http://www.frc.org.uk
http://www.sarbanes-oxley-forum.com
https://www.ferma.eu
http://ft.com
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also offers free access to many useful publications such as a sustainability 
risk guide for European risk managers. 

Discussion Questions 

1.	 Suggest examples of situations in (a) your daily living and (b) your work 
life where strong emphasis is placed on compliance with rules. Use these 
examples to discuss the extent to which the rules are being used either to 
help achieve sensible and clearly articulated objectives or as a cushion to 
protect against accusations of failure. 

2.	 In preparation for this, it may help to review the ideas of Michael Power 
on how modern society seems to be characterised by people checking up 
on each other, demanding accountability and monitoring risk. Look at 
Chapter 6 in his book The Audit Society Rituals of Verification (1997) Oxford 
Economic Press. 

3.	 Analyse the governance structure of your own organisation (or one of your 
choice) and look at the extent to which it tries to link controls back to the 
organisational objectives. Are any elements missing? Could the governance 
structure be improved at all and, if so, how? 

4.	 Does the payment/incentive system in your organisation encourage risk 
taking? If so, how and what controls exist to restrict the risk taking to a 
level that matches the organisational appetite for risk? 

5.	 Discuss the relative merits of allowing poorly governed companies to col
lapse versus the merits of tighter governance regulations for all companies. 



  3 International Standards 
for Risk and Enterprise 
Management 

Aim 

The aim of this chapter is to outline the two main frameworks – ISO 31000 
(2018) and COSO’s Enterprise Risk Management (2017) – which are used 
globally as guides on risk management systems. Neither guide is industry spe
cific, and both can be used within private- or public-sector settings. Standard
ised frameworks for risk management are a vital complement to the governance 
regulations described in Chapter 2, because they provide a frame of reference 
for compliance with the regulations. As already stated, control or risk manage
ment effectiveness can be demonstrated by the provision of evidence that a 
“suitable” internal framework is in place – for example, COSO 2017. Standards 
are also valuable in adding detail to the role played by senior management in 
relation to risk and internal control, emphasising the importance of the risk 
culture that is engendered by management and setting out the core definitions, 
principles, and processes for use by all levels of management in designing and 
implementing a risk management system. 

The chapter concludes that risk management frameworks in every organi
sation have common features based around the standards, but the detail and 
complexity of systems will vary to reflect the organisational context. We also 
conclude that the core concepts of good risk management, as expressed both 
by the Committee on Sponsoring Organizations (COSO) and within ISO 
31000, are similar. Compliance with either serves as evidence of compliance 
with the governance regulations described in Chapter 2. Nonetheless, the calls 
for risk management to be “fully integrated” across all levels and segments of 
an organisation remain ambitious. There has been significant progress in the 
understanding of enterprise risk management over the last decade, and many 
more organisations now claim to have implemented such a system. Establish
ing a structured and well-documented system which appears to comply with 
COSO or ISO 31000, however, does not automatically imply that risks are 
well managed. As we see in the case studies, evidence suggests that fully inte
grating risk management into all areas of operations remains extraordinarily 
challenging in practice. Theory and practice do not yet match up. 

DOI: 10.4324/9781315208336-3
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The chapter is broken into the following sections: 

• Risk Management Standards: Background 
• COSO 2017 
• ISO 31000 
• Conclusion 

Risk Management Standards: Background 

A core requirement for any standard on risk management is a definition of 
risk. ISO 31000:2018 defines risk as “the effect of uncertainty on objectives.” 
This simple definition incorporates both opportunities (upside risk) and threats 
(downside risk), and risk management is thus concerned with providing mech
anisms through which to control both aspects of risk. 

Why Do Standards Exist? 

Risk affects every decision made within an organisation, and as demonstrated 
in Chapter 2, risk and governance are closely interlinked. Risk management 
practice needs to evolve to keep pace with both changes in business practice 
and changes in the types of risks that companies face. 

Standards help to ensure that there is agreement on: 

• The objective of risk management 
• Terminology 
• Risk management processes 
• Organisational frameworks and structures for risk management 

Standards provide tools that are helpful for both private- and public-sector 
organisations in establishing and maintaining their own risk management 
systems. Their intention is not to be prescriptive, but simply to provide a 
mechanism through which organisations of any size can better understand and 
manage the risks that may impact upon the achievement of their objectives. 
Whether or not such a laudable aim feeds through to risk management systems 
in practice is an issue which will be explored in the case studies that can be 
found in the next section of this book. For now, we focus on the standards 
which establish the core principles that should underpin a risk management 
system. 

Historical Development 

The world’s first risk management standard, AS/NSZ 4360, was issued jointly 
by Standards Australia and New Zealand in 1995 and subsequently revised in 
1999 and 2004. It not only provided a basis used by other countries to develop 
their own standards but also established a framework for the implementation of 



International Standards 23  

 

risk management approaches in a wide range of organisations. The increased 
globalisation of businesses over the next few years led to increased pressures for 
an international standard, and the result was ISO 31000, published in Novem
ber 2009. Simultaneously, Standards Australia adopted the international stand
ard in place of its own by releasing Australian/New Zealand Standard Risk 
Management Principle and Guidelines AS/NZS ISO 31000:2009. Similarly, 
in Canada ISO: 31000 was adopted as a national standard, and in March 2010, 
the British Standards Institute also integrated the international standard into its 
own portfolio, as BS ISO 31000. By 2015, the standard had been adopted as 
a national standard in fifty countries, as well as being used by several United 
Nations bodies and national governments as a basis for establishing their risk 
management systems. In 2018 a more concise revised version of ISO 31000 
was issued, which was hailed as easier to understand and described as support
ing risk management and decision making across all activities and all levels of 
an organisation. 

Running in parallel with the development of ISO 31000 was the evolution 
of the COSO Enterprise Risk Management (ERM) framework in the United 
States. As we saw in Chapter 2, one consequence of the Sarbanes-Oxley (SOX) 
legislation was to transform the COSO ERM framework into the most com
monly used governance system used to assess SOX compliance. But this was 
in the United States, whilst the rest of the world was referencing ISO 31000 
to build their risk management systems. The key message of COSO is that 
risk management is enterprise wide, and this idea can be seen to have signifi
cantly influenced the development of risk management thinking and practice 
post-2004. 

Box 3.1 COSO 2004 Definition of ERM 

A process, effected by an entity’s board of directors, management, and 
other personnel, applied in strategy setting and across the enterprise 
designed to identify potential events that may affect the entity and man
age risk to be within its risk appetite to provide reasonable assurance 
regarding the achievement of entity objectives. 

Over the course of the last decade, the starkness of choice between ERM 
and ISO 31000 has become more muted, and whilst both standards still exist, it 
has become more common for ISO 31000 to be used in parallel with COSO 
in a single organisation. Both public- and private-sector organisations have 
adopted this approach – for more detail see, for example, these web links on 
Statoil, the Norwegian state oil company, and the Federal Highway Adminis
tration in the United States. 
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1.	 Federal Highways Agency “Getting Started in Agency Risk 
Management” 
https://international.fhwa.dot.gov/scan/agencybroc/ 

2.	 Axiom Group Presentation on Risk Management in Statoil 
https://axiomgroupe.com/images/strategic_presentations/Enter
prise_Risk_management_may_2013/Statoil_-_Mr._Eyvind_Aven.pdf 

The 2018 version of ISO 31000 mirrors COSO’s ERM framework in its 
emphasis on the need to integrate risk management across an organisation, 
starting at the governance level. In a similar vein, the Institute of Risk Man
agement (IRM) describes enterprise risk management as a “fundamentally 
important component of good governance” (IRM, 2018, p. 3). Implicit in this 
comment is the idea that COSO (2017) and ISO 31000 (2018) are mutually 
compatible. 

COSO 2017: Enterprise Risk Management: Integrating 
With Strategy and Performance 

The 2004 version of COSO defined enterprise risk management as the 
overarching framework for internal control, implying that “risk is embod
ied within the corporate strategy of an enterprise” (Dickinson, 2001, p. 364). 
Consequently, when corporate objectives are aligned with those of sharehold
ers, then ERM also provides a mechanism for managing and enhancing share
holder value. The link between risk management and shareholder value was 
one of the core philosophies underpinning COSO 2004, which argued that 
“value is maximised when management sets strategy and objectives to strike 
an optimal balance between growth and return goals and related risks.” This 
idea is well supported in the practitioner literature, particularly in the area of 
financial services, and some companies make the link very explicit in their 
annual reports. 

Box 3.3 Zurich Insurance Company: Annual 
Report (2019) 

One of the objectives of risk management is to “enhance value crea
tion by embedding disciplined risk-taking in the company culture.” In 
managing risks “the Group’s risk appetite and tolerance reflects Zurich’s 
willingness and capacity to take risks in pursuit of value” (pp. 129–130). 

https://international.fhwa.dot.gov
https://axiomgroupe.com
https://axiomgroupe.com
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The concepts of risk appetite and risk tolerance, as mentioned by Zurich, 
underpin the link between strategy and risk management, but can be difficult 
to elucidate in practice. Examples of the associated problems can be found in 
the case studies found in later chapters. 

The 2017 COSO ERM framework sought to be clearer about how ERM 
can be linked to stakeholder expectations, and it explicitly connects ERM 
with performance, arguing that “risk influences and aligns strategy and per
formance across all departments and functions.” Perhaps the biggest change 
between COSO 2004 and COSO 2017 is the transition from a backward-
looking to a forward-looking focus. The rather complex 2004 COSO cube 
viewed ERM as concerned with value preservation. COSO 2017 uses a helix 
to portray ERM as a set of tools for value creation. By emphasising the role of 
risk management in respect of strategic decision making, COSO emphasises 
the forward-looking dimension of risk management. What are the risks to 
existing strategies being fulfilled? Are the strategies correct in view of the risks 
we anticipate? 

Figure 3.1 shows how the ERM framework is made up of five core prin
ciples. Adherence to the principles will indicate to management that their 
organisation understands its risks and is managing them in accordance with its 
business objectives. Enterprise management sits above and straddles all aspects 
of organisational activity, working from left to right across Figure 3.1, from 
defining its mission, through the implementation of strategies, to the end result 
of enhanced value. The five principles of ERM shown below the diagram are 
woven into the fabric of the organisation in the form of a helix, which goes 
left to right and back again in a continuous loop, indicating that the ERM 
process is constantly evolving. As new information arises, corporate strate
gies and objectives evolve accordingly, and risk management systems and tech
niques need to simultaneously evolve. The framework very clearly highlights 
the dynamic nature of ERM when it is working effectively, but therein lies the 
challenge. 

Figure 3.1 Components of ERM: The ERM helix 

Source: Enterprise Risk Management – Integrating Strategy with Performance © 2017. Committee of 
Sponsoring Organisations of the Treadway Commission (COSO). Used with permission. 
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Table 3.1 Twenty Components of ERM 2017 

Twenty Components of ERM 2017 

Governance and Strategy Performance Review and Revision Information, 
Culture andObjective Communication, 

Setting Reporting 

Exercises board 
risk oversight 

1. Establishes 
operating 
structures 

2. Defines desired 
culture 

3. Demonstrates 
commitment to 
core values 

4. Attracts, 
develops, and 
retains core 
individuals 

5. Analyses 
business 
context 

6. Defines 
risk 
appetite 

7. Evaluates 
alternative 
strategies 

8. Formulates 
business 
objectives 

9. Identifies 

risk
 

10. Assesses 
severity of 
risk 

11. Prioritises 
risks 

12. Implements 
risk 
responses 

13. Develops 
portfolio 
view 

14. Assesses 
substantial 
change 

15. Reviews 
risk and 
performance 

16. Pursues 
improvement 
in ERM 

Leverages 
information 
and 
technology 

Communicates 
risk 
information 

Reports 
on risk, 
culture and 
performance 

The five principles that interweave in the helix are: 

•	 Governance and culture – Setting the tone, ethical values, and under
standing of risk. 

•	 Strategy and objective setting – ERM is integral to strategic planning 
and establishing a risk appetite. 

•	 Performance – Risks that may impact on objectives are identified and 
assessed, risk responses are selected, and risks are aggregated in a portfolio 
view. Results are reported to key stakeholders. 

•	 Review and revision – By reviewing performance against objectives, 
ERM practice can be evaluated and amended as necessary. 

•	 Information, communication, and reporting – ERM requires ongoing 
collection and sharing of information across the entire organisation. 
Adding detail to the ERM framework are the twenty components that are 
contained within the principles. These define the risk management com
ponents integral to each principle (Table 3.1). 

Although the term “components” is used differently in the two standards, 
the principles and components within the COSO ERM framework can also be 
found within ISO 31000 (2009) and its predecessors. 

ISO 31000 (2018) 

The update to ISO 3100 that was published in 2018 defined risk management 
as the set of coordinated activities used to direct and control an organisation in 
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respect of risk, with risk seen as “the effect of uncertainty on objectives.” The 
purpose of risk management is regarded as being the creation and protection 
of value through improved performance, encouragement of innovation, and 
support for the achievement of objectives. 

In common with the 2009 version, the standard is made up of three 
linked components: risk management principles, process, and framework. 
ISO 2018 revised the principles and highlighted the importance of govern
ance and leadership, together with the case for integration of risk manage
ment across the organisation and an iterative approach to risk management 
systems. The net result is a standard which strongly echoes the thinking that 
underpins ERM. 

The interaction between the three components is shown in the diagram in 
Figure 3.2. 

Figure 3.2 shows that the principles are used as an input to the creation of a 
risk management framework, which in turn is used to establish the risk man
agement process. The diagram clearly illustrates that neither the framework nor 
process are static, as monitoring and continual review result in changes which 
refine the overall risk management system. The idea is that the structures and 
mechanisms used to manage risks are continually evolving. 

The individual components that make up each of the principles, frame
work, and process are vitally important, so we will now look at each in some 
detail. 

Figure 3.2 Linking the three components of ISO 31000 



 

 

28 International Standards 

Principles 

Central (see Figure 3.3.) to the principles is the purpose of risk management – 
value creation and protection. The principles form the foundation stones upon 
which an integrated risk management system is built, but they are not formu
laic. Instead, they take account of the organisational context, including the 
human and cultural factors, meaning that investment in risk management sys
tems should be proportional to organisational needs. In this way the standard 
can be adapted to suit different types and scales of organisation. The principles 
have very strong overlaps with the underlying intentions contained within the 
COSO definition of ERM and again illustrate the overlap between the ISO 
31000 and COSO systems. 

PRINCIPLES 

PROCESS FRAMEWORK 
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Figure 3.3 The three components of ISO 31000 (2018) 
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Framework 

Leadership and commitment lie at the core of this component of ISO 31000, 
reflecting the need for senior management to demonstrate their commitment 
to risk management. This requires the formulation of clear risk manage
ment policies linked to organisational objectives; the allocation of resources, 
lines of responsibility, and accountability; and the establishment of lines 
of communication that ensure the effective identification, assessment, and 
management of risks. The initial design of the framework is framed around 
the principles already laid down, so that it reflects the organisational con
text, what they want to achieve from risk management, and how it is to be 
embedded within the organisation, as indicated in Figure 3.2. Implementa
tion of the framework is rapidly followed by implementation of the process 
(Component 3), and both are the subject of continual internal reporting and 
monitoring so that both processes and the framework can be continually 
improved and refined. 

Process 

ISO 31000 states that the risk management process should be “fully integrated” 
in the organisation, that is, built into its structure, operations, and processes at 
strategic, operational, programme, and project levels. The processes should be 
tailored to suit the specific context and take into account the desired objectives, 
as well as the cultural and human considerations. The language used strongly 
echoes that of COSO’s enterprise risk management guidance, confirming the 
degree of overlap between the two approaches. 

The process represents the core of the risk management system, and as 
Figure 3.3 shows, at its centre is a sequence of five steps from risk assessment 
through identification, analysis, and evaluation, to the selection of a risk 
treatment. The stepped process of assessment, identification, analysis, and 
treatment of risks was first laid down in the original 1995 version of AS/NSZ 
4360, and the current version in ISO 31000 is simply an extended form of 
that idea. 

At an organisational level, it is the way in which the process is implemented 
that can make or break a risk management system. Some discussion of each of 
the elements of the process is therefore important, and the Airmic et al. (2010) 
guide provides useful detail on ISO 31000 implementation, and Leitch (2010) 
provides an overview and critique of its content. 

Scope, Context, and Criteria 

This part of the process aims to customise the risk management system to 
suit its specific context in terms of the organisational size and environment, 
the risk management objectives, and the organisational level at which it 



30 International Standards  

 

 
 

 

 
 

 
 
 
 
 
 
 
 
 

 
 

will apply (e.g. strategic or operational). Key questions to ask at this stage 
include: 

•	 What is the purpose of this specific risk management system? 
•	 How does this function/department/business interact with the wider 

organisation? 
•	 What criteria are to be used to evaluate risk? Do these align with the over

all organisation’s attitude to risk? 
•	 How is risk to be determined? 
•	 Will risks be managed independently or in a portfolio-style approach? 

The culture of the organisation and the attitude to risk that it engenders is very 
important to establishing the context within which risks will be managed. If staff 
are encouraged to be “risk aware” and take responsibility for the control of risks, 
then the system will be very different from one in an organisation where risk taking 
is encouraged as a way of boosting short-term profits. The general attitude to risk 
within an organisation and its risk appetite will commonly reflect the views of the 
board of directors and other senior managers and formalised in the production of 
documented guidance and rules on risk taking. The cases studies throughout this 
book illustrate very different attitudes to risk within the different organisations and 
serve to emphasise the significance of context within the risk management process. 

Risk Assessment 

Risk assessment involves three sub-elements  – identification, analysis, and 
evaluation, which help a manager decide how to respond to a specific risk, 
given the context and the organisational risk appetite. Context is of definitive 
importance here, as the risks faced by a global airline, for example, will be very 
different from those faced by a supermarket chain. As we will see in the next 
chapter, there are common risks such as natural disasters, foreign exchange rate 
movements, or cyber risk that concern all businesses, but their relative signifi
cance will vary according to both the size and sector of the organisation. 

Risk identification requires the specification of the many threats and 
opportunities that may impact upon company objectives. Risk identification is 
required at all levels of the organisation – from strategy level, through to day
to-day operational activities and special projects and may be undertaken using 
either a top-down or bottom-up approach. Whichever method is adopted, it 
is helpful to understand that risk identification is the responsibility of operating 
staff and not specialised risk management staff. The managers know the issues 
facing their business and are therefore best equipped to be able to identify the 
related risks. It is not uncommon, however, for risk management staff to be 
involved in training managers on identification techniques. A range of tech
niques can be used for risk assessment, including: 

•	 Questionnaires and checklists 
•	 Interviews and focus groups 
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•	 Workshops and brainstorming 
•	 Flowcharts and dependency analysis 
•	 Inspection and audits 
•	 SWOT (strength, weaknesses, opportunities, and threats) analysis 
•	 PESTLE (political, economic, social, technological, legal, and economic) 

analysis 

Once identified, the risks need to be both categorised and recorded, with deci
sions being made about the nature and level of detail to be held on each risk. 
Risk registers, sometimes called risk logs, will commonly be maintained for 
each business area and special project, as well as at the top level for the overall 
organisation. The key risk register, maintained at the top level, will record only 
those risks seen as posing a significant threat to the overall organisation, and 
these risks will be regularly discussed at board of directors meetings and ide
ally managed or “owned” by a senior executive. The case studies in this book 
include examples of risk registers. A typical register, such as that illustrated in 
Figure 2.2, will include a brief description of the risk, the manager/person held 
responsible for it, the risk assessment, the decision on risk treatment, and the 
residual risk remaining after treatment. Frequency of monitoring or the date of 
the next review may also be included. 

Key Learning Point 

Risk identification is the responsibility of operating staff and not special
ised risk management staff. 

Risk analysis and evaluation involves consideration of both the likelihood 
and impact of the risk and the allocation of a risk rating or score. Impact and 
likelihood are frequently measured using either 3 × 3 or 5 × 5 matrices, which 
rank on a scale of low to very high, as shown in Figure 3.4. 

Key risks will be numbered and marked on the squares in the matrix. The 
top right-hand side of the matrix indicates risks which need to be actively 
managed because they have both a high likelihood of occurrence and a high 
impact. Moving towards the bottom left of the grid represents a lower risk 
management priority. The levels of risk from very high (top right) to low (bot
tom left) are usually represented as deep red, red, amber, and green (shown in 
Figure 3.4 as different shading). The different shades give a clear visual profile 
of risk from high priority (top right) through to acceptable (bottom left). The 
number of squares on the grid which are coloured red, amber, or green will 
reflect the organisation’s or business unit’s appetite for risk. In the earlier case, 
risk tolerance is low, as only three out of twenty-five squares indicate accept
able levels of risk. 
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Table 3.2 Risk Register Template

RISK MANAGEMENT

Risk Risk Risk Analysis Risk Management Action Plan Risk 
Identified Owner Strategy Miti-

gation 
Impact Like- Risk  Mitiga- Effective- Assurance Further Person Status

lihood Score tions/ ness Action Respon-
Controls Required sible/

Date

Risk                  
Number 
Risk 
descrip-
tion Risk 
detail 
Risk 
causes 
Risk 
effects

                   
                     

Note: Red/amber/green colouring in the risk mitigation column (here indicated by different shading) 
indicates the risk evaluation, and the risk register will include definitions of each category.

For example: red = residual risk level is unacceptable; amber = residual risk level is not unacceptable 
but is at a level requiring further mitigation; green = tolerable residual risk level.

Lik
el

ih
oo

d

Very 
High

High

Medium

Low

Very 
Low

Very 
Low

Low Medium High Very 
High

Impact
Figure 3.4 Likelihood: Consequences matrix
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It is important to note that the matrix is commonly constructed based on 
assumptions – which may be biased – and mathematical forecasts of the prob
ability of the different events. For example, if a business identifies flood risk as 
something that could interrupt their activity, then someone must forecast the 
likelihood of flooding at different levels of severity. Each severity level brings 
different consequences that will be reflected in the matrix. Any differences of 
opinion, biases, or assumptions that lie behind the evaluation of risks must be 
communicated to those who will use the matrix. 

Key Learning Point 

Likelihood: consequences matrices need to be interpreted with caution 
and with FULL KNOWLEDGE of the underlying assumptions 

Where the likelihood of an event is uncertain, the probability estimates 
that underpin the likelihood estimates in the matrix are often based on 
probabilities that reflect past events, but the past is not always a good pre
dictor of the future. Just think about the length of your commute to work. 
Even if the expected average time is forty minutes, it may vary day to 
day between thirty minutes and one hour, so treating forty minutes as the 
most likely time is potentially misleading. Furthermore, if the train line was 
closed in the future – even for a day – the commute may not even be pos
sible. The lesson here is BEWARE! We will return to this topic again later 
in the book. 

Selection of a risk treatment follows naturally on from the evaluation pro
cess. In ISO 31000 risk treatment refers to the activity of selecting and imple
menting appropriate control measures to modify the risk. As such, whilst risk 
control and mitigation are central to risk treatment, the terms also include risk 
avoidance, risk transfer, and risk financing. 

From the evaluation process, any risks labelled as amber or red require a 
mitigating response, and so alternative options will be evaluated based on their 
cost and expected impact on both the likelihood and impact of the selected 
risk. The control needs to be both effective in reducing the risks and effi
cient in terms of its cost. Assuming that a risk cannot be entirely removed and 
the associated activity is to continue, there are four alternative treatments or 
responses from which to choose: 

•	 Risk acceptance – do nothing 
•	 Risk reduction – this may be aimed at either reducing the likelihood of 

occurrence (e.g. via regular maintenance of equipment to prevent break
downs), or it could aim to reduce the impact of a risk occurring, e.g. 
through disaster recovery plans, provision of back-up facilities, etc. 
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•	 Risk transfer – for example, through the purchase of a form of risk 
financing such as insurance 

•	 Risk avoidance – by eliminating the activities which create a given risk 

Once a response has been selected, a treatment plan must be implemented. This 
should be documented and include the rationale for the selection, the timing 
of events, who is responsible and accountable for its implementation, and the 
monitoring procedure that will ensure its effectiveness is clearly recorded and 
understood. 

Attitudes to both evaluation and treatment may change over time as an 
organisation’s risk appetite alters. For example, a significant proportion of an 
airline’s costs is made up of fuel, the price of which is set in dollars and can be 
subject to significant fluctuation. Traditionally, such risk is offset through hedg
ing in the foreign exchange market, but the collapse in oil prices in 2020 and 
the impact of the coronavirus have led to many airlines reporting huge losses 
from hedging. This may affect their willingness to use this form of risk treat
ment in the future. 

Box 3.4 Air France-KLM Hedging Losses 

In 2019, fuel costs represented 23% of operating costs for the Air France-
KLM Group. That year they registered a gain of $50  million on fuel 
hedging. 

As of February 2020, Air France-KLM had hedged 65% of its esti
mated fuel costs for 2020 at a price of $65 per barrel of Brent crude oil. 
By 6 March, the market price had fallen to $45 a barrel. Even if the price 
fell no lower, the group would face a hedging loss of $1 billion! 

Source: Financial Times 08/03/2020 

The Air France-KLM case clearly illustrates how the past may not repeat 
itself and how some risk treatments can themselves end up increasing risks. 

The process of identification, analysis, and treatment of risk is absolutely 
critical, and as the subsequent case studies reveal, it is usually an error some
where in this process that triggers, at best, large losses and, at worst, disaster 
for an organisation. To make all three more effective, they are supported by 
the three components which form the edges of the circle in Figure 3.3 – com
munication and consultation, recording and reporting, and monitoring and 
review. 
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Communication and Consultation 

Communication is concerned with informing both internal and external stake
holders about risks and how decisions are made about how they are man
aged. Communication of risk information should be both internal, for control 
purposes, and external, for reasons of accountability. Keeping stakeholders 
informed about the risks faced and the actions being taken to manage them 
will provide reassurance. In efficient markets, good risk disclosures might also 
be expected to reduce the cost of capital for those organisations that demon
strate effective risk management.1 

Consultation involves the use of feedback from staff, experts, consultants, 
and other parties on information that can improve decision making on risks. 
Consultation helps management understand how well risks are being man
aged, how and if controls are working and where they are not, and utilise 
suggestions on how the process can be improved. A  simple example from 
within an organisation might include feedback from a staff suggestion scheme 
on how operational or customer-facing processes might be better managed to 
reduce risk. An external consultation example might be the use of data from 
trade or industry bodies on forecast market conditions or the availability of 
core components as inputs into decisions on staffing to reduce the risk of staff 
shortages. 

Combining communication and consultation ensures that stakeholders are 
well informed about risks and their management, but also that such management 
is optimised using the maximum information available from those affected. It 
can be likened to a doctor–patient relationship, in which the patient may behave 
in a way that endangers their health if certain actions are not clearly identified by 
the doctor as risky. Equally, the doctor cannot provide optimal advice on what 
to do or what not to do if the patient never speaks to him or her. 

Recording and Reporting 

Risk management is a structured process, the outcomes of which should be 
formally recorded and documented. As tools to communicate risks, documents 
provide both information and points of reference for staff and stakeholders 
whilst simultaneously improving decision making. For example, risk registers 
and consequences–likelihood matrices, as outlined in the previous section of 
this chapter, can help managers see trends in risk identification and the out
comes of their risk treatment choices. In so doing, recording and reporting 
provides a mechanism for accountability, which is essential to a risk manage
ment system. 

Care should be taken to manage the extent of reporting to ensure that it suits 
the needs of the end user in terms of frequency and timeliness. Similarly, the 
cost–benefit calculation of different levels of granularity of reporting should 
be taken into account. Detail is costly and possibly unnecessary, but diversity 
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of reporting approaches can be very unhelpful to external investors looking 
to compare corporate performance. This issue is discussed in depth in Woods 
et al. (2009). Lastly, the sensitivity of risk documentation clearly needs to be 
considered when determining what information should be available where and 
to whom. Access to who and when risk data can or should be amended or 
updated needs to be tightly controlled. 

Monitoring and Review 

If any process is to improve over time, it must be subject to continual moni
toring and review. To maximise its effectiveness, monitoring should be incor
porated into an organisation’s performance management, measurement, and 
reporting activities. Box 3.5 provides an illustration of how this might happen 
in practice at the executive board level of an organisation. 

Box 3.5 Linking Risk Monitoring to Remuneration 

In the remuneration report contained in their 2019 annual report (p. 93), 
Zurich Insurance state that: 

“The remuneration system is closely integrated with the Group’s risk 
management framework and is designed to not encourage or reward 
inappropriate risk-taking.” 

Line managers need to be aware that when they report upwards about per
formance and how risks are being managed, those reports will be part of a 
formal system of oversight. Simultaneously, the internal audit function will 
be conducting regular control reviews and reporting back to both operational 
and senior management on the effectiveness of existing controls. The feedback 
should drive both the frequency and type of control monitoring that is being 
undertaken and the potential redesign of existing systems. Where controls are 
seen to be incomplete or inefficient, more monitoring may be necessary for a 
while, or conversely, tight management may require less oversight. 

The internal audit function plays a key role in the monitoring process, 
and so it is important that they retain independent judgement. Those who 
design internal controls should not also be responsible for their evaluation, 
and so managing the relationship between internal audit and risk manage
ment staff is an essential part of maintaining an effective risk management 
system. 
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ISO 31000 is complemented by ISO Guide 73: “Risk Management  – 
Terminology,” which was updated to accommodate changes in definitions 
used in the 2018 version of the standard and provides a collection of terms 
and definitions relating to the management of risk. A further document, IEC 
31010:2019 “Risk Management – Risk Assessment Techniques,” replaces an 
earlier 2009 version and provides guidance on the selection and application of 
systematic techniques for risk assessment. This detailed guidance is especially 
useful for risk managers looking for how to apply the concepts laid down in 
the core ISO 31000 standard. In the next chapter we will look at examples of 
how this all works in practice. 

Conclusion 

In Chapter 2 we saw that the last decade has seen a closing of the gap between 
US and European governance regulations and guidance. In similar vein, this 
chapter has illustrated a growing convergence between the US risk manage
ment standard for enterprise risk management (COSO, 2017) and the global 
standard ISO 31000 The similarities include: 

•	 The view that risk management both protects and creates value 
•	 The key role played by the board of directors and senior management in 

setting a precedent of good governance and a culture that is risk aware 
•	 An emphasis on risk management being fully integrated both vertically 

and horizontally across an organisation 
•	 The need for effective systems to identify, assess, and respond to risks. 
•	 The importance of both internal and external risk management reporting 
•	 The idea that risk management systems should dynamically evolve over 

time and be continually monitored, reviewed, and improved 

The theory is great, but the proof of the pudding is in the eating. Does practice 
work as well as the theory? The remainder of this book uses case studies to sug
gest that it can, but often does not. 

Note 

1 There is an extensive academic literature in the field of risk reporting and disclosure 
that falls largely beyond the remit of this book, but some examples are illustrated in the 
end-of-chapter references. Examples and comments on annual report disclosures are also 
included in the case studies. 
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Useful Web Links 

1.	 www.garp.org/ 
This is the website for the US-based Global Association of Risk Profes

sionals and is a useful illustration of how this new profession has developed 
and created its own certification programmes and qualification system. 

2.	 The websites of the Big Four accounting firms all have risk consultancy 
sections, which contain useful publications on risk-related issues and infor
mation on the type of risk advisory services they provide. 

Price Waterhouse Coopers: www.pwc.com
 
KPMG: www.kpmg.co.uk
 
Deloitte: www.deloitte.com
 
Ernst and Young: www.ey.com
 

Discussion Questions 

1.	 What, if any, are the differences between COSO 2017 and ISO 31000 in 
relation to: 

a.	 The overall vision of the role and scope of risk management 
b.	 The detail of how the component elements are connected 

https://www.zurich.com
https://www.zurich.com
http://www.garp.org
http://www.pwc.com
http://www.kpmg.co.uk
http://www.deloitte.com
http://www.ey.com
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 2.	 Look at the latest annual reports of two of the FTSE 100 companies and/or 
two public-sector organisations such as government departments or local 
councils. What do they tell you about their exposure to risk, the quality of 
internal controls, and the effectiveness of the risk management system? To 
what extent should an organisation report about risk management to its 
stakeholders? 



 
 
 

 

 
 

  4 Risk Management in Theory 
and Practice 

Aim 

The aim of this chapter is to summarise the core risks faced by organisations 
and explain how this knowledge is used in the designing of the risk manage
ment systems and procedures. Whilst governance and risk management regula
tions (as detailed in Chapters 2 and 3) encourage some standardisation of risk 
management systems, there remains a need for controls to reflect the specific 
organisational context. Using the example of Marks and Spencer as an illustra
tion, the chapter concludes that risk management frameworks in every organi
sation have common features (based around the standards), but the detail of the 
risk architecture are variable. This conclusion is further reflected in the case 
studies later in this book. 

The chapter is broken into the following sections: 

• Principal Risks 
• Building a Risk Architecture 
• Conclusion 

Principal Risks 

The ISO guide to risk management vocabulary defines risk as “the combina
tion of the probability of an event and its consequences” (ISO Guide 73). The 
definition incorporates both opportunities (upside risk) and threats (down
side risk), and risk management is thus concerned with providing mechanisms 
through which to control the impact of both the positive and negative aspects 
of risk. 

Such a broad definition, however, hides a mass of complexity. Organisations 
face a multitude of different types of risk, which also change and evolve over 
time. As Tom Peters observed over thirty years ago, the business environment 
is characterised by “unprecedented uncertainty” (Peters, 1989), and in such an 
environment people search for ways of managing that uncertainty. One starting 
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 Table 4.1 Survey Findings of Principal Risks (2012–2020) 

2012 2018 2020 

Allianz Cambridge Centre for Allianz 
Risk Studies 

Economic Regulation and reporting Cyber risk 
Business interruption Financials – revenue, profit, Business interruption 

share price 
Natural disaster Security, including cyber Legal and regulatory 
Legal and regulatory Geopolitical Natural disaster 
Reputational Business continuity Market developments 

Sources: Allianz Risk Barometer 2012 and 2020; Cambridge Centre for Risk Studies, Risk Manage
ment Perspectives of Global Corporations 2018 

point for doing so is to classify risks into categories, whilst recognising that cer
tain categories will have varying degrees of relevance according to the business 
sector within which an organisation operates. 

Surveys of senior executives in global corporations are regularly undertaken 
with the aim of identifying what they see as the key risks facing their organi
sations, and Table  4.1 summarises the findings of three such surveys. They 
include two conducted by the global insurance company Allianz and one by 
the Cambridge Centre for Risk Studies in Cambridge (England). 

Whilst the language differs slightly between the two sources, the table shows 
that the principal risks remain relatively fixed over time. These risks are high-
level, long-term concerns that affect an organisation’s commercial and strategic 
viability which, when managed effectively, protect and build organisational 
reputation. What matters is the ability to continue operating and achieve good 
financial results within the existing economic, political, and technological con
text. New risks (e.g. cyber security) will emerge over time, and the changing 
global political environment can generate new risks, but the principal risks are 
long-standing and worthy of closer consideration. 

Legal and regulatory risk appears in all the surveys in Table 4.1, and it strad
dles many areas of an organisation, from fundamental accounting reporting 
rules and competition law, through to regulations on sustainability reporting, 
health and safety, and legal requirements in respect of data protection. The 
issue is even more complex for companies operating globally across many 
different regulatory regimes. Systems to ensure compliance need to be estab
lished and monitored across all relevant areas, and for this reason many large 
companies now have compliance and disclosure committees at the senior 
executive level. The broad-ranging scope of regulatory risk explains why 
it is so highly ranked and commonly viewed as a risk requiring board-level 
oversight. 
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Regulatory Risk Example 

In 2015 the US Department of Justice found the French bank BNP Pari
bas guilty of flouting sanctions laws laid down in the International Emer
gency Economic Powers Act (IEEPA) and the Trading with the Enemy 
Act (TWEA). BNP Paribas was accused of processing multibillion-dollar 
transactions in the United States on behalf of Sudanese, Iranian, and 
Cuban entities. The company was ordered to pay a $140,000,000 fine 
and forfeit $8,833,600,000 to the United States, making a total penalty 
of almost $9 billion. 

This example illustrates how corporate ethics are intertwined with compli
ance, and tight risk management systems combined with an appropriate risk 
culture are paramount if such risks are to be avoided. This will be discussed 
more fully later in this book. 

Business interruption risk is similarly wide ranging and may result from a mul
titude of either external causes, such as natural disaster, accident, or a global 
health scare such as the recent coronavirus pandemic, or internal failures, such 
as health/safety breaches or weak inventory management. Allianz report that 
fires and natural catastrophes are the major causes of business interruption, but 
the sophisticated global supply chains used by companies today also render 
them increasingly vulnerable to contingent business interruption arising from 
problems with a supplier or customer. The following example is a good illus
tration of this. 

Business Interruption Example 

In May 2018 a fire at a Meridian Magnesium Products factory in Michi
gan caused severe production problems for Ford, Fiat Chrysler, and Gen
eral Motors. The company makes lightweight metal parts for vehicles, 
and around one third of its production goes to Ford. 

As a result of the fire, Ford had to temporarily lay off 7,600 work
ers, General Motors had to cut its van production in Missouri, and Fiat 
Chrysler temporarily stopped production of its Pacifica minivan. 

Political or civil unrest may also seriously interrupt business operations. 
Civil protest can often result in looting and serious property damage and losses. 
The Insurance Information Institute suggests that the largest losses from riot
ing to date stemmed from the 1992 Los Angeles riots, which were triggered 
by police beating a local black man. The total insurance claims for damage 
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from the riots amounted to $775 million, equivalent to around $1.4 billion in 
today’s terms. 

Natural catastrophes such as typhoons, earthquakes, landslides, and hurri
canes can also prove very costly to business. According to Swiss Re, the average 
global annual insured losses incurred as a result of natural and manmade catas
trophes over the decade 2009–2019 equalled US $75 billion. Of 292 disasters 
in 2019, 193 were natural and the remainder manmade, and they accounted 
for $50 billion and $6 billion dollars, respectively. Globalisation and growing 
interdependencies of supply chains mean that the impact of natural catastrophes 
is no longer localized, and a tsunami in Japan can have consequences in Europe. 
Additionally, as concerns over climate change continue to escalate, many scien
tists predict that the number of extreme weather events will increase, and with 
it the associated risk of business interruption. 

Predicting a disaster caused by the weather can be difficult, if not impos
sible, but risk management systems can mitigate their impact through response 
plans that identify ways of resolving the business interruption (e.g. switching 
production sites/ensuring backup of core services such as information process
ing). Insurance may also be available in some cases as a way of mitigating costs. 

Market development/disruption risks include those coming from new competi
tors, market stagnation, mergers/acquisitions, and general market volatility. 
It can be tricky to distinguish market volatility of currency exchange rates, 
for example, from political risk. The ongoing exchanges between the United 
States and China on trade relations also illustrate how political and economic 
risks are intermingled. New competitors, price wars, and product develop
ments can also pose serious threats to a business. In the highly competitive 
mobile phone and internet marketplace, Vodafone identifies market disruption 
from new telecom operators entering the market or price wars that reduce 
margins as one of their principal risks. 

Market Development Risk Example 

The discount chains Aldi and Lidl have had what can be described as 
a seismic impact on the UK’s food retail business. Arriving in the UK 
in 1999, Aldi offered a new model of low prices and a limited product 
range. The industry’s major players did not believe this would appeal to 
UK shoppers, but after the financial crisis in 2008 Aldi’s market share 
began to grow rapidly, reaching 8% in 2019. This placed it just 2.3 per
centage points away from becoming one of the “big four “supermarkets 
in the UK. 

Sainsburys, Tesco Asda, and Morrisons were slow to respond to the 
threat caused by the discounters and were challenged by Aldi’s novel 
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competitive strategies such as “specially selected” products at premium 
prices and the introduction of fair-trade goods. A variety of responses 
from the major players has to date failed to prevent long-term loss of 
market share to Aldi and Lidl. 

Despite heavy cost cutting to improve its profit margins, in early 
2020 Tesco opted to engage in a price matching “war” with Aldi in 
an effort to regain some of its lost market share. The outcome remains 
to be seen. 

This example suggests that unlike Vodafone in the telecoms market, the 
entry of the new players (discounters) into the UK grocery market was not 
seen as a strategic risk by existing key players, and their risk management focus 
lay elsewhere. There are lessons here for all sectors – competition is competi
tion: don’t ignore it! 

Geopolitical risk appears as a principal risk in the IRM/Cambridge Insti
tute for risk studies survey in 2018 and is also cited by the Institute for Risk 
Management as a risk of concern in 2019. The term refers to risks that arise 
as a result of social, political, and economic events at both national and global 
levels. Current examples include: 

•	 The impact of the UK’s departure from the European Union (EU) 
•	 Regional stability in the Middle East and the risk of a US/Iran war 
•	 Climate change 
•	 Political stability in Latin America 
•	 US–China relations, especially in the technology market and trading 

relations 

The geographic areas of concern will reflect where an organisation operates 
or sources its supplies and its potential plans to move into an emerging or 
volatile region. Geopolitical developments are a key concern in the energy sec
tor because of both where oil is extracted and growing concerns over climate 
change and the accompanying expansion of sustainability regulations. A global 
transition towards an increased use of sustainable fuel sources, electric vehicles, 
and the widespread de-carbonisation of business models poses huge challenges 
to this sector. 

This view is made clear by the oil giant BP, which notes in its annual report 
that “geopolitical risk is inherent to many regions in which we operate and 
heightened political or social tensions or changes in key relationships could 
adversely affect the group” (BP Annual Report, 2019, p. 69). Failure to monitor 
and manage such risks can have both financial and reputational consequences. 
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Geopolitical events may also have huge consequences for global supply chains, 
and so it is often linked to business interruption risk. 

However, geopolitical risk can also offer opportunities. The EU’s Sustain
ability Development Strategy is a good example of how risk and opportunity 
can be flip sides of the same coin. The strategy will be seen by some as increas
ing the risks faced by their company, but by others as providing a chance to be 
ahead of the game and seize new market opportunities. 

Example: Climate Change as an Opportunity 

In 2019, Joe Bamford, the chief executive officer (CEO) of the UK-based 
construction equipment manufacturer JCB, acquired the Northern Irish 
bus company Wrightbus. Wrightbus, manufacturers of the new Route-
master buses so familiar on London streets, had gone into administration. 
JCB already owned the specialist hydrogen technology company Ryse, 
and Bowden took the view that increasing demands for the transport 
sector to cut transport emissions provided a perfect business opportunity. 
The aim was for Ryse and Wrightbus to work together to produce vehi
cles powered by hydrogen fuel cells that offer a zero-carbon alternative 
to both traditional and electric buses that is particularly well suited to 
heavy transport. Hydrogen buses are already in use in London and Pau 
in France, with plans for further deployment in Antwerp, Groningen, 
Aberdeen, and San Remo. 

Cyber risk1 is a relatively new phenomenon that is rising rapidly, both in real 
terms and its significance on the corporate agenda. The ever-expanding digi
talisation of business processes, such as point of sales systems (POSs) and the 
subsequent growing reliance on information technology (IT) systems, together 
with a number of high-profile incidents, have all combined to increase aware
ness of cyber risks across organisations of all sizes. As Table 4.1 shows, it topped 
the Allianz risk barometer in 2020, as there is growing evidence of the ris
ing cost of cyber incidents, which can interrupt business operations, result in 
regulatory penalties, and may also generate compensation claims from those 
adversely affected. Data breaches are a primary area of concern, where personal 
or confidential information is leaked either accidentally or as a result of a mali
cious attack. A mega data breach (involving more than 1 million records) is 
estimated by IBM to have an average cost of $42 million. The number of ran
somware incidents is also rising and accompanied by increasingly high extor
tion demands. 
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Cyber Risk Examples 

In 2019, British Airways (owned by IAG) was fined £183 million by the 
UK regulator for a breach in its data system in 2018 which resulted in 
criminals getting access to the personal details of around 500,000 custom
ers (BBC.co.uk., 2019). The details included the passenger’s name, travel 
plans, billing address, email address, and payment card details, including 
the three-digit security code from the back of the card 

In June 2018 VISA, the global payments company, suffered a service 
failure that left customers unable to pay for transactions. The problem 
lasted almost a full day, and a total of 5.2 million transactions failed to 
process properly. Despite operating two backup data centres to take over 
transaction processing in the case of failure, a hardware problem with a 
switch meant that the backup failed to activate. The company waived all 
fees for merchants affected by the disruption and also offered compensa
tion to both the outlets and the customers who suffered losses as a result – 
for example, additional bank charges. The Bank of England also ordered 
VISA to fully implement recommendations on improving its systems, 
identified by an independent review, and to appoint consultants PWC to 
oversee its implementation. 

Like the other principal risks discussed earlier, cyber risk can hit any 
part of an organisation and, as illustrated by the British Airways example, 
is linked to other risks such as regulatory compliance. The VISA example 
illustrates how it also has the scope to interrupt the entire business and 
so is of strategic importance. For this reason, many companies are now 
appointing chief information officers at the senior executive level to take 
full responsibility for IT strategy and oversee the management of the associ
ated risks. 

One important risk not discussed earlier is that of reputational risk. In a survey 
of senior executives from around the world, the Economist Intelligence Unit 
(EIU, 2005) asked respondents to rank different categories of risk on a scale of 
1–100 in terms of their significance to their business. Reputation risk was 
ranked top, but the EIU also reported that senior managers find it particularly 
difficult to manage, which perhaps explains why it no longer appears in the 
Allianz risk barometer. 

Reputation is a prized asset, but it could be argued that it is not a sepa
rate risk category, and instead merely reflects a failure to manage other risks. 

http://BBC.co.uk
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Reputation risk is therefore best viewed as a high-level risk, but one which 
reflects the quality of control over other, more easily categorised risks. Reputa
tion risk is vitally important, because for private organisations it is a key driver 
of the business value. The erosion of reputation can damage future revenue 
streams and hence profitability, but reputation risks are high, because as Warren 
Buffett observed, “It takes twenty years to build a reputation and five minutes 
to destroy it.” Preserving a company’s reputation is therefore a very important 
dimension of risk management, and there is evidence to suggest that it not 
only affects customers’ buying decisions but also employee loyalty and inves
tor choices. As such a good reputation can also serve as a barrier to entry and 
protect competitive position. 

Rolls Royce PLC 

Rolls Royce makes engines for planes, trains, ships, nuclear submarines, 
and power stations. In 2017 this UK engineering giant was ordered to 
pay a total of £671 million to settle corruption and bribery cases with 
EU and US regulators. The firm reached an agreement with the UK 
Serious Fraud Office, which accused it of conspiracy to corrupt or brib
ery over a lengthy period and across the globe. Countries named include 
India, China, Malaysia, Nigeria, and Russia. 

The impact of reputational damage varies, however, depending on the sector 
and size of organisation. This is best illustrated by two examples. 

The Rolls Royce case shows how a problem that could hit its reputation in 
fact arose out of poor management of ethics and a failure to censure corrupt 
behaviour by its staff. This may have been the result of poor risk management 
controls and/or a weak risk culture. Interestingly, however, even if the company’s 
reputation took a hit, the stock markets did not appear to care. On the day 
that the settlement was reached with the regulator, Rolls Royce shares closed 
4.5% higher, as the market clearly appreciated the elimination of the uncertainty 
regarding the cost of the case! In effect, the market was saying that the bulk of 
the value of Rolls Royce lies in its physical assets and reputation is not hugely 
significant. 

The second example shows the importance of client sensitivity to a com
pany’s reputation in a very different sector. 
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Facebook and Cambridge Analytica 

In 2018 a row erupted between Facebook and the UK political con
sulting firm Cambridge Analytica. Cambridge Analytica was accused of 
using Facebook’s infrastructure four years earlier to harvest information 
on over 87 million Facebook users via an external app. It was subse
quently claimed that Cambridge Analytica used the information to psy
chologically profile US voters in advance of the 2016 presidential election 
and to influence the UK’s Brexit campaign, but both claims were denied. 

Facebook claimed that it had not given permission for the data to be 
used and demanded that Cambridge Analytica delete it but did nothing 
to confirm that this had been done. The data breach became the subject 
of investigation by both UK and US regulators. 

In May 2018 Cambridge Analytica, despite its denials, filed for bank
ruptcy after it claimed that the resulting social media furore had left it 
with no clients and mounting legal fees. The company said that a “siege 
of media coverage” had driven away all its suppliers and customers and it 
could no longer survive. 

In 2018, Facebook set aside £2.4 billion in its accounts to cover the 
anticipated cost of its breach of data regulations in the United States, 
but the final settlement reached with the Federal Trade Commission 
amounted to £4 billion. When news of the settlement was announced, 
Facebook’s share price rose and closed 1.8% up on that day. 

Source: Forrest (2019). 

The key lesson from these examples is that reputational risk matters more in 
some sectors than in others. Consumer goods or business-to-business markets 
where customers are sensitive to brand will rate reputation risk very highly. 
Sectors like engineering or heavy industrials regard it as less important. The 
IRM/Cambridge Risk Centre survey asked respondents to rank the impor
tance they attached to reputational risk on a score of 1–10. The results are 
shown in Table 4.2, and these confirm the idea that customer-facing service 
organisations see themselves as potentially more vulnerable to this form of 
risk. 

These examples also highlight the importance of organisational size and 
market presence. In the aero engine market, Rolls Royce really has only one 
major global competitor – Boeing – and its engines have long lives, so custom
ers need to remain loyal to get spare parts, maintenance contracts, etc. Similarly, 
Facebook is almost one of a kind, and users have a lot of their personal life 
history stored within their system in photos, etc. Customers who are embed
ded reduce the risks of reputation loss. Equally, the financial damage inflicted 
by the penalties, whilst high, were manageable for both companies. For Cam
bridge Analytica the story was very different. Data analytics is a growing field 
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Table 4.2  Ranking of Reputational Risk by Industrial Sector 

Industrial Sector Ranking of Reputational Risk on a 
scale 1-10. 

Utilities 7 

Consumer goods (discretionary) 7 

Healthcare 6.5+ 

Information Technology 6.5+ 

Industrials 6.5+ 

Energy 6+ 

Financials 6+ 

Materials 6+ 

Real Estate 6 

Public Authorities/NGOs 5+ 

Telecommunication services 5 

of business, and their Unique Selling Point was therefore quite limited, as was 
their financial capacity to see business fall away. Their ruin was inevitable. 

A crisis management plan is critical if companies are to survive threats to 
reputation, and a good public relations department is part of this. A  recent 
illustration of its importance is in the response of one company to comments by 
President Trump during the 2020 coronavirus pandemic that the use of bleach 
and detergent products on people might be useful. The same day that Trump 
made his much-criticised observations, RB, the main US company producing 
these types of goods, issued the following press release: 

Due to recent speculation and social media activity, RB (the makers of Lysol and 
Dettol) has been asked whether internal administration of disinfectants may be 
appropriate for investigation or use as a treatment for coronavirus (SARS-CoV-2). 

As a global leader in health and hygiene products, we must be clear that under 
no circumstance  should our disinfectant products be administered into the 
human body (through injection, ingestion or any other route). As with all prod
ucts, our disinfectant and hygiene products should only be used as intended and 
in line with usage guidelines. Please read the label and safety information. 

The case demonstrates how reputational risk can emerge from all kinds of 
unpredictable sources. What matters is that the risk management system has 
prepared for this and can respond rapidly to mitigate the fallout. 

Establishing a Risk Architecture 

The principal risks discussed earlier have two important features: 

•	 They are high-level risks that could threaten the core strategies and future 
of an organisation. 
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•	 They are interlinked with one another. If a cyber attack damages a com
pany’s ability to trade, then is it a cyber risk or a continuity risk? The links 
could even be three-fold, such as a political risk which raises issues of 
changes of compliance rules that in turn threaten production capabilities. 

High-level risks require regular oversight and monitoring at the most senior 
level and in line with the governance regulations “the Board is responsible 
for determining the nature and extent of the significant risks it is willing to take in 
achieving its strategic objectives . . . and should maintain sound risk management 
and internal control systems” (UK Corporate Governance Code, 2010). Simi
larly, in the Committee of Sponsoring Organizations (COSO) Enterprise Risk 
Management (ERM) framework, validated under US Sarbanes-Oxley (SOX) 
legislation, the key role for the board is one of risk oversight. 

The way in which each organisation labels its principal risks and the relative 
importance attached to each will ultimately depend upon both the nature and 
scale of the business. The principal risks identified by the UK retailer Marks and 
Spencer include Brexit, financial performance, compliance, technology (including 
cyber security), and business continuity. In other words, very similar to those listed 
in Table 4.1. As a retailer operating in a highly competitive market, including ones 
threatened by regulatory change as a result of Brexit, the list might be viewed as 
predictable, but the aim of identification is simply to begin the process of creating 
a framework which can be used to monitor and manage risks. Such a framework 
is clearly illustrated in Figure 4.1, which is adapted from information included by 
Marks and Spencer, in the governance section of its 2019 annual report. 

Figure 4.1 also clearly illustrates how responsibility for the classification and oversight of 
principal risks rests with the board, working alongside the executive directors, audit com
mittee, and the group risk team. The audit committee is made up entirely of non-execu
tive directors and plays a key role in providing assurance to the board on the effectiveness 
of the internal audit function, financial controls, internal controls, and risk management. 
The group risk team carries responsibility for designing the controls that will be used 
to mitigate the risks identified across the group. Oversight of strategic risks which are 
emerging but not yet current is the responsibility of the executive directors, audit com
mittee, and group risk team. It is assumed that they will report to the board any issues 
which may require their attention and an updating of the existing principal risk register. 

The principal risks are used in the formulation of a group risk profile, but data 
for the profile is also provided from the bottom up. The group’s operating model 
divides the group into functional and business components, for which separate risk 
registers are compiled with input from both junior and senior staff. These risk reg
isters are reported periodically to the audit committee, and responsibility for their 
management rests with the business- and functional-level boards. Individual busi
nesses include food, clothing, and home, and M&S international functions include 
finance, communications, and human resources (HR). There will be some overlap 
in the type of risk exposures across multiple businesses and functions, and other 
risks will be business specific, but the net aggregate exposures need to be under
stood and included in the group risk profile. Such aggregation can only be done at 
the senior level by those with an overview of the whole group’s operations. 
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Figure 4.1 Marks and Spencer PLC risk management framework 

Key Learning Point 

Lower-level business/functional and operating risks are aggregated to 
form the organisational risk profile. 
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The basic framework used by Marks and Spencer reflects the core process 
outlined in ISO 31000, in which risk management is built into its structure, 
operations, and processes at strategic, operational, programme, and project lev
els. Whilst Figure 4.1 contains limited detail, it does indicate that: 

•	 Risks are identified from both top down and bottom up 
•	 Internal reporting of risks (on the left) is mirrored by internal oversight and 

monitoring (on the right) 

In combination, these result in a looped cycle of risk identification, monitor
ing, reporting, and revision of risk registers as appropriate. Note also that the 
left-hand side of the diagram, which indicates who is responsible for which 
level of drafting of risk registers, shows that the group risk team is represented 
at all levels. This ensures that they have a 360-degree view of risk exposures 
that can be reported back to the board. 

Key Learning Point 

The board’s role is one of oversight, not of day-to-day risk management. 

The group team is legally obliged to report externally to shareholders on 
its exposure to risk, its system for their management, and the effectiveness of 
internal controls. Additionally, as noted in the previous chapter, under UK gov
ernance rules, a viability statement must be published in the company’s annual 
report, stating whether the board of directors has a “reasonable expectation” 
that the company will be able to continue in operation and meet its liabilities as 
they fall due over the chosen assessment period. This period should be signifi
cantly longer than the twelve months from approval of the associated financial 
statements. 

The viability statement should take account of a company’s current posi
tion and principal risks and indicates how the company prospects have been 
assessed, over what time frame the assessment has been done, and why the 
chosen time frame is appropriate. Implicit in this requirement is that the risk 
assessment is forward looking, and the code suggests the use of both quantita
tive and qualitative analysis of risks and the application of sensitivity analysis as 
necessary. Marks and Spencer’s viability assessment (2019, p. 30 annual report) 
considers the group’s business model, strategy, approach to risk management, 
and principal risks and uncertainties. The planning time frame used by Marks 
and Spencer is three years, and so this is also the time period used for the 
viability assessment. As such it includes key events that form part of the stra
tegic plan (e.g. a rights issue and 50:50 joint venture with Ocado for a food 
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delivery service). The assessment is done by modelling a number of plausi
ble scenarios relating to the principal risks (e.g. low market growth or failed 
strategic initiatives) and evaluating whether they threaten the viability of the 
company. The potential to mitigate such events is also incorporated into the 
assessment, which is reviewed by the audit committee prior to its considera
tion by the board. 

A study of the annual report of any major global company will reveal similar 
disclosures about the role played by the board of directors in relation to risk 
management and the underlying risk management framework, but the level of 
detail is widely variable. For example, Vodafone Group PLC identifies a total of 
ten principal risks, which are categorised as medium, high, or critical in nature. 
They also include a diagram (albeit rather difficult to interpret) illustrating the 
interconnections between the risks. Interestingly, they also name the executive 
director(s) who own(s) each of the principal risks and so held accountable in 
the case of failure. 

The governance report in the annual report of the oil giant BP identifies its 
principal risks, but then separates out specific ones which are prioritised for 
direct oversight by the board. Several board sub-committees take responsibility 
for oversight of a specific principal risk in a system that allows for input from 
a wider number of specialists. For example, a safety, environment, and security 
assurance committee oversees the risks linked to process and personal safety, as 
well as security and environmental risks. 

In summary, every organisation will have its own list of principal risks and 
a structure through which the group risk profile is established. Similarly, the 
methods used to report this information externally will also be variable. These 
variations reflect differing organisational histories, priorities, and complexity. 

Conclusion 

Risk management standards such as COSO and ISO 31000 provide a frame
work for the creation of what is sometimes termed the risk architecture of an 
organisation. The term architecture refers to the structures used for identi
fying, recording, managing, reporting, and monitoring risks, as illustrated in 
Figure 4.2. 

The generic example in Figure 4.2 is taken from the Airmic/alarm/IRM 
guidance on implementing ERM and ISO 31000 (2010). 

The aim of the risk standards is not to be prescriptive, but to offer guidance 
on how risks can be managed in any size and type of organisation, and so not 
all organisations will have, for example, a group risk management committee 
or a disclosures committee, as shown in Figure 4.2. Nonetheless, in some shape 
or form, all organisations seeking to implement enterprise-wide risk manage
ment will have systems for the identification, assessment, and treatment of risks 
together with support for internal reporting, monitoring, and review of the 
risk controls. Figure 4.2 thus provides a useful starting point for designing a 
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risk architecture or critically reviewing an existing one. The case studies which 
follow illustrate how the risk architecture can significantly impact upon an 
organisation’s ability to manage its risks effectively.

Most importantly, effective enterprise risk management depends upon an 
organisation-wide understanding of and commitment to risk management. 
The architecture is as dependent upon information provided from the bottom 
up as it is on information coming from the top down.

Note

 1 This topic is discussed in greater detail in Chapter 5.

The Board Audit Committee
• Overall responsibility for risk
 management
• Ensure risk management is
 embedded into all processes
 and activities
• Review group risk profile

• Receive routine reports from GRMC
• Set annual audit programme and priorities
• Monitor progress with audit recommendations
• Provide risk assurance to th Board
• Oversee RM structures and processes

Group Risk Management Committee (GRMC)
• Formulate strategy and policy based on risk appetite,
 risk attitudes and risk exposure

• Receive reports from business units, review risk
• management activities and compile the group risk
• register
• Receive reports from business units and make reports
• and recommendations to the Board
• Track RM acitivity in the business units and keep
 the risk management context under review

Disclosures Committee

• Review and evaluate disclosure
 controls and procedures
• Consider materiality of information
 disclosed to external parties

Business units

• Produce specific policy statements, as necessary
• Prepare and update the business unit risk register
• Set risk priorities for business unit
• Monitor projects and risk improvements
• Prepare reports for GRMC
• Manage control risk self-certification acitivities

Direct and monitor

Reports for evaluation

Figure 4.2 Risk architecture of a large PLC
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Useful Web Links 

www.agcs.allianz.com is the website of the division of the insurance company Allianz, which 
publishes the results of its annual risk survey, the Allianz Barometer. 

A Google search of “principal risks and uncertainties” will generate multiple links to a range 
of company websites where they detail their principal risks. Comparison of companies 
across different sectors is a useful and interesting exercise. 

Discussion Questions 

1.	 Analyse your own position – either as a student or employee – and specify 
your medium-term objectives and list all of the risks that may threaten 
your ability to achieve those objectives. Group the risks into categories, 
identify the key risks, and try and construct a likelihood–consequences 
matrix for the key risks. What have you learned from this exercise? 

2.	 What procedures does your own organisation have in place to (a) report 
internally and (b) manage an incident that may threaten its reputation? 

3.	 Look at the latest annual reports of two of the FTSE 100/S&P 500 Top 
50 companies and/or two public-sector organisations such as government 

http://www.bp.com
http://www.bp.com
http://www.frc.org.uk
http://www.frc.org.uk
http://www.theirm.org
http://www.theirm.org
https://corporate.marksandspencer.com
http://www.agcs.allianz.com
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departments or local councils. What do they tell you about their exposure 
to risk, the quality of internal controls, and the effectiveness of the risk 
management system? To what extent should an organisation report about 
risk management to its stakeholders? 

4.	 The viability assessment is relatively new to UK governance regulation, 
but it allows a company to construct its own model and make its own 
assumptions on the likelihood/severity of alternative scenarios. What does 
this imply about the faith that can be placed in a viability assessment? 



  5 Managing Technology Risk 

Aim 

The use of digital technologies has expanded hugely, and the risks to organisa
tions using them to manage sales, logistics, and all aspects of their operation 
have grown almost exponentially. As we saw in Chapter 4, cyber risk – attacks 
from outside an organisation  – topped the Allianz risk barometer in 2020, 
and organisations are increasingly concerned about how any form of technol
ogy failure can interrupt business operations, incur regulatory penalties, gener
ate compensation claims from those adversely affected, and cause reputational 
damage. 

Technology risk (or IT risk) is defined as “any risk of financial loss, disrup
tion or damage to the reputation of an organisation from some sort of failure of 
its information technology systems” (accaglobal.com). This is a broad-ranging 
definition that includes both failures caused by weak internal controls and/or 
governance and malicious attacks originating from outside the organisation. 

The problem of how to manage such risk is compounded by the technical 
language and specialised terminology that surrounds it: 

much of the time, computing experts live in a technical silo of their own, 
detached from the consumers who use their products, the corporate exec
utives who buy these systems and the politicians who develop policies that 
rely on IT. And most of the time the non-experts complacently ignore 
what the geeks do, since it seems excessively dull and technical. 

(Tett, 2014) 

This quote has important implications for members of a board of directors, 
senior management, and risk management staff, because ignoring what is going 
on in IT within an organisation is a risk in its own right. Good decisions can
not be based on inadequate knowledge, but a global survey in 2019 revealed 
that less than one in four companies felt that their quarterly board-level report
ing of technology risk was “very effective” (PwC, 2019). 

The aim of this chapter is to suggest a way through the technical language 
barrier and demonstrate how standard risk management techniques can be used 

DOI: 10.4324/9781315208336-5
 

http://accaglobal.com
https://doi.org/10.4324/9781315208336-5


58 Managing Technology Risk  

 

 
 

 

 
 

 

 
 

 
 
 
 

 

 

 
 

to identify, assess, prioritise, and respond to technology risk and establish moni
toring and performance management systems that can be applied enterprise 
wide. Building systems for the governance of technology into the wider risk 
management structures helps to reduce the danger of it being siloed and rein
forces the link between technology and organisational strategy and objectives. 

The chapter is split into sections which will: 

1.	 Define technology risk, why it is important, and the primary lines of 
responsibility for its management 

2.	 Discuss sources of technology risk 
3.	 Use an illustrative case study of British Airways to discuss how a data breach 

can occur and its potential impact on an organisation 
4.	 Outline a governance and risk management structure for technology that 

incorporates: 

a.	 Consideration of the role of technology in the organisation 
b.	 Lines of responsibility and accountability for technology risk 

management 
c.	 How it is integrated into existing risk management structures and 

processes 
d.	 Incident management 
e.	 Minimising the financial and reputational risks 

A glossary of terms is included at the end of the chapter that defines the main 
types of risk that are discussed. 

Definition of Technology Risk and Lines of Responsibility 

It is important to be precise in the use of terminology and clarify the distinc
tion between technology (or IT risk) and cyber risk. The difference is critical 
because it is reflected in the governance structures used for risk management. 

Operational risk includes anything that might threaten an organisation’s 
operational capacity. Technology such as IT is integral to the operations of 
most businesses today, and so technology risk is a sub-category of operational 
risk. Threats to the effective operation of technology can come from both 
internal and external sources, and cyber risk is specifically a risk from outside, 
commonly a malicious attack to access information or data or disrupt the 
effective operation of systems. Cyber risk is therefore a sub-category of tech
nology risk. This immediately gives us a hierarchy that is commonly used in 
organisations whereby the head of cyber risk (commonly a chief informa
tion security officer [CISO] or chief security officer) will report to the chief 
information officer (CIO), who is in turn accountable to the chief operations 
officer. 

The distinction between the CIO and CISO is perhaps more easily under
stood by a detailed clarification of their respective responsibilities (see Table 5.1). 
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Table 5.1 CIO Versus CISO Roles 

CIO CISO 

• Identification of IT needs to meet 
strategic operational requirements 

• Management of IT resources and 
infrastructure 

• Formulation and implementation of IT 
strategy 

• Oversight of the IT architecture and 
governance 

• Management of the security of the physical 
and network-based technology assets 

• Maintaining the security of information 
(e.g. systems for data storage/ protection) 

• Establishing systems to manage cyber risk 

In some organisations, the CIO and CISO posts run side by side, rather than 
in a hierarchy, but whichever structure is chosen, there is clear overlap between 
them. Operational risk is concerned with keeping things running, and so if 
hackers disrupt the ability to serve customers via a cyberattack, or some com
puter hardware fails and some processes cannot be completed, then operational 
capacity is threatened. The common thread of a need to establish systems for 
business continuity links the CIO and CISO, and it is common for them to 
work together to establish systems to ensure any disruption is minimised. 

One clear point of distinction between the roles is that the CISO is con
cerned solely with security, whereas the CIO is also responsible for the IT 
infrastructure, which requires consideration of how technology might be used 
to achieve strategic objectives. The innovative use of new technologies can be 
used to create competitive advantage, and Amazon provides a useful example 
of this. The systems used by Amazon to monitor and analyse an individual’s 
browsing history on their website enable them to predict the types of prod
ucts that may be of interest to a specific user. It may feel spooky to have an ad 
appear for a product that you like but hadn’t yet looked for, but it is all part of 
Amazon’s way of using technology to boost sales and gain market share. The 
CIO will play an important part in advising on the way technology can help in 
achieving strategic aims. 

Sources of Technology Risk 

Risks may arise from internal and/or external sources, as shown in Table 5.2, 
and are best understood with illustrative examples. 

Looking firstly at internal sources, poor management of technological change 
is a common problem. Most organisations have a mixed history of IT systems, 
with a mix of older legacy systems that have been “improved” by the addition 
of newer hardware and software, but the old and new are not always entirely 
compatible. Additionally, it can be very tempting to complete an update before 
everything is absolutely ready, and the result can be serious problems. 
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Table 5.2 Sources of Technology Risk 

Source of Risk 

Internal	 External 
• Poor management of technological  	 • Phishing 

change (e.g. inadequate testing of new • Ransomware 
systems) • Distributed denial of service (DDoS) 

• Technical failure – including from 	 attack 
bought-in software • Virus 

• Human error 
• Operational failure (e.g. loss of power) 
• Social media 

Poor Management of Change: TSB Bank 2018 

After splitting from Lloyds Bank, TSB opted to migrate to its own new 
banking platform in 2018. The platform was launched before full test
ing was complete, and thousands of customers found themselves unable 
to log in to their accounts, saw details of other people’s accounts instead 
of their own, and spotted inaccuracies in the transactions on their own 
accounts. Four weeks after the IT “upgrade,” some customers were still 
unable to obtain access. 

An independent report by the law firm Slaughter and May commis
sioned by the bank revealed that the board failed to ask pertinent ques
tions and did not learn lessons from earlier errors in the migration process. 

The meltdown cost TSB dearly and led to an investigation by the Financial 
Conduct Authority (FCA) and Prudential Regulation Authority, with the FCA 
noting “we expect sufficient oversight and engagement from senior manage
ment before any migration occurs.” By late 2019 TSB had paid out £366 mil
lion to cover the costs of the IT failure, including £130 million in compensation 
to customers, but it could yet be hit by a large fine from the FCA. 

Technical failure is another possible source of technology risk. In Decem
ber 2018 30 million O2 users in the UK lost access to 4G data services on their 
smartphones. The problem was caused by a glitch in software supplied by Eric
sson and affected O2 and all its associated network services such as GiffGaff, 
Tesco Mobile, and Sky Mobile, as well as Transport for London, which uses O2 
services for its bus timetabling information boards. The outage lasted for almost 
twenty-three hours and led to an investigation by the regulator Ofcom, which 
concluded that O2 had not contravened its obligations, but there were lessons 
to be learned for network providers in respect of hardcoded security certificates 
that can cause externally provided software to fail. Ofcom affirmed that O2 had 
an appropriate approach to risk management, an established contractual agree
ment with its supplier, and conducted rigorous testing of supplied software. 
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Most importantly, they also had the technical skills to respond immediately and 
restore service availability relatively quickly. 

Mistakes by people are sometimes referred to as “fat finger errors” in refer
ence to the idea that the error may be a consequence of hitting the wrong key 
on the keyboard, but in reality there are many causes of human error, most of 
which could be avoided through good risk controls. One example of this is 
the case of a junior employee on the foreign exchange desk of Deutsche Bank 
in London. In 2015, the employee paid $6 billion to a hedge fund, mistakenly 
paying a gross figure for a trade instead of the net amount in settlement of 
the whole day’s trading. The desk manager was on holiday at the time, but 
the payment went unchecked under the “four eyes principle” whereby every 
trade should be reviewed by a second person prior to processing. The funds 
were recovered in full the next day, but the incident had to be reported to the 
regulators. 

Importantly, funds transferred in error are not always repaid, as Citibank 
found to its cost in early 2021. In late 2020 the bank, acting as an agent for 
Revlon Company’s loans, intended to make an interest payment to Revlon’s 
creditors but instead handed over US$893 million in full repayment of a loan. 
This sum was 100 times larger than intended, and whilst some lenders returned 
the money, others did not and Citibank lost their legal case to reclaim the 
$500 million that had been retained. Under New York State law, a legal recipi
ent may keep funds transferred by mistake if they pay off a debt, the recipient 
did not know of the mistake, and/or the recipient did not trick the sender into 
making the payment. Again, “four eyes” might have avoided this error. The 
judge’s decision noted that 

the non-returning lenders believed, and were justified in believing, that 
the payments were intentional. To believe otherwise – to believe that Citi
bank, one of the most sophisticated financial institutions in the world, 
had made a mistake that had never happened before, to the tune of nearly 
$1 billion – would have been borderline irrational. 

(Finextra, 2021) 

Internal technological risk may also result from an operational failure 
(i.e. failure of a non-technical operating system that results in technical 
breakdown or malfunction). This is one of the reasons that technology risk 
is seen as a subset of operational risk, and it highlights the need for back
up systems that can kick into action immediately in the event of something 
like a power failure. Power outages can, amongst other things, prevent staff 
from completing their computer-based tasks, stop customers from being 
able to make purchases, or result in data loss or corruption, all with costly 
consequences. In the healthcare sector, the consequences of a slow response 
could be fatal to patients (e.g. due to failure of surgical, drug supply, or 
monitoring equipment). Minimising such risks depends on a number of 
factors, including a clear understanding of the links between wider opera
tional risks and technology risks. Ensuring this understanding and managing 
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the implications is the responsibility of the head of operational risk and the 
CIO working together. Defining the nature and type of back-up systems 
required, specifying and testing a disaster recovery plan, and informing staff 
on how and when to react to problems are all tools that can help manage 
such risks. 

The final internal factor to consider is social media use by staff. An offen
sive or reputationally damaging post may be wilful or accidental, but whatever 
the cause, it represents a risk that can be managed through ensuring that your 
organisation has a clear social media policy and a culture that alerts staff to the 
reputational threats arising from social media misuse. Employees must be made 
aware of the danger of publishing media content that does not align with core 
organisational values. Additionally, social media can be used very effectively 
to achieve strategic objectives by, for example, ensuring that brand promot
ers engage actively with influencers and brand advocates. Not exploiting such 
opportunities is a different form of risk. 

All the internal causes of technology risk can be significantly reduced via the 
application of a formal technology governance system such as that described 
later in this chapter. The prevention of external risks crystallising is rather dif
ferent and requires the deployment of very specific security systems that con
sistently monitor the threats and are designed to instigate rapid responses to 
minimise the potential damage. 

The methods by which an adversary can breach or infiltrate a network or 
system is called an attack vector, and this may take various, sometimes overlap
ping, forms, including phishing, ransomware, DDoS, and viruses, all defined in 
the glossary at the end of this chapter. As the digitisation of business increases, 
so too do the number of potential entry points into an organisation’s network; 
consequently, the cyber risk threat also rises. 

The nature of the risks varies from malicious attacks aimed at prevent
ing internal systems from functioning, through to breaches which can 
steal or destroy data. Data breaches are of particular concern because of 
the resulting costs that are incurred, which often include regulatory fines. 
A global survey by IBM of over 500 firms that had experienced security 
breaches in the previous year found that the average cost of a data breach 
was US$3.92 million (or $140 per data record) in 2019, but that costs varied 
according to the root cause. Internal system glitches or human error caused 
48% of breaches, but their costs were below average. In contrast, malicious 
external attacks that caused 52% of data breaches incurred considerably 
higher average costs of $4.27 million (IBM, 2020). It is perhaps not surpris
ing then that Jonathan Evans, the former director general of MI5 in the 
UK, is quoted as saying: “The Boards of all companies should consider the 
vulnerability of their own company to this threat as part of their normal 
corporate governance – and they should require their key advisors and sup
pliers to do the same.” 
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Examples of Cyber Attacks and Estimated Associated 
Costs 

•	 Phishing – In 2014 a phisher impersonated a hardware manufac
turer and for 2 years sent both Google and Facebook fake invoices 
totalling $200 million before they were caught. Proof that even big 
tech companies are not immune! 

•	 Ransomware – The 2017 WannaCry outbreak. Often delivered via 
email attachments, this worm encrypts files and prevents user access. 
High-profile organisations attacked by WannaCry include the UK’s 
National Health Service (NHS) and Boeing Corporation. The NHS 
was brought to a standstill for several days, and the estimated cost is 
thought to be around £92  million. Rapid deployment of software 
patches meant that the impact on Boeing was short lived and minimal. 

•	 DDoS – Research published in 2019 suggested that such attacks are 
costing the UK economy around £900 million per year when down
time costs, lost revenue, increased operating costs, higher insurance pre
miums, lost customers, and reputational impact are taken into account. 
In 2016 there was a serious attack on Dyn, which is a major domain 
name system (DNS) provider – a DNS translates domain names into 
Internet Protocol (IP) addresses that enable browsers to load Internet 
resources. The attack programmed devices such as cameras, printers, 
and smart TVs (the internet of things) to send requests to a single victim. 
Many major websites, including Airbnb, Netflix, PayPal, and Amazon, 
were seriously affected. The problem was resolved within twenty-four 
hours, but the motive and source of the attack were never discovered. 

•	 Virus – There is often overlap between a virus and phishing, ran
somware, or a DDoS. For example, My Doom is generally accepted 
to be the world’s most costly virus. Launched in 2004 but still around 
today, it enters via emails, steals addresses, and messages a huge web 
of computers (a botnet) that then conduct DDoS attacks. The dam
age caused to date is estimated at $34 billion, and despite a $250,000 
reward, its originator has never been caught. 

This discussion shows that technology risk can arise from multiple different 
sources and carries potentially high costs, so it is a risk that it is essential to 
manage. Evidence suggests that, on average, external attacks are more costly 
than internal failures, and data breaches are especially expensive. A short case 
study will illustrate how costs can rapidly accumulate when data is maliciously 
attacked by an outsider. 
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Data Breach Case Study: British Airways 

This case is of interest from a risk management perspective because it reveals 
three areas of control failure: 

1.	 Failure to comply with data protection regulation 
2.	 Failure to adequately protect the organisation from cyber attack 
3.	 Failure to detect the attack until notified by a security researcher after two 

months 

The data breach took place in 2018, between 21 August and 5 September, 
when hackers gained access to both the personal and credit card data of 
more than 400,000 British Airways (BA) customers via the BA website, its 
app, and Avios, the company’s frequent flyer scheme provider. Cyber secu
rity experts believe that data access was gained by hackers – either internally 
or externally, but probably the latter – implanting a malicious code onto the 
BA website. The code meant that when customers were making a booking, 
their details were able to be extracted and passed on to a third party. The 
information stolen included the passenger’s name, address, email address, 
and payment card details, including the card number and the three-digit 
CVV security code. 

The Information Commissioner’s Office (ICO) fined BA £20 million in 
late 2020 for breach of the Data Protection Act, and BA also faces civil action 
for compensation from affected customers seeking damages for financial loss, 
inconvenience, and distress. 

Key Facts 

1.	 In total, personal data from approximately 429,612 people was potentially 
accessed. 

2.	 The attacker gained access via BA’s CAG, which is a tool that allows users 
to access a website whilst working remotely. This was done by using the 
log-in credentials of an employee of Swissport, the cargo services provider 
for BA, who was based overseas. 

3.	 The system was not protected via multi-factor authentication (i.e. the 
requirement to complete at least two steps before being able to gain access). 

4.	 Once in the Swissport system, the attacker was able to then break into the 
rest of BA’s network, including that containing the sensitive customer data, 
which would normally be subject to privileged access. 

5.	 Card data was stored in unencrypted plain text  – due to human error, 
according to BA. This gave the attacker access to the details of 108,000 
payment cards. 

6.	 From 14 to 28 August card data was copied and sent to a separate website 
set up by the attacker, “BAways.com.” Additionally, from 21 August to 5 
September, card details were skimmed and redirected to the new website 
as live bookings were being made. 

http://BAways.com
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7.	 On 5 September a third party notified BA of the transfer of material to 
the BAways.com site, and within ninety minutes the malicious code was 
identified and the vulnerability contained. 

8.	 BA notified ICO of the data breach the following day. 

Information Commissioner’s Findings 

The ICO report found BA in breach of Article 5 (1) (F) and Article 32 of the 
General Data Protection Regulation Act (GDPR) 2018. The breaches refer to 
BA’s failure to use appropriate technical and organisational processes to ensure 
that personal data was processed in a manner that offered security against its 
unauthorised or unlawful processing, accidental damage, destruction, or loss. 
The report justifies this conclusion on three main counts: 

•	 Failure to prevent initial access, such as via the use of multi-factor 
authentication, despite widespread advice on identity access manage
ment being freely available from bodies such as the National Cyber 
Security council. 

•	 BA did not have an up-to-date risk assessment of the CAG system used 
to gain remote access to their network. They also failed to configure and 
test the CAG to mitigate against users being able to “break out” of it and 
access other parts of the BA network. Remote control access systems are a 
known risk, and guidance on their management is freely available but was 
not deployed by BA, who did not conduct adequate penetration testing of 
their network. 

•	 Privileged areas of the network could be accessed after the breakout 
from the CAG because the passwords were stored in unencrypted plain 
text. In 2016, the Open Web Application Security Project (OWASP) 
had concluded that the use of this storage method meant that malicious 
users could be “almost certain” to gain access through the account. Clear 
guidance on protecting privileged access accounts had not been utilised 
by BA. 

Conclusion 

The ICO ultimately fined BA because it did not fulfil its regulatory obligations 
and failed to protect data using technologies that were widely available. The 
fine of £20 million was much lower than could have been imposed because 
of the impact that coronavirus had on the business in 2020, but the costs to 
BA go way beyond the fine and include reputational damage that could leave 
customers wary of using their online booking systems. Most importantly, the 
ICO report suggests that the problem was potentially largely avoidable if exist
ing security advice had been put in place. 

A system of governance for managing technology risk, such as that which 
could have been used by BA, is outlined next. 

http://BAways.com
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A Governance and Risk Management Structure for 
Technology 

The Australian Standards Board first published a voluntary standard on IT gov
ernance in 2005, and in 2008 this was converted to an international standard: 
ISO 38500 (ISO, 2008). The aim of the standard is to provide guidance to 
boards and senior management to enable them to assess and monitor the use of 
IT in their organisation. ISO 38500 thus complements other related standards 
that impact on IT management, including ISO 9000 (quality management), 
ISO 20000 (IT service management), and ISO 27001 (security management). 

The standard lays down a number of key principles that need to be consid
ered when establishing an IT governance system, which include consideration 
of how IT supports the organisation; the specification of lines of responsibility 
for IT management; and the monitoring of IT investment, performance, and 
levels of compliance with relevant regulations and legal obligations. All of these 
issues are addressed in the governance structure outlined later, and details of a 
web link to assist in finding out more about ISO 38500 are included at the end 
of the chapter. 

Defining the Role of Technology in the Organisation 

Risk management is directly linked to corporate objectives, and so in the case 
of a governance system for technology risk, the starting point must be a good 
understanding amongst senior management of the role that IT plays in the 
achievement of objectives. The board of directors should ask the fundamental 
question “Are we in control of IT” and be knowledgeable about: 

1.	 Whether technology is strategically critical or simply a support func
tion (e.g. used to monitor customer spending patterns or simply record 
transactions). 

2.	 Whether it drives innovation and, if so, in what parts of the business (e.g. as 
a tool to link sections of the supply chain in real time to improve logistics 
management). 

3.	 The technological regulatory environment in which we operate. Is it little 
regulated or highly regulated? Financial services is highly regulated; retail 
services less so. 

4.	 Which technology risks are and are not insurable? 
5.	 The potential impact on the organisation if information is stolen or 

corrupted. 
6.	 The extent to which technology risk management is integrated into the 

wider internal control system. 

As noted earlier, however, many company directors lack technological exper
tise, and their lack of understanding is ranked by the Institute of Internal Audi
tors as one of the top ten technological risks facing organisations today (IIA, 
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2015). Additionally, directors need to be conscious of the extent to which 
many IT technologies are standardised and replicable, resulting in corporate 
success being no longer dependent upon aggressive technological advantage 
seeking, but meticulous management of costs and risks (Carr, 2003). At least 
one board member with technological expertise is therefore essential to ensur
ing that structures are in place to provide accountability for IT performance, 
investment, compliance, and security. IT governance will include processes, 
structures, people, policies/procedures, and a culture or set of ethics that 
defines expected practice. 

There is a danger that the technical nature of IT risks results in a tendency 
for them to be siloed, but because most organisations today are using IT end to 
end throughout their operations, the real need is for their risk management to 
be fully integrated in line with the principles underpinning both enterprise risk 
management (ERM) and ISO 31000. One way in which this can be achieved is 
via the use of a standardised technology risk framework such as COBIT 2019. 
COBIT specifies a set of principles, processes, and tools designed to help in the 
governance of IT, and its effectiveness is increased when it forms part of the 
wider risk management system that is enterprise wide (Ettish et al., 2017). Staff 
trained as COBIT practitioners can help in designing a governance system, as 
well as offering advice on regulatory compliance, IT policies, and contractual 
arrangements to mitigate risks. 

Two of the central recommendations within the COBIT framework specify 
the need to define the technological risk appetite and the adoption of a com
mon language for the risks arising from technological use. For example, a data 
breach such as in the BA case should be broken down into financial risks, regu
latory risks, and reputational risk. In this way, technology risks are integrated 
into the wider risk management system. Risk appetite is set, as always, by the 
board of directors and should therefore be defined in terms of the standard lan
guage. For example, the risk culture or code of ethics might include a section 
on social media policy, which seeks to prevent staff from making inappropriate 
statements that could be reputationally damaging. In this way, a technical risk 
(social media) is reconfigured as a reputational issue. 

The board also carries responsibility for establishing the overall control 
structure for the management of risk, and this must cascade down through 
the organisation and incorporate structures to ensure that technology risks are 
effectively assessed, communicated, recorded, and monitored for accountabil
ity. The tools used for assessment, recording, and monitoring of technology 
risk are the same as those used for any other form of risk. 

Lines of Responsibility and Accountability for Technology Risk 
Management 

As already noted, at board of director level, a director of operations will carry 
ultimate responsibility for technology risk as part of the wider operational risk 
portfolio. It is common for the head of operations to be an executive committee 
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member rather than a full board member. Nike is one example of a company 
adopting this approach, where the position is one level below the main board, 
matching the level of the chief compliance officer. 

Nike, Inc. 

The role of the chief operating officer for Nike is described as to “lead 
global technology and digital transformation, consumer demand and 
supply management, manufacturing, distribution and logistics, sustain
ability, workplace design and connectivity, and procurement.” 

This description of the responsibilities of the chief operating officer in Nike 
reveals how technology is seen as strategically important to company growth, 
but it is also a job concerned with the day-to-day grind of making manufactur
ing and logistics work well. 

The precise position in the hierarchy and job title will reflect the nature 
of the business. For example, BP has two technology-related executive team 
members (sub-board level) – one who is group head of technology and another 
executive vice president for safety and operational risk. 

Regardless of the title, these executives “own” the technology risk and must 
oversee its management as it cascades down the organisational hierarchy. This 
can be achieved by segmenting specialist areas of responsibility such as security 
and perhaps having a head of cyber security as well as a head of security report
ing up to the executive. 

Whoever owns the technology risk must take the lead on ensuring different 
forms of IT risk are all managed effectively. This will include decisions relating 
to a range of technology issues, as shown in the left-hand column of Table 5.3. 
The right-hand column shows that all technology risks can be translated into 
standardised risk consequences, which may be easier for staff to understand. 

The monitoring of technology risks is therefore done in a manner identi
cal to that of any other risk of which it forms a part. For example, an internal 
audit would be expected to have a set procedure for overseeing the purchase of 
new technology or the selection of contractors for outsourcing of its supply in 
order to mitigate the potential financial and compliance risks that may result. 
Similarly, statistics on the number of staff trained in information security, for 
example, will be regularly reported to the compliance committee, and breaches 
of financial authority guidelines also reported alongside other data used to 
monitor compliance. 

Managers within the individual business units will carry responsibility for 
risk assessment and reporting, but as the technological needs of the businesses 
may differ widely, ideally, a strong technology governance system will include 
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Table 5.3 Technology Risk and Consequences If Left Unmanaged 

Technology Risk Risk Consequences If Left Unmanaged 

• Lifecycle management of both hardware 
and software 

• Purchasing of new technology, including 
criteria for selecting between alternative 
sources, namely, outsourced, the cloud, 
insourced, or hybrid (a mix of insourcing 
and outsourcing) 

• Evaluation and monitoring of data quality 
• Ensuring integration of IT systems across 

the enterprise 
• Systems to enhance staff awareness of 

privacy regulation and ethical principles 
underpinning IT use 

• Selection of systems to ensure cyber 
security 

• Poor ROI; temporary operational 
shutdown; lack of innovation 

• Low financial returns; compliance risk; 
failure to exploit opportunities 

• Weak understanding of operational 
technology needs leading to missed 
marketing opportunities/profits 

• Reduced financial returns; temporary 
operational shutdown; failure to exploit 
opportunities 

• Compliance risk; financial risk – fines, 
etc; reputational risk 

• Compliance risk; Financial risk – fines 
and compensation; reputational risk 

a technology specialist on each business unit board. This director will own 
the technology risk for the unit and can then act as the conduit to liaise with 
senior management on newly emerging risks and monitor and report on the 
risks within their own area of business. In this way, at all levels of the organisa
tion and across all areas of operation, there are clear lines of responsibility, but 
technology risk is integrated into the core risk management system and not 
siloed and left to “the geeks.” 

Integrating Technology Risk Into Existing Risk Management Structures 
and Processes 

Table 5.3 shows the first key step in the integration process: stop seeing tech
nology risk as something special and different  – think instead of its conse
quences in more recognisable terms. One way of looking at technology is as a 
resource, just like labour, for example, that is used by the business to achieve 
its strategic objectives. Resources cost money and carry risks, and so attention 
should be paid to how technology is managed, and specifically: 

1. How well if fits with strategic needs 
2. If it delivers value and the required return on investment 
3. Monitoring to ensure technology works efficiently and effectively 

Ensuring strategic fit, value for money, and operational efficiency means that 
procedures need to be put in place to assess technological needs, the associ
ated risks, and how they should be managed, reported, and monitored. The 
second step to integrating technology risk into ERM is thus to utilise exactly 
the same processes that already exist in the wider risk management system for 
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evaluation of technology risk. Workshops and brainstorming sessions can be 
used to involve operational management in identifying the risk of a failure in 
access to technologies and resulting consequences. Risk matrices can be con
structed to evaluate the likelihood and consequences of different risk events, 
and common reporting systems and oversight by internal audit and compliance 
committees used to ensure that technology is understood to be a risk enterprise 
wide and not just within the IT department. 

Risk management staff will be involved in staff training, advising on compli
ance controls and the consequences of non-compliance, and ensuring that a 
crisis management plan is in place and has been tested in case of catastrophic 
technology failure. Internal audit staff will be involved in oversight to ensure 
that processes are in place to ensure technology meets the business needs, 
including specified financial, compliance, and performance targets. For exam
ple, in the same way that an internal audit will have a standard procedure for 
vetting property investment purchases such as a new retail site, they will be 
involved in auditing each stage of a technology investment. This might include 
standard procedures for: 

1.	 Assessing feasibility and design requirements 
2.	 Monitoring the programming, testing, and installation process against 

defined targets 
3.	 Engaging in a post-implementation review to identify lessons learned 

Similarly, both risk managers and internal audits can assist in reducing the risk 
of technical failure by actions that might include: 

1.	 Monitoring of outsourced services 
2.	 Establishing, in conjunction with managers, key performance indicators 

(KPIs) for vendor performance 
3.	 Defining the lines of responsibility for all aspects of the data system 
4.	 Undertaking a risk analysis of the cost of timeouts 
5.	 Maintaining staff awareness of technology risks via training and guidance 

on correct behaviour 

In summary, although it might sound more challenging, technology risk is the 
same as any other and can be managed using the same tools. 

Incident Management 

A key component in the armoury that can be used to manage any form of risk 
is the establishment of a plan for a rapid, clear response, aimed at minimising 
the consequences of any incident. Business continuity management (BCM) 
procedures such as ISO 25999 clearly illustrate the benefits of such forward 
planning. This is especially true in the case of cyber risk, as the consensus view 
today seems to be that an incident is close to inevitable. For a cyber or other 
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technology incident, the response must include two dimensions – the technical – 
getting the system up and running again  – and the managerial, which is 
concerned with ensuring that the impact on customers, suppliers, and corpo
rate reputation is limited. 

The costs incurred with an incident can be categorised as follows: 

1.	 Detection and isolation 
2.	 Notification of affected parties 
3.	 Lost business – this may be operational downtime, lost customers, and the 

cost of acquiring new customers to replace those lost 
4.	 Long-term impacts – legal fees, regulatory fines, compensation for affected 

parties, and reputational damage 

Most costs will be incurred in the twelve months following the problem, but 
some regulatory decisions can take a very long time, meaning that the costs 
incurred in fines may not be payable until two or more years down the line. 

Evidence collected IBM (2020) on the consequences of a data breach 
revealed that the presence of both an incident response team and incident 
response plan testing in an organisation can significantly cut the resulting costs 
incurred. Organisations deploying both a team and plan testing incurred aver
age costs of $3.29 million per incident, compared with $5.29 million for those 
without such facilities. Clearly, being prepared pays off. 

Similarly, the quicker a breach can be identified, the lower the resulting cost. 
This was clearly illustrated in the BA example, where the failure to spot a problem 
substantially increased the number of affected customers and the resulting com
pensation to be paid. One way of reducing the time lag is via automated security 
systems that use technology such as artificial intelligence (AI) data analytics and 
machine learning to identify breaches. The financial services sector invests heav
ily in such technology, and evidence from IBM (2020) suggests that the sector is 
much quicker than healthcare or retail and hospitality at spotting breaches. Auto
mated security systems reduced the cost of data breaches to less than half of that in 
cases where they were not used: $2.45 million versus $6.03 million (IBM, 2020). 

Another risk reduction technique that is increasing in popularity is the use 
of “red team” testing, which involves independent security teams assessing the 
vulnerability of an organisation’s network to attack. Where an organisation has 
multiple legacy IT systems running together and limited in-house expertise, 
this style of risk management can be particularly effective. 

Insurance can help to protect against some of the costs arising from an inci
dent, most commonly the necessary legal services and victim restitution. 

Being prepared for a cyberattack requires clarity with regard to who is 
responsible and accountable for: 

1.	 Detection and prioritisation of an incident 
2.	 Determining the response(s) 
3.	 Containment 
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4. Recovery 
5. Identifying and implementing the lessons learned from the event 

Risk managers and internal audit professionals need to determine if their pro
cesses are sufficiently robust to respond to an attack in a timely manner and in 
a way that protects the organisational reputation whilst minimising the harm to 
the affected customers/suppliers. 

Minimising the Financial and Reputational Costs of Technology Risks 

Even risk managers who lack technical expertise in IT systems can use a check
list to test the robustness of control systems within their organisations. How 
good is your organisation when measured against the following list? 

To minimise reputational and financial costs you should: 

1. Establish clear governance requirements and guidance in respect of IT 
compliance, including use of social media 

2. Clearly define the boundaries of the IT governance and security plan (e.g. 
including suppliers) 

3. Invest in regular, up-to-date compliance training 
4. Continually review the level of in-house expertise in IT 
5. Apply a zero trust strategy in relation to the accessibility of data 
6. Invest in security automation 
7. Minimise the complexity of IT and security systems 
8. Implement effective auditing and monitoring of compliance breaches 
9. Protect sensitive data in encrypted cloud databases 

10. Use technology to monitor suspicious activity on remote laptops and 
mobile devices 

11. Establish and then test incident response plans 

If an organisation can affirm that all of these measures are in place, then the 
board of directors is in a position to take the view that they are in control of 
IT. If not, then beware. 

Technology Glossary 

COBIT – Control Objectives for Information and Related Technology. 
COBIT is a framework created by the ISACA (Information Systems Audit 
and Control Association) for IT governance and management. The frame
work is intended to link to corporate objectives and be enterprise wide. It 
fits well within a wider ERM or ISO 31000 risk management framework. 

DDoS – Distributed denial of service attack. Such an attack commonly uses 
multiple machines and IP addresses in a malicious attempt to disrupt a 
server or network. 
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Fat finger error – Most commonly used to refer to a keyboard input error 
resulting from someone hitting the wrong key. Their impact on a market 
can be very significant. 

Phishing – Emails or text messages sent by criminals posing as legitimate 
individuals with the aim of gaining access to sensitive/valuable data such 
as credit card details. 

Ransomware – Malicious software that infects a computer or network and 
prevents its functioning until a financial ransom has been paid. Such soft
ware is often found in email attachments, which should always be security 
checked before opening. 

Virus – A malicious programme designed to alter the way in which a com
puter operates and to spread rapidly across multiple machines. Viruses can 
affect computer software and damage or destroy data. 
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Useful Web Links 

1.	 Case studies in the implementation of COBIT. These are free to download 
from www.isaca.org/resources/cobit/cobit-case-studies. 

2.	 Navigating Technology’s Top Ten Risks. Published by the Institute of 
Internal Auditors Research Foundation and free to download from www. 
iia.nl/SiteFiles/Publicaties/Navigating%20Technology’s%20Top%20 
10%20Risks%20_Small.pdf. 

3.	 A summary guide to ISO 38500 on IT governance can be accessed on the 
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Discussion Questions 

1.	 Does your organisation have a CIO and/or a CSO? If so, how do their 
roles differ and how do they overlap (if at all)? Who is the owner of IT risk 
in your organisation? 

2.	 Describe and discuss your organisation’s social media policy, including 
Twitter, paying particular attention to whether you feel it is up to date. 

3.	 Discuss how COVID-19 and the growth of remote working has affected 
IT risk in your organisation and how it has responded to this challenge. 



 
 
 
 
 
 
 

  6 Enterprise Risk Management 
in Manufacturing 
The Case of Akzo Nobel 

(2000–2020)
 

Aim 

The aim of this chapter is to illustrate how one large global company has, over 
the course of the last fifteen years, established an enterprise risk management 
(ERM) system which applies the principles of corporate governance and risk 
management outlined earlier in this book. In Chapters 3 and 4 we discussed 
the core components of a risk management system and the design of an organi
sational risk architecture. In this chapter we apply that knowledge to analyse: 

• The motivation(s) for Akzo Nobel to adopt ERM 
• The links between risk management and corporate strategy 
• Key components of the ERM system 
• Risk identification, assessment, and responses 
• Reporting and monitoring of risks 
• Making risk management enterprise wide 
• Is ERM working? 

Akzo Nobel: Background 

Akzo Nobel N.V. is a Netherlands-based paints and coatings company formed 
through the 1994 merger of two well-established Dutch companies with ori
gins dating back to 1792. The company is listed on Euronext Amsterdam and 
uses an American Depositary Receipt programme to facilitate trading on the 
OTCQX platform in the United States. In 2019 it was ranked as the world’s 
third largest company in its sector. Akzo Nobel’s major competitors are the 
US-based Sherwin-Williams Company and PPG. The latter made an unsuc
cessful bid for Akzo Nobel in 2017. 

The paints division supplies paint products to the domestic do-it-yourself 
(DIY) and professional market, with familiar brands that include Hammerite, 
Polyfilla, Sadolin, and Dulux. The coatings side of the business is more spe
cialised and includes automotive refinishing products and marine, aeronauti
cal, and industrial powder coatings. The current strategy is to focus solely on 
paints and coatings, but this reflects a very different position from that of Akzo 
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Nobel at the start of this case study in 2004, when it was made up of three 
business segments – pharmaceuticals, chemicals, and paints/coatings. Divest
ing its interests in pharmaceuticals and chemicals over the last fifteen years has 
created a more homogenous business that is less complex to manage. The case 
study thus tells a story of strategic refocusing that runs in parallel with the evo
lution of the ERM system. This strategic transition is critical to understanding 
the development of the ERM system and perhaps also a key reason for why 
it appears to have proved successful. Complex businesses have complex risks, 
often interconnected; simplifying down helps to reveal risks and make them 
more manageable. 

Motivations to Adopt ERM 

Regulatory Breaches 

In 1997 the US courts imposed fines on two Akzo Nobel executives for their 
role in a cartel to fix the prices of sodium gluconate, a chemical used in the 
food service industry for cleaning glass and metal equipment. Other cases relat
ing to different chemicals (and the drug Remeron) followed, including cases 
for civil damage, and one anti-trust case led to the jailing of an Akzo Nobel 
executive in 2000. It took many years to reach settlements, with the result that 
Akzo paid multiple fines to US and Canadian courts as well as the EU Com
mission and was engaged in a series of appeals for a very long time. In 2010 the 
annual report still included provisions totalling €158 million to cover the cost 
of outstanding anti-trust cases dating from a decade earlier. 

Whilst the fines and damage payments were not sufficiently large to have a 
major impact on the company’s financial position, they were damaging to its 
reputation. In mitigation, Akzo Nobel fully cooperated with both the US and 
European authorities in their investigation of anti-trust activity and was granted 
a 40% reduction in its EU Commission fine in return for this. 

The deep need to restore confidence in the company and explicit acknowl
edgement of the cumulative costs arising from internal breaches of anti-trust and 
anti-competitive legislation led to a decision in 2000 to assert new business prin
ciples by declaring zero tolerance of anti- competitive behaviour and begin the 
project that culminated in the formal launch of ERM in Akzo Nobel in 2004. 

Key Learning Point 

The decision in 2000 to move to zero tolerance of non-compliance can 
be seen as both presenting a public face of intolerance of such behaviour 
and also as a form of risk management per se. Regulatory breaches pose 
a form of avoidable risk. 
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The period 2000–2004 was one in which both national and international 
governance codes and regulations were evolving, and these played a key role 
in motivating and shaping the risk management approach adopted by Akzo 
Nobel. 

Regulatory Developments on Governance 

Sarbanes-Oxley Act (SOX) 2002 

SOX was a critical factor influencing the approach to risk management because 
the company’s shares were listed on NASDAQ, and so compliance with the 
rules laid down by NASDAQ and the Securities and Exchange Commission 
(SEC) on SOX implementation was essential. Figure  6.1 illustrates the so-
called “COSO cube,” which denotes the Committee of Sponsoring Organiza
tions of the Treadway Commission (COSO) internal control framework extant 
in 2004 and used by Akzo to develop their own risk management system. It is 
important to note that the COSO framework was endorsed by SOX as a mech
anism for demonstrating compliance with Section  404 on internal controls 
over financial reporting. As such, its use in Akzo reinforced the message of the 
importance attached to regulatory compliance. Additionally, at this early stage 
in the ERM project, it is unlikely that the processes of control, risk assessment 

Figure 6.1 Control-integrated framework principles 

Source: Poster of Internal Control-Integrated Framework Principles. ©2013. Committee of Sponsor
ing Organizations of the Treadway Commission (COSO). Used by permission. 
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and profiles, monitoring, and compliance are, as suggested in the COSO cube, 
fully integrated across all levels and areas of the business. Instead, the depiction 
denotes an ambition to move towards ERM over time. 

Dutch Corporate Governance Code (Tabaksplat) 2003 

The company’s 2004 annual report stated that “risk management is one of the 
essential elements of the Company’s corporate governance” (Annual Report, 
2004, p. 61). This view perhaps reflects management concerns about the loss of 
market share and increased competition arising from the anti-trust cases it had 
recently lost. As already observed, poor governance generates risks. 

As a large Dutch registered company Akzo Nobel had to comply with the 
national governance code as published in 2003. Provisions within the Tabaksplat 
covered issues relating to the remuneration of board members, the independ
ence of supervisory board members, and specific requirements with respect to 
internal control systems. These complemented the guidelines laid down in the 
COSO framework. 

In addition to the regulatory developments discussed earlier, in 2003 the EU 
Commission announced the establishment of the European Corporate Gov
ernance Forum as part of its action plan to reform company law and improve 
governance standards. Not surprisingly, this further increased the pressure on 
Akzo Nobel to instigate a programme for improved risk management and 
governance. 

Changing Risk Arena and Shareholder Expectations 

As the twentieth century ended, some observers commented on a noticeable 
shift in the nature of the key risks faced by major companies. In a 2005 pres
entation to risk managers outside Akzo Nobel, the corporate risk manager 
suggested that the traditional tangible risks arising from fire, employees, or 
environmental issues were steadily being overtaken by intangible and often 
uninsurable risks, such as reputation, failure to change, and business interrup
tion. This was also an era of growing awareness and campaigning in the area 
of social and environmental reporting. The stakeholder net was widening, and 
so a company’s potential reputational risks were extended beyond mere regula
tory compliance. One clear example of this was the commencement of the use 
of corporate social responsibility (CSR) ratings, which rated businesses by the 
quality of their practices in the areas of social and environmental responsibility. 
Operating in the chemicals, paints, and coatings field, such assessments could 
not be ignored by Akzo Nobel  – good management of environmental and 
social risks could be financially valuable to the company. Once the key ratings 
agencies such as Moody’s began to take such factors into account in determin
ing their corporate credit ratings, the management of CSR risks rose rapidly up 
the management agenda. Consequently, early on in their ERM project, Akzo 
Nobel declared its aim to be in the top performers in the chemicals segment 
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of the Dow Jones Sustainability Index, hopefully boosting its attractiveness to 
the US market. 

Changing Business Environment 

The risks that are faced by any organisation reflect the current, constantly 
evolving, business environment. As a result of court cases in the United States 
and Europe, by 2004 Akzo had suffered significant falls in market share for 
some of its key products. In response, it was restructuring to reduce its com
plexity, divesting itself of pharmaceuticals, and rationalising its chemicals port
folio. The planned strategic changes required a rethinking of risks and internal 
controls, providing a further, final motivation for the introduction of ERM. 

Perceived Benefits 

Improvements in risk management were seen as offering four key benefits: 

• Increased compliance 
• Transparency of risk appetite to shareholders and stakeholders 
• Improved decision making due to increased risk awareness 
• Potential value creation 

These four benefits are clearly interdependent, with the first three all serving 
to potentially increase the value of the business. Akzo Nobel’s thinking thus 
reflects the common idea that profit-maximising firms usually consider imple
menting an ERM programme only if it increases expected shareholder wealth 
(Bertinetti and Gardenal, 2016). 

The Link Between Strategy and Risk Management 

Risk management is all about finding tools to assist in achieving corporate 
objectives, and as such it is clearly closely intertwined with strategy. Strategic 
changes should result in corresponding adjustments to risk management, or 
else there is a potential for new risks to be missed or poorly managed. Table 6.1 
illustrates how the development of Akzo Nobel’s ERM system runs parallel 
with a reconfiguration of the global businesses. Fifteen years ago, the group had 
three divisions spanning the pharmaceutical, chemicals, and paint and coatings 
sectors. By 2019 it was both smaller (in terms of revenue and employee num
bers) and solely focused on paints and coatings. This simplification was good 
for risk management, as multiple business types carry complex and potentially 
unrelated risks that can be difficult to incorporate into an ERM system. The 
biggest challenge of ERM is ensuring that the system is truly enterprise wide, 
and the strategic evolution in Akzo Nobel clearly assisted this process. 

The time frame for Table 6.1 is chosen to reflect the fact that the company 
began exploring new tools for managing its risks in 2000. 
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 Table 6.1 Strategy and ERM (2000–2020) 

Strategy Year Risk Management Initiatives 

2000 Begin exploring alternative new risk 
management tools 

Expands coatings business, 2002 Pilot training workshops for senior 
purchasing global marine managers as part of inititiative to 
and coatings operation from develop a code of conduct 
NOF Japan 

2003 Risk boundaries defined via a code 
of conduct, business principles, and 
corporate directives and authority 
schedules 

Sale of three chemicals 2004 Code of ethics for senior officers 
businesses to reinvest adopted 
proceeds in coatings Annual report declared the risk 

Acquired BASF coatings management system to be compliant 
business with the COSO ERM framework 

2005 First corporate risk manager appointed 
Upgrade of treasury/banking to create a 

common system group-wide 
Divestment of pharmaceutical 2007 Internal control officer appointed to 

operations via sale of ensure risk management processes are 
Organon for €11 billion evaluated for effectiveness 

Annual report declares the risk 
management system “mature” 

Purchase of ICI – becomes 2008 Centralisation of procurement 
world’s largest coating and Compliance committee established 
specialist paints company Commencement of integrated 

€50million invested in reporting – adding corporate social 
performance coatings responsibility material into the annual 

report 
2012 Six internal processess selected where 

greater internal consistency required 
First move towards unified business 
planning system 

2014 Business Directives portal launched to 
give employees a one-stop website for 
all of the directives, rules, manuals, 
guidelines and procedures 

Paper chemical business sold 2015 Business partner code of conduct 
for €153m launched 

Takeover bid from PPG of 2017 Business partner compliance 
€26 billion; commitment to programme launched 
selling speciality chemical 
arm as a defence 

Speciality chemicals arm sold 2018 
for €10 billion 

Sole focus on paints and 2019 Policy portal launched – centralised 
coatings information on policies, roles, and 

procedures regarding global processes 
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The strategic trajectory is further confirmed by the information shown in 
Table 6.2.

Table 6.2 shows a company transitioning from multiple business segments 
into one specialising in paints and coatings. The revenue share earned from 
paints and coatings shifts from 40% in 2004 to over 60% in 2008 and then 100% 
by 2019. From 2004 onwards Akzo Nobel slowly sold off unwanted sections 
of its chemicals businesses, ended its involvement in pharmaceuticals in 2007, 
and in 2008 purchased the UK giant ICI in a move aimed at strengthening its 
global position in the paint sector and affirming its leading role in the coatings 
business (Reuters, 2008).

A simplified business model creates an environment better suited to ERM, 
but Table 6.1 shows that developing an effective risk management system is a 
long, slow process. Key stages are worth highlighting.1

Stage 1: Building a Risk Culture (2000–2004)

Over this period the focus was on developing tools to improve the ethical behav-
iour of employees and establish risk boundaries. This was a direct response to 
the need to eradicate the risk of further breaches of anti-trust/anti-competitive 
regulation of the type that had blighted the company’s recent history.

The view was taken that a culture of appropriate behaviour could not be 
imposed by edicts from above. Risk controls and techniques complement and 
reflect corporate culture, and so all training was managed in house. The train-
ing, which was rolled out in a top-down manner, had two objectives:

• Define a staff code of conduct
• Establish a set of business principles

Table 6.2 Akzo Nobel (2004–2019)

Year 2004 2008 2019

Business segments 
(% total revenue)

Pharmaceuticals
Chemicals
Paints and coatings

25
34
41

Chemicals
Decorative 

paints
Performance 

coatings

37
34

29

Decorative 
paints

Performance 
coatings

40

60

Global employees 63,600 60,000 33,800
Global revenue 

€ billion
12.7 15.4 9.3

Profit/lossfrom 
continuing 
operations 
€ billion

0.88 (1.044) 0.555

Earnings per share 
(diluted) 
€

2.69 (4.45) 2.52
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The result was a code of conduct that defined staff responsibilities and was comple
mented by other tools to define risk boundaries: a set of business principles, corpo
rate directives, and authority schedules together with a statement on sustainability. 

In 2003 a fully operational risk management department was established, and 
the annual report (p. 46) declared: 

We foster a high awareness of business risks and internal control proce
dures, geared to safeguarding transparency in our operations. 

The role of corporate risk manager was created in 2004, and the annual report 
declared that the risk management framework was compliant with the COSO 
ERM system. 

The first corporate risk manager, Dick Oude Alinke, was appointed in 2005. 
He was an existing Akzo employee who had previously worked as an insurance 
broker and claims manager at ABN Amro Bank. 

Stage 2: Streamlining and Refining Risk Management Tools (2004–2008) 

The focus now shifted to the creation of a detailed risk architecture. The message 
went out: “Unidentified risks are a threat; identified risks are a managerial issue.” 

Managers at all levels were held personally responsible for risk management 
and needed to understand the business; clarify their objectives; and identify, 
assess, and respond to risks in a consistent and integrated way. Group-wide con
sistency in the tools used to identify, assess, and report risk was viewed as essential. 

The development of common systems to ensure consistency across crucial 
processes was seen as key to reducing risks. For example, the business principles 
guided corporate-wide decision making on matters such as child labour and 
activities in politically sensitive countries and was complemented by a code of 
conduct for vendors. Similarly, a corporate audit protocol established a system 
of five yearly health and safety audits of all sites, with the aim of matching audit 
records across Asia, Europe, and North America. 

In 2007 an internal control officer was appointed to ensure internal over
sight of risk management processes, and the same year the system was declared 
“mature.” The term “mature” is difficult to define, except as an expression of 
confidence. For the purposes of this case study, it is seen as a statement of a 
shift from initial development of core risk management systems into a period 
of continuous improvement. 

Stage 3: Continuous Improvement (2008–2020) 

At the heart of the continuous improvement era are three interlinked themes: 

• Continuing streamlining of operations in line with long-term strategies 
• Ongoing standardisation and centralisation of processes and systems 
• Redefining of enterprise boundaries in terms of risk management 
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In acquiring ICI, Akzo Nobel became the world’s largest paint/coatings and 
specialist chemical company, but the same year it also recorded losses of over 
€1 billion. Streamlining of operations and improved efficiency were essential to 
recovering future profits. For example, procurement was centralised, and the 
figure soared from €0.5 billion to €6.5 billion, resulting in savings from both 
economies of scale and improved decision making. 

Risk management systems were also streamlined. Risk workshops were used 
to integrate the businesses acquired from ICI, using existing approaches to risk 
identification, reporting, and assessment to build enterprise-wide alignment of 
risk management, compliance, and internal control processes. 

A call for “integrity and compliance in all our actions” was embedded in 
the code of conduct, and both the anti-bribery and competition law compli
ance manuals were updated. The objective of providing training to all staff on 
the code of conduct by 2009 was declared, and a compliance committee was 
established aimed at fostering awareness of, and compliance with, the newly 
updated code of conduct. 

In 2012, six processes, covering recurring risk categories, were codified to 
ensure greater consistency. These were: 

•	 People, product, and process safety – with a special focus on safe behaviour 
•	 Operational control cycle – regular standardised meetings established to 

review performance and produce quarterly rolling forecasts 
•	 Continuous improvement 
•	 Innovation 
•	 Procurement – supplier selection processes 
•	 Talent management 

This codification was the first step towards the development of a unified busi
ness planning (ERP) system that is still ongoing. 

Complementing the standardisation and streamlining of processes during this 
period, Akzo Nobel was also actively extending the boundaries of its definition 
of enterprise risk. For example, integrated reporting (IR) was introduced in 
2008, long before the International Integrated Reporting Council was set up 
in 2010. IR is a way of improving company reporting by incorporating infor
mation about the value created by a business in terms of non-financial resources 
such as human, social, and intellectual capital as well as financial capital. It is 
underpinned by a recognition that an organisation’s activities have an impact 
on society at large (e.g. via climate change). Such impacts may be redefined as 
risks, which can be managed to add value to the business. In a linked extension 
of the boundaries of the ERM system, codes of conduct and decision-making 
guidelines were introduced for business partners in 2017 and 2018. 

All the annual reports from 2004 to 2019 include a statement that the risk 
management system in Akzo Nobel complies with the ERM framework in 
COSO and SOX. The summary of how the system evolved over time is useful 
to understanding the link between strategy and risk, but the detail of how the 
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system works is of particular interest. The remainder of this chapter is therefore 
devoted to an in-depth analysis of the core components of that system. 

Core Components of the ERM System 

Governance and Culture 

Governance 

In line with Dutch law, Akzo Nobel’s board structure is two tiered. A board of 
management, composed solely of executive directors, works alongside but takes 
precedence over a supervisory board made up entirely of non-executive direc
tors. The two boards are independent of one another, and both are account
able to shareholders. The executive board oversees the work of lower-level 
management boards, which in turn monitor the work of, and receive reports 
from, the heads of the related business units. The precise format of the sub-
executive boards has evolved over time, but the principles remain consistent. 
The governance structure conforms with the Dutch Civil Code and the Dutch 
Corporate Governance Code. 

The work of the supervisory board includes reviewing corporate strategy, 
objective setting, and design of the internal control and risk management sys
tem, and so they have a key role to play in relation to the implementation of 
ERM. One important way in which they are involved in risk management 
oversight is via the audit committee, which is a permanent sub-committee of 
the supervisory board and responsible for monitoring the quality and integrity 
of risk management and internal control practices. 

The executive committee is directly responsible for establishing and ensur
ing an effective risk management and compliance framework, and a number of 
board sub-committees assist in this process: 

•	 Integrity and compliance committee – investigates violations of laws, reg
ulations, and internal rules 

•	 Risk control and compliance committees – monitor the effectiveness of 
internal controls and associated breaches 

•	 Human rights committee  – oversees implementation of the corporate 
human rights programme 

•	 Privacy committee  – supervises privacy controls and breaches of those 
controls 

An integrity and compliance function is responsible for the day-to-day man
agement of risk, reporting directly to the general counsel (company secretary) 
and with direct access to the chairman of the audit committee. The role of the 
function includes training and provision of support and guidance across the 
group. Integrity and compliance managers can also be found in each major 
business hub, where they are responsible for risk identification and response, 
training, support, and monitoring. In 2019, the heads of the integrity and 
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compliance, internal control, and internal audit functions met monthly to dis
cuss findings and trends and to ensure a consistent approach. 

Integrity and Compliance 

Akzo Nobel’s decision to use the term integrity and compliance function 
instead of risk management function appears to be a purposeful indica
tion of where board priorities lie. The language encourages individuals 
to feel personally responsible. If staff follow the rules and behave with 
integrity, risks will be identified and managed. 

In their 2019 annual report, Akzo Nobel depict the integrity and compli
ance framework as a pie chart made up of ten components, with governance at 
the top, but at the heart of the framework is culture. This depiction recognises 
the centrality of corporate culture to the effective management of risks, and 
efforts to instil an ethical mindset began back in 2004. 

Culture 

The Institute for Risk Management defines risk culture as “a term describing 
the values, beliefs, knowledge, attitudes and understanding about risk shared by 
a group of people with a common purpose, in particular the employees of an 
organisation or of teams or groups within an organisation” (IRM, 2012, p. 7). 
Risk culture is reflected in the behaviour of staff and their attitude(s) to risk, 
both of which are influenced by the underlying organisational culture. A clear 
board policy on risk, which defines the organisational risk appetite and risk 
boundaries, is thus the cornerstone for the construction of a culture of ethical 
behaviour in which staff are both risk aware and utilise common language in 
relation to risk. 

A strong risk culture is important in ensuring that individuals behave in 
a manner that coincides with organisational objectives, principles, and codes 
of behaviour. In contrast, an inappropriate risk culture can encourage mav
ericks to behave in ways which create financial or reputational risks for their 
organisation. As discussed earlier, Akzo Nobel’s adoption of ERM was in part 
motivated by a weakening performance resulting from regulatory breaches – in 
other words, a weak risk culture. Akzo Nobel needed a full-scale revision of its 
risk culture that introduced strong and consistent ethical principles. Coincid
ing with the decision to adopt ERM, the human resources (HR) department 
in Akzo Nobel declared its decision to develop a performance-based culture. 

The transition from the corporate culture of 2004 to what it is today can be 
usefully divided into two phases, as illustrated in Figure 6.2. 
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Building an ethical culture 

Phase 2 Phase 1 

• Policy declaration of	 • Clarification of risk 
core principles	 boundaries 

• Ethical awareness 	 • Specification of 
workshops & training	 managerial 

responsibilities for• Development of a 
risk managementcode of conduct 

Figure 6.2  Building an ethical culture 

The starting point in Phase 1 for creating a risk-aware culture was a board-
level policy statement of core principles of behaviour that included bans on 
bribery, harassment, child labour, and political donations. This was accompa
nied by a board commitment to fair competition policies in relation to product 
marketing. 

But what exactly is bribery and/or harassment? How is “fair com
petition” defined? Is there a universal definition of child labour? 

Ensuring ethical behaviour by staff demands their engagement with the 
issues, and training is cascaded from the top down. In initial training, execu
tives used role playing to discuss work-related ethical dilemmas such as those 
posed earlier. Six business unit managers then ran pilot workshops for 200 sen
ior managers, with the aim of establishing a new set of business principles and 
code of conduct. In turn, those senior managers began to run workshops for 
their middle managers in order to filter down the concepts and principles. As 
the process moved out into the wider business via risk workshops, junior staff  
most likely to be exposed to such dilemmas (e.g. in sales and purchasing) were 
the next to be trained. By the end of 2004 it was finally rolled out to all staff,2  
and the system continues today. 

Typical questions addressed at business unit–level workshops might include: 

•  Are there any countries where we should not do business? 
•  When does a facilitation payment become a bribe? 
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•	 A customer requests frequent flyer tickets in exchange for an order. 
Nobody could find out, and no money is exchanged. Is such an arrange
ment ethical? 

Staff are told “if in doubt, discuss with more senior management,” and if it is 
agreed that an action flouts business principle, then it should not be done. 

An internal survey of ethical awareness amongst staff indicates that the train
ing has been very effective. In one business unit, 88% felt able to identify warn
ing signs of unethical conduct, compared to 40% pre-training, implying success 
in “trying to bring it down to a level where people understand it” (Maitland, 
2003). Part of the explanation for this may lie in the use of Akzo Nobel’s own 
staff to conduct the training, as there is better understanding of each party’s 
respective position. 

In combination, the board’s policy statements and the ethical principles formed 
the foundation for the development of a code of conduct for all 67,000 staff 
spanning eighty countries. The code of conduct was intended to convert under
standing of the principles into full compliance with them by staff. When initially 
drafted, it focused solely on employees, and it was expanded in 2005 to include 
a privacy code to protect data on employees, customers, suppliers, and others. 

Akzo Nobel regards the code of conduct as “one of the critical foundations 
of good corporate governance” (Annual Report, 2005, p. 69), and the code, 
which is now available in thirty-two languages, sets the boundaries of what 
is seen as acceptable behaviour. Staff are expected to read and understand the 
code and confirm their compliance as part of the annual performance review 
process. If a situation cannot be clarified as compliant, staff are encouraged to 
talk directly to their line manager or the group’s legal department. 

Key Learning Point 

A code of conduct that is part of the formal performance appraisal pro
cess provides a tool for risk control across all staff. That does not neces
sarily mean that all staff understand its role and its significance. 

Reflecting changes in risks and the business environment, the code of con
duct has been regularly updated, and a copy of the current version can be found 
using the web links at the end of this chapter. Today, the code applies to both 
employees and contractors, and there is a parallel code for business partners 
such as suppliers. 

One way in which the code has evolved is that it has progressed from address
ing primarily ethical issues, encouraging staff to “do the right thing,” to one 
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that now incorporates non-negotiable behaviour in three core areas: safety, 
integrity, and sustainability. 

The summary of core principles outlined in Table 6.3 could be argued to 
be very broad ranging and hence difficult to implement in practice. Wearing a 
seatbelt for safety is easy to understand, but “we protect personal and confiden
tial information” is far more complex. Without systems to help staff interpret 
and understand the principles, efforts to establish a risk-aware culture may 
flounder. Communication of issues and offering scope to debate risk bounda
ries is vital. Today this is done via e-learning packages which are mandatory for 
all staff, further details of which are discussed in the section on communication 
and reporting of risk later in this chapter. 

The addition of principles of safety and sustainability to the code of con
duct reflect both the nature of Akzo Nobel’s business and the evolution of 
core organisational objectives, which create new key risks. Paints and coatings 
manufacturing and distribution is a potentially dangerous business, and safety 
concerns must be prioritised. Akzo Nobel’s 2019 annual report (p. 17) states 
their aim is “zero injuries, waste and harm through operational excellence.” 
Such objectives can never be met without massive staff engagement. In relation 
to sustainability, Akzo Nobel pays close attention to external benchmarks such 
as Sustainalytics, Excellence Global, and the Ethibel Sustainability Index, that 
monitor corporate performance in this regard. Additionally, referencing the 

Table 6.3 Three Core Principles: Safety, Integrity, and Sustainability 

Code of Conduct 

Safety Integrity Sustainability 

Lifesaving rules: 
• Work with a valid work 

permit when required 
• Use fall protection when 

working at height 
• Obtain a permit for entry 

into a confined space 
• Make sure moving 

machinery is guarded 
• Check equipment is 

isolated before work 
begins 

• Obtain authorisation 
before disabling safety 
equipment 

• Wear a seatbelt in motor 
vehicles when provided 

• Do not use alcohol or 
drugs at work 

• We compete in a fair and 
honest way 

• We follow trade 
restrictions carefully 

• We protect personal and 
confidential information 

• We keep a clear line 
between business and 
personal interests 

• We look after company 
property and use it 
appropriately 

• We keep records 
in accordance with 
company policies 

• We are alert to fraud and 
report suspicious activity 

• We communicate in a 
professional way 

• We recognise human rights 
and treat people with 
dignity and respect 

• We recruit and manage 
employees fairly 

• We reduce the 
environmental impact of 
what we do 

• We address the concerns 
of those affected by our 
operations 

• We give back to 
communities we operate in 

• We work with business 
partners who share our 
principles 
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demands of the United Nations’ Sustainable Development Goals forms part of 
the company’s agenda. 

The requirement to confirm adherence to the core principles and the associ
ated guidance means that they are effectively recast as a tool of risk manage
ment control. 

From the beginning, there has been a strong emphasis on reporting breaches 
of the code, with assurance that the individual reporting the breach will not 
suffer as a consequence. Today, a separate Speak Up! website exists to facilitate 
such reporting. More details of how this works in practice and how its effec
tiveness is measured are covered in the section on risk monitoring later in this 
chapter. 

The key point to note is that codes of behaviour have little value if they are 
not followed, and other aspects of the risk management process serve to com
plement and reinforce the power of the risk culture. The governance structure, 
principles, and code of conduct outlined earlier provide a bare skeleton around 
which a more detailed ERM system can be constructed, as detailed next. 

Strategy and Objective Setting 

The objective of risk management is to provide reasonable assurance that busi
ness objectives can be achieved, and so clear strategic objectives provide a ref
erence point for risk analysis. Strategic planning is a board-level responsibility, 
and in Akzo Nobel, strategic direction is determined by the board of manage
ment, with oversight from the supervisory board. As we will see later, strategies 
reflect inputs from business unit boards that take into account current market 
conditions and risks. Overall, therefore, strategies are determined through a 
process that is both top down and bottom up in style. 

The objectives cover financial, operational, and sustainability issues, as well 
as innovation, which is regarded as a driver of long-term value creation. This 
approach mirrors the philosophy that underpins ERM: “value is maximized 
when management set strategy and objectives to strike an optimal balance 
between growth and return goals and related risks.” 

Core strategies are discussed in depth in the annual report, and as of 2019– 
2020 these can be summarised as follows: 

•	 Focus on the paints and coatings sector 
•	 Value over volume – improving profit margins 
•	 Integration of the supply chain – exploiting scale economies 
•	 Standardisation of processes, systems, and planning 
•	 Innovation in products and supporting technologies  – see example that 

follows 
•	 Sustainability – reducing the environmental impact of products 

These objectives largely reaffirm the strategic trajectory that has been pur
sued since 2004. Innovation is important to Akzo Nobel, as it is a way of 



90 Risk Management in Manufacturing  

 
 

 
 
 

maintaining their leading position in the paints sector. Keeping ahead of the 
game helps preserve and increase market share. 

An Example of Innovative Strategies 

In 2019 Akzo Nobel launched its Colorsensor technology. This portable 
device can be used by decorators to scan an object’s colour. The data can 
then be linked to a mobile phone app to provide an exact match. 

The innovation helps decorators and architects reduce the risk of not 
quite matching a client’s colour specifications, whilst also extending the 
market for a potentially unlimited palette of colours. The key to the 
innovation being successful is to then ensure colour mixing is totally 
accurate but costs are kept low to ensure continued profitability. 

Similarly, sustainability reflects the organisation’s sensitivity to evolving stake
holder demands on the environmental impact of its products. For example, 
in addition to the standard financial objective of return on investment, Akzo 
Nobel aims to achieve a target of more than 20% of sales derived from products 
rated highly for their ecological performance. Incorporating sustainability into 
the objectives has a dual effect. Firstly, it makes an organisation think more 
broadly and consider how non-financial capital – both within the business (e.g. 
employees) and outside the business (e.g. global climate) – is affected by strate
gies. Secondly, it explicitly acknowledges investor sensitivity to sustainability, 
and in so doing can increase shareholder value. 

The strategies at the board level are cascaded down across the business 
units and central services, with ongoing two-way debate ensuring regular 
review(s) at all levels. When the ERM programme was in its initial phase fif
teen years ago, the corporate risk manager Oude Alink declared: “successful 
risk management depends on the complete alignment of day-to-day business 
planning, reporting and management, as well as strategic vision” (Protiviti, 
2007, p. 3). 

Matching strategic vision at the plant, business unit, and board level is facili
tated by a business planning cycle that has steadily been integrated company 
wide. The plan covers demand and supply across the full product portfolio. The 
result is that operating plans and financial forecasts are revised and integrated 
on what is now a monthly basis, allowing rapid adjustment to newly emerging 
risks. 

Risk management is all about establishing systems to aid in the achievement 
of objectives, and central to such systems are tools for the identification and 
assessment of risk. 
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Key Learning Point 

Integration of strategies and objectives across all levels of the organisation 
is an important feature of ERM. A centralised planning system helps to 
facilitate this. 

Risk Identification, Assessment, and Response 

The system used in Akzo Nobel to identify and manage risk, whilst led from 
the top down, is interactive, utilising bottom-up information to inform the 
planning process. The process owner is the risk and integrity function, which 
also carries responsibility for risk awareness training and support. Risk and 
integrity staff organise ERM-style workshops across the organisation, with the 
aim of getting managers directly involved in self-assessment of risks in the areas 
under their responsibility. The objective is to personalise the process and max
imise the use of employee knowledge and experience when it comes to risk 
identification and management. Emphasis is placed on the risks that need to be 
actively managed, with less importance given to the risks that can be accepted. 

Risk profiles are drafted across seven different levels within Akzo Nobel, 
as illustrated in Table 6.4, with each one reporting the top ten risks plus the 
chosen responses up to the next level of management. The risk profiles are 
reviewed annually, and separate profiles are drafted for important strategic 
changes such as acquisitions. In the case of the board of management, key 
strategic risks and the group’s aggregate risk profile are subject to review and 
oversight by the supervisory board. 

The major risk factors affecting Akzo Nobel identified by the board of man
agement and executive committee thus incorporate the risks identified at lower 
levels, but also add a group-wide perspective, taking into account broader stra
tegic factors. The key risks are outlined in the annual report and have evolved 

Table 6.4 Risk Profiling Levels 

Level Objectives/Risks Assessed Responsible Party 

Group Strategic Board of management (BM) 
Business unit Operational BU board chaired by BM 

Financial member 
Sub-business unit Compliance Senior managers 
Process Senior managers 
Site (main) Site manager 
Plant Plant manager/director 
Corporate functions Functional head/director 



92  Risk Management in Manufacturing 

  

  

EXTERNAL – STRATEGIC INTERNAL – STRATEGIC 
*Global economy and geo-politics * Organic growth 

*Strategic moves in our value chain 

EXTERNAL – OPERATIONAL 
*Information technology and cyber security 

EXTERNAL – COMPLIANCE 
*Complying with laws and regulatory 

developments 

* Innovation and identification and successful 
implementation of major transforming 
technologies 

INTERNAL – OPERATIONAL 
*Management of change 

*Analytics and big data 

Risk has been assessed as increasing 

Risk has been assessed to remain fairly stable 

Figure 6.3  Akzo Nobel key risks (2019) 

Source: Annual Report, 2019, p. 60 

over time, with those assessed to be increasing or stable relative to the previous 
year clearly indicated. The principal risks, as shown in Figure 6.3, are very 
similar to those discussed in Chapter 4. 

External strategic risks such as geo-political trends in relation to climate 
change require ongoing monitoring of political developments and their incor
poration into strategic and operational plans. Similar monitoring of competitor 
activity is used to help manage strategic risks across the value chain. The inclu
sion of innovation and the need for successful implementation of new tech
nologies as a key risk is interesting, as it demonstrates how risk and opportunity 
are flip sides of the same coin. Unexploited or failed opportunities are risks in 
themselves. Compliance risks are broad ranging and include competition law, 
environmental law, anti-bribery, fraud, and data protection. 

Key Learning Point 

Key strategic and operational risks are determined, in part, by using input 
from managers across all levels of the organisation. 
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As part of the business planning cycles, the key risk register is regularly 
updated in response to feedback from business unit boards and other senior 
management. One element of the updating emerges from enterprise risk 
management workshops, which are held regularly – eighty-four in 2017, for 
example. Their aim is discussion of a variety of risk scenarios suggested by 
management teams and functional experts. The intended outcome is a clear 
risk action plan with identified action owners and due dates. The workshop 
results are then used in risk profiling and trend analysis and shared by managers 
across the company at different levels. 

The risk workshops are complemented by regular self-assessment of risks 
across the seven levels of management. This process, depicted in Figure 6.4, is 
central to the risk management system, and extensive training is used to ensure 
that managers are familiar with the process and their associated responsibilities. 

Stage 4 of the process is a matrix of four quadrants depicting the impact ver
sus likelihood of the identified risks. The circles indicate specific risks (e.g. loss 
of personal customer data, life-threatening accidents), and their precise posi
tion in the matrix is determined in stages 1 to 3 of the self-assessment process. 
Asking managers to self-assess the risks for which they can be held responsible 
not only helps to embed a risk management mindset enterprise wide but also 
makes valuable use of their specialist knowledge to reduce risk. 

The arrow running from bottom left across the diagram illustrates areas of risk 
where it is deemed appropriate to maintain current levels of control, although 
in quadrant B, where both impact and risks are high, additional controls may 
be needed. Quadrant A is an area where impact is high but likelihood low, so 
it may be tempting to undercontrol the risks here, and that question is also 
important to debate. Similarly, in quadrant D, although likelihood is high, the 
impact is relatively low, so maybe these risks are being overcontrolled. Enforc
ing this process of risk assessment in a uniform manner across the organisation 
is seen as a way of building a robust and integrated ERM system. 

Key Learning Point 

Good risk management involves identification not just of the risks them
selves but also the appropriate level of control. 

The matrix in Figure 6.4 thus serves to focus managerial attention on the 
risks that need to be managed versus those that are less important and can be 
accepted. 

Once risks have been identified, there is a need for managers to decide how 
to respond, and responses can be summarised by the four Ts: 

• Take – accept the risk and fund the consequences if it crystallises 
• Terminate – revise objectives; pull out/divest, or reduce the scale of activity 
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Stage 1: Rating the Potential Impact 

What is the potential impact of the risk on 

our plant/business unit/department’s ability to 

achieve its objectives? 

(Excluding all existing control measures) 

Impact Score 
1-3: low 

4-6: medium 

7-10: high 

Stage 2: Likelihood of Occurrence 

How likely is the risk to arise within the next  Likelihood Score 
1-3: low three to five years? 
4-6: medium (taking account of existing risk controls) 
7-10: high  

Stage 3: Control Effort 

What effort is being made to  manage the Control Effort Scale 
1-3: low identified risk, assuming that the effort is  
4-6: medium effective? 
7-10: high  

Stage 4: Outcome. Impact versus 
Likelihood Matrix 

High 

A 

IM
PA

CT B 

C D 

Likelihood 	 HighLow 

Figure 6.4  Components of the risk self-assessment process 

•	  Transfer – sharing; contracting out/outsourcing; joint venture; diversify; 
hedge 

•	  Treat – manage risk through cultural change and reorganisation; monitoring 
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The choice of response is dictated by the organisational risk appetite. Risk 
appetite is set by the board of management to reflect stakeholder requirements, 
other strategic objectives, and the types of risks encountered. Risk is a regular 
item on the board agenda, and the tolerance level for different categories of 
risk varies: 

•	 Strategic risk – the company is prepared to take considerable risk to achieve 
innovative growth 

•	 Financial – the aim is for prudential financing and cash management 
•	 Operational – minimisation of the downside risk from failures 
•	 Compliance – zero tolerance of breaches of the code of conduct 

Risk appetite is managed by requiring management compliance with risk 
boundaries, which determine the freedom of action or choice in terms of risk 
taking and risk acceptance. The boundaries are detailed in position statements 
and an array of guidance that includes business principles, the code of conduct, 
authority schedules, policies, and corporate directives. This material is available 
in nine languages and is complemented by both face-to-face and online train
ing programmes on integrity and compliance available to all employees. 

An example of the guidance given to staff in relation to the requirement to 
apply integrity in business relations is shown in the following box. 

Code of Conduct Extract: Integrity 

Honest Business Conduct 

We are committed to applying the highest ethical and legal standards. 
We conduct business fairly and with integrity. We don’t make, offer, or 
authorise bribes or conduct any other form of unethical business prac
tice. We do not make facilitation payments. 

We believe in competing on the merits of our products. We each have 
a responsibility to ensure that we base our dealings with business partners 
on objective decisions and are not influenced by gifts or entertainment. 
All gifts and entertainment given or received must be of modest value 
and appropriate to the business relationship. We seek approval for our 
actions. 

For further guidance, please refer to: Directives Portal Anti-Bribery, 
Gifts & Entertainment 

Incorporating a direct link to the relevant directives portal (requiring an 
employee to sign in) helps make the system easy to negotiate whilst simultane
ously emphasising the link between the code of conduct and other guidance 
on principles, etc. 
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Position statements cover specific issues, such as zero tolerance of bribery; 
authority schedules detail what each level of management can and cannot do in 
terms of decision-making powers; and the corporate directives detail internal 
rules and procedures in relation to six processes that are seen as recurring risk 
categories. The processes covered by corporate directives are: 

• People, product, and process safety 
• Operational control cycle 
• Continuous improvement 
• Innovation 
• Procurement 
• Talent management 

An illustrative example provides a useful aid to understanding the day-to-day 
application of the directives. Process safety is a key concern for Akzo Nobel, 
given the nature of its products and scale of manufacturing operations, and 
details of how process risks are managed can be found in the annual sustainabil
ity reports. Risk management in this area is critical for both regulatory compli
ance purposes and as a way of promoting good operating practice. 

The US-based Centre for Chemical Processes Safety (CCPS, 2010) defines 
process safety management (PSM) as: 

a disciplined framework for managing the integrity of hazardous operating 
systems and processes by applying good design principles engineering and 
operating practices. It deals with the prevention and control of incidents 
that have the potential to release hazardous materials or energy. Such inci
dents can cause toxic effects, fire or explosion and could ultimately result 
in serious injuries, property damage, lost production and environmental 
impact. 

The discipline of the safety management process outlined in Figure 6.5 is 
reflected in the feedback loop that is embedded in the four stages. Once an 
event is defined and indicators of events are specified, then monitoring of 
process safety can be undertaken, with greater attention being given to those 
sites and plants with the greatest potential risk. The consequences of events can 
range from catastrophic (Tier 1) through to errors of omission, for example, 
with minimal impact, but if risk is to be reduced long term, then all levels must 
be managed effectively.3 For the risk manager, it is important to note that the 
lower tiers serve as leading indicators of potential and more serious events fur
ther up the line. The bottom tier is that of culture and management discipline: 
staff awareness and engagement with safety issues will help to reduce not only 
the absolute number but also the severity of process safety breaches. Learning 
from mistakes and rethinking how processes can be improved mean that the 
risk assessment for sites is then revised accordingly. In process safety, as in all 
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Framework 
Definition of a process 

safety event: 

Specification of key 
performance indicators 
(KPIs) 

Categorisation of: 
• Sites 
• PSE events 

A loss of primary containment (LoPC), unsafe release, or an 
undesired event/condition that could have resulted in a 
LoPC. Undesirable conditions include imperfect controls 
or disciplines. 

Leading: Inadequate controls or discipline (e.g. poor staff 
recognition of “line of fire” scenarios, where a material 
release might occur). 

Lagging: An LoPC event 
Sites PSE Events 
Categories A to C, based on 

the RESIDUAL risk of an 
event, taking into account 
existing controls and 
performance 

A is the highest risk category 

Tier 1 

Tier 2 

Tier 3 

Tier 4 

Monitoring of events and 
responses 

• Logging and reporting of events by category Tier 1–4 
• Rate-adjusted measurement of incidents (e.g. number of 

Tier 1 events per 200,000 working hours) 
• PSM capability benchmarking 
• Employee training (e.g. hazard awareness, line-of-fire 

awareness) 
• Revision of practices to ensure continual improvement, 

including regular reviews of KPIs 

PSE EVENTS KEY: 
Tier 1: Most critical. Potentially catastrophic, leading to possible loss of life or major 

environmental consequences. 
Tier 2: Less critical and may be leading indicators of Tier 1 events. Technical specifications 

on the range of material released are used to define a Tier 2 event. 
Tier 3: Low-level consequences such as small spillages and near-miss incident indicators. 

Used as a leading indicator of possible Tier 2 events. 

Figure 6.5  Process safety management 

elements of ERM, establishing clear rules and behaviour guidelines is critical 
to success. 

The outcome of the risk assessment and treatment process is that at seven 
levels of management, a risk action plan is generated, with clearly identified 
risk and action owners and specified dates for the required actions to be com
pleted. The risk profiles are shared with managers across the organisation, and 



98 Risk Management in Manufacturing  

 

 

 
 
 
 

 
 
 
 
 
 
 
 
 

around 20% of the risks are likely to be taken up to the next level for reassess
ment and inclusion in the risk consolidation process. 

Risk Reporting and Monitoring 

The board of management (executive committee) is responsible for the estab
lishment and adequate functioning of the system of governance, risk manage
ment, and internal controls. Governance regulations also require that the board 
of management undertake an annual review of risk management and internal 
controls to ensure their ongoing effectiveness, although they are not required to 
report their findings. They are supported in this by an integrity and compliance 
committee, which is responsible for providing assurance on risk management 
and legal, regulatory, and ethical compliance. The committee provides recom
mendations to the board of management and reports directly to the supervisory 
board, which, in conjunction with the audit committee, ensures independent 
oversight of control effectiveness. 

The governance structure as described reveals two complementary compo
nents of risk reporting and monitoring: 

•	 The design and implementation of systems for internal oversight, includ
ing risk reporting and tools of internal control. 

•	 The independent assessment of the effectiveness of the controls. Those 
involved in the design of controls should be independent of those who 
assess their efficacy. 

As seen in the previous section, responsibility for the development of risk 
management tools such as the code of conduct and corporate principles, and 
for staff training, rests with the integrity and compliance function, whose 
managers are embedded across all core business functions and operational 
activities. Their work is overseen by the integrity and compliance commit
tee, which formally monitors compliance and undertakes an annual review of 
effectiveness. The committee’s work is supported in practice by the internal 
audit function, which operates a rolling programme of audits to assess risk 
management and internal controls across all areas of the organisation. The 
audit plan is risk based, taking into account past compliance findings. The 
annual summary report from internal audits forms part of the annual review of 
internal control effectiveness, which is subject to approval by both the board of 
management and the audit committee. The heads of internal control, integrity 
and compliance, and internal audit meet monthly to review developments and 
plan joint responses. 

Staff in the integrity and compliance function, the committee of the same 
name, and internal audit are all employees of the business, and so independent 
evaluation of control efficacy is still required. The audit committee, reporting 
to the supervisory board, performs this independent role. 
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The system of risk reporting and oversight is depicted in Akzo Nobel’s 2019 
annual report as being a two-way tiered process, as illustrated in Figure 6.6. 
Reporting is a bottom-up process, whereas oversight is top-down. 

The reporting process is interlinked with the risk self-assessment described 
earlier, with the top ten risks identified in Stage 4 of the self-assessment being 
reported upwards. 

Reporting risks from the bottom up serves two functions: 

•	  Risks are identified by those closest to them in practice, making good use 
of management experience. 

•	  Replication of risks from different sources alerts senior managers to their 
significance, but also facilitates the development of systems to consolidate 
and reduce them at the corporate level. 

Each business unit and major function has its own risk and compliance control 
committee (RCC), which annually reviews key compliance risks and mitigating 

Figure 6.6  Risk management reporting 
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actions within their function and reports to the integrity and compliance com
mittee on key compliance risks and breaches in relation to anti-bribery, fraud, 
data protection, and environmental and competition law. Additionally, within 
each business area, a management team member is appointed as the “compli
ance focal point” or “risk champion,” taking responsibility for rolling out com
pliance projects and monitoring compliance with the code of conduct. Taking 
risk oversight down to the business level helps ensure that risks are monitored 
where they arise, and so resolving control weaknesses may be both easier and 
quicker. 

Reporting extends right down to the level of the individual via the Speak 
Up! whistleblowing process, through which employees, business partners, and 
members of the public can raise matters of concern relating to compliance with 
the code of conduct. The system, introduced in 2009, is well embedded and 
enables confidential complaints to be made via a manager, the HR function, 
telephone, or the internet. Akzo Nobel states that in operating Speak Up! it 
applies a strict standard protocol that ensures anonymity, non-retaliation, and 
objectivity, as well as the right to be heard. In 2009, 198 violations of the code 
of conduct were reported, and these resulted in 66 employment contracts being 
terminated. In 2019, 164 Speak Up! reports were recorded, of which 82 were 
concluded to be unsubstantiated and 4 dismissals resulted from the reports. 

In the same way that risk reporting starts with the individual and goes right 
up to the supervisory board, and ultimately the shareholders, via the annual 
report, the oversight of risk starts at the supervisory board level and runs back 
down to each member of the staff. The tools used for oversight include both 
internal audit and the formal committee structures outlined earlier, as well as 
systems which are used to reinforce and monitor both management and indi
vidual responsibility for internal controls. These different elements are illus
trated in Table 6.5. 

The committee structure in the left-hand column is headed up by the audit 
committee, made up entirely of non-executive directors (members of the 
supervisory board). The audit committee is responsible for independent moni
toring of the quality and integrity of risk management and internal control 
practices across the whole organisation. This includes oversight of the internal 
audit function. The committee receives reports on compliance issues from the 
general counsel – the company’s primary legal officer – the director of integrity 
and compliance, and the head of internal audits. 

Responsibility for the day-to-day monitoring of new risks and compliance 
breaches rests with the integrity and compliance committee, which uses the 
RCC reports from the individual businesses and functions to identify material 
violations of laws, regulations, and internal controls and to provide updates 
to the executive level on material Speak Up! reports. The committee is also 
responsible for deciding appropriate disciplinary measures and recommend
ing to the executive level what it believes are the actions necessary to improve 
controls. Since 2019, there have been monthly reports to the executive level on 
material breaches currently under investigation. 
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Table 6.5 Tools for Risk Oversight and Monitoring 

Committees Audit	 Individual Oversight 

• Audit committee Internal audit – risk based • Non- financial letters of 
• Compliance and control 	 representation 

committee • Performance evaluation 
• Risk and control 

compliance committee 

Risk-based internal audits that embrace both operational and functional 
parts of Akzo Nobel are central to the monitoring process. The audits pro
vide a regular independent perspective on the adequacy and effectiveness of 
risk management and internal controls, and the head of internal audit reports 
twice yearly to the board of management and the audit committee. Internal 
audit findings form part of the input to the annual assessment of the quality of 
internal controls. 

The role of individuals in risk management cannot be overstated, and 
mechanisms to ensure managerial and personal accountability are therefore 
fundamental to the ERM system. As Table  6.4 shows, accountability and 
compliance are managed using two tools which reflect levels of responsibility. 
The first is non-financial letters of representation, which are required to be 
completed annually by all members of management teams in both business 
units and major functions. The requirement to complete such letters has been 
in place since the ERM system was introduced in 2004. In signing the letter of 
representation, a manager confirms compliance with laws and internal rules. 
All exceptions must be reported, and the responses planned and documented. 
The results of the process are given to the executive level and form part of the 
annual compliance report that is submitted to both the audit committee and 
the supervisory board. The compliance report is also given to the external 
auditor. 

Individual accountability is achieved through the requirement for all members 
of staff, as part of their annual performance review, to affirm their understand
ing of and compliance with the code of conduct and the associated directives. 
Familiarity with its content is achieved through mandatory e-learning packages 
for employees that cover the code of conduct, lifesaving rules, competition law, 
anti-bribery, fraud, and information security and privacy. As an integral part of 
the broader corporate directive framework, the code of conduct specifies codes 
of behaviour in relation to safety, sustainability, and integrity. Additionally, staff 
exposed to competition laws are separately required to confirm their compli
ance with such laws and regulations. The latest published figures show that in 
2018 over 10,000 employees signed the competition law declaration. 

In summary, the reporting and monitoring processes for risk and internal 
control combine to form a control loop that, in principle, should ensure 
that risk profiles are continuously revised and updated. As new risks are 
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reported, changes to controls should be introduced, whilst the regularity 
with which staff are required to confirm their compliance with both internal 
and external rules and regulations helps to maintain a risk-based mindset 
organisation-wide. 

Making Risk Management Enterprise-Wide 

One of the biggest challenges for large organisations is how to make ERM 
truly enterprise-wide. The language sounds good, but putting it into practice is 
hugely challenging. In Akzo Nobel’s case, evidence suggests that the shift from 
what was described in 2007 as a “mature” ERM system to the much broader-
scoped system that exists today has been achieved through: 

•	 Centralisation and standardisation of: 
a.	 Operational processes and support systems 
b.	 The core elements in the ERM system – culture and systems of risk 

identification, assessment, and monitoring 
•	 Redefining enterprise risk boundaries 
•	 Efforts to interlink and aggregate risks across the enterprise 

Centralisation of operational and business support systems has been 
ongoing since a 2005 project to centralise and simplify the treasury function 
across Akzo Nobel, enabling advantage to be taken of natural hedges whilst 
also reducing the risk of poorly monitored individual risk taking. Since then, 
other support services have been centralised, including insurance, procure
ment, and the introduction of a single enterprise resource planning system for 
use across all businesses. This centralisation of services aids risk management 
in two ways: 

1.	 Reducing the scope for managers behaving independently and potentially 
breaching codes of behaviour (e.g. in negotiating sales contracts) 

2.	 Reducing the possibility of risk siloes that could go unnoticed at a senior 
management level 

The standardisation of risk management tools complements the centrali
sation of business processes, and in a very direct way serves to extend ERM 
across the whole enterprise. As already seen, Akzo Nobel continuously empha
sises the importance of the code of conduct as a way of ensuring that employees 
(and suppliers) have a common understanding of what risks are and are not tol
erated and how they are to be identified and managed. This is complemented 
by the Directives Portal, which details codes of practice in relation to six core 
risk areas, and the Policy Portal (launched in 2019), which explains key policies 
and procedures relating to individual boundaries of responsibility. In combina
tion, these three tools are aimed at generating a common enterprise perspective 
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on risk and individual accountability, which is continuously reinforced via the 
use of simple, repeated messaging: 

• “We must always stop work if conditions or behaviour are unsafe.” 
• “It’s about doing the right thing.” 
• “Unidentified risks are a threat, identified risks are a managerial issue.” 

Standardised monitoring of breaches of the code is facilitated through the 
internal whistleblowing service Speak Up! which was launched in 2009. Seri
ous breaches – those having a financial impact of greater than €0.5 million; 
involving senior management; or relating to competition law, export controls, 
or bribery – are dealt with by the corporate compliance committee. Other 
matters are decided by the RCC committees within the individual businesses 
or functions. 

The risk workshops, which were central to the initial launch of ERM in 
Akzo Nobel back in 2004, remain a common feature of risk assessment and 
management across the whole enterprise, along with the resulting risk report
ing systems. Standardisation of procedures is a tool for generating a common 
ERM perspective on risk. 

Redefining enterprise risk boundaries is a development which has been 
most evident since 2007 when ERM was declared to be “mature.” There are 
two interconnected strands to the redefining of boundaries. The first strand 
relates to who and what is deemed to be part of the enterprise in terms of 
the boundaries of compliance with codes of conduct and core principles. The 
second strand involves rethinking the meaning of enterprise risk in relation to 
who and what is impacted by the actions of Akzo Nobel. 

In 2009 a key supplier management programme was developed, aimed at 
getting suppliers to sign up to agreed sustainability targets reflecting Akzo 
Nobel’s own eco-efficient objectives. Within three years the supplier obliga
tions had been extended beyond sustainability to require suppliers to sign the 
Akzo Nobel vendor policy embracing business integrity and compliance with 
Akzo Nobel’s code of conduct. Since 2015, all new business partners have been 
required to sign a code of conduct verifying their compliance with the law and 
Akzo Nobel’s core principles of safety, integrity, and sustainability or to apply 
their own equivalent business principles. Within Akzo Nobel, therefore, the 
term “enterprise” now includes Akzo Nobel itself and all associated joint ven
tures, etc., plus suppliers, distributors, and agents. 

The broadening of the definition of enterprise and the resulting shifts in the 
definitions of enterprise risks appear to be a result of a growing sustainability 
agenda within Akzo Nobel, which requires a “cradle to grave” understanding 
of the environmental and social impact of an organisation’s activities. The same 
year that the ERM programme was launched (2004) Akzo Nobel became a 
signatory of the UN Global Compact and a member of the World Business 
Council for Sustainable Development, composed of 170 multinational compa
nies taking a leadership role in sustainable development. Simultaneously, Akzo 
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Nobel began to develop a formal review process to measure their CSR perfor
mance. In 2005 they issued their first CSR report and were listed in the top 
ten firms in the Dow Jones Sustainability Index, used as a global benchmark 
by investors. 

CSR involves recognising that an enterprise’s activities can create climate, 
environmental, safety, and human rights risks for the broader community. To 
be truly enterprise-wide, ERM must evolve to reflect these changes, and Akzo 
Nobel’s 2008 adoption of IR was part of this evolution. 

Evidence from academic research suggests a degree of complementarity 
between ERM and IR. The integrated thinking required for ERM, and asso
ciated understanding of how risks interact at the enterprise level, is very similar 
to that required for IR, and researchers found that companies simultaneously 
deploying both ERM and IR performed better in terms of value creation over 
the long term (Bertinetti G. and Gardenal G., 2016). The complementarity of 
IR and integrated thinking is similarly acknowledged in research conducted by 
Deloitte into reporting by major global companies, although they recognise the 
challenges faced in collecting consistent, comparable non-financial informa
tion (Deloitte, 2015). 

Efforts to aggregate risks are implicit in integrated reporting, which rec
ognises that financial returns to shareholders are interlinked with returns to 
other stakeholders. An illustrative example is the connection between profita
bility and the efficient use of resources. Increased efficiency will have a positive 
effect on profits but can also have a positive impact on sustainability through 
the preservation of scarce resources. In recent years Akzo Nobel has under
taken what they term an annual materiality assessment, which aims to recognise 
the interdependence between key risk categories and how these link back to 
strategic priorities. The risk categories illustrated in the 2017 annual report are: 

• Sustainability 
• General business risks 
• Financial and regulatory 

The report (p.  30) includes what Akzo Nobel calls an integrated material
ity diagram, which shows the links and overlaps between these categories. 
To an outsider, the diagram is difficult to interpret, but it shows connections 
between, for example, economic performance and global growth rates and 
foreign exchange risks and the value of the company pension fund. Many con
nections are blurred – perhaps purposefully for reasons of confidentiality – but 
the general principle is important: ERM acknowledges the interdependence of 
financial and non-financial risks. 

Is ERM Working? 

Ultimately, this is a question that only Akzo Nobel’s supervisory board and 
board of management can answer. The extent to which ERM is working can 
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only be measured against the organisation’s declared objectives within a chosen 
time frame. At a basic level, however, it is possible to evaluate the impact of the 
long-term ERM programme against Akzo Nobel’s declared priorities – sus
tainability, integrity, and safety. Assuming that strategies are selected with the 
aim of preserving and building these priorities, ERM’s success can be measured 
by comparing AN’s performance in each of these three areas today with its per
formance pre-ERM. Value creation for shareholders is the other key measure 
of success, as COSO itself declares that ERM is a practical way to create and 
protect value.4 

Table 6.6 summarises Akzo Nobel’s performance in integrity, sustainability, 
safety, and finance over the period 2005–2019. The year 2005 is the chosen 
start date, as it allows twelve months from the formal launch of the ERM 
programme. The specific measures used to assess performance in each area 
represent key performance measures used internally within Akzo Nobel but are 
clearly open to debate. The figures should be interpreted with some caution, 
as it is difficult to assume that ERM is the sole explanation for the observed 
trends. 

ERM’s impact on integrity measures is clear. ERM was initiated in response 
to regulatory breaches in North America and Europe, and the high level of 
anti-trust provisions in the first decade of the twenty-first century reflects the 
financial penalties subsequently incurred. From 2010 onwards, the financial 
statements no longer include specific figures on anti-trust provisions, and by 
2019 they are not mentioned at all. The number of Speak Up! complaints 
relating to integrity issues is another lower key indicator of the effectiveness of 
compliance measures. More specifically, the number of dismissals for breaches 
of the code of conduct has fallen dramatically post-2010, suggesting a high 
level of staff awareness and compliance. In summary, the figures suggest that 
both regulatory and internal compliance rules are being heeded, and in this 
respect ERM can be seen to be successful. 

The figures on sustainability suggest a similar trend, although changes in 
measurements make it less certain. Both greenhouse gas emissions and provi
sions for environmental clean-up costs have fallen substantially over the time 
frame, and hazardous waste levels appear to also be falling. Clarity of the posi
tion on hazardous waste is muddled, however, by changes in the definition 
and measure, which make it appear that between 2010 and 2019 there was a 
progressive fall in the amount of hazardous waste. Figure (a) of 3.3 kg per ton 
shows a reduction in the 2010 level. In 2018, however, the figure for 2015 
is restated as 10.74 (figure b), which then facilitates a further drop in levels 
through to 2019. 

Taking an external perspective, from 2005 ff, Akzo Nobel stayed in the 
top ten of the Dow Jones Sustainability Index until 2017, recording a top 
three position for several years. Within Europe, they were first listed in the 
FTSE 4 Good in 2006 and continue to be viewed as an industry leader in the 
field by external benchmarking bodies such as Sustainalytics and Corporate 
Knights. 
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Both the people and process safety records in Table  6.6 show substantial 
improvement. They suggest increased awareness of safety issues and compli
ance with good practice. The rise in the severe Tier 1 events in 2019 shows 
that continuous improvement is difficult, but the raw figures do not reflect the 
changing business size and profile. 

The same story holds true for financial performance. Return on investment 
(ROI) levels are still much lower than in 2005, but the organisation itself is 
very different. It would be useful to compare ROI with other leading paint and 
coatings companies as an alternative measure of success. Share price has clearly 
risen, but again the raw figures may not take account of changes in the size of 
issued share capital. The annualised compound growth rate of 6.2% also ignores 
the impact of inflation, but it still suggests strong performance. 

In summary, although other factors will clearly have played a part in the 
results shown in Table 6.6, it provides initial tentative evidence that ERM is 
working. Most significantly, it is working across a wide range of both financial 
and non-financial risks. There are clearly lessons to be learned by companies 
seeking to improve their risk management. 

Notes 

1 Details of the culture, training, and risk management systems will be discussed later in the 
chapter. 

2 A more detailed discussion of this training process can be found in Maitland (2004). 
3 A four-tier event classification is standard across many industries that deal with hazardous 

substances. A useful source of additional information and detail on risk management of 
processes can be found on the Centre for Chemical Process Safety website or in their 
publication Guidelines for Hazard Evaluation Procedures, 3rd edition. Wiley, New York, 
2008. 

4 A discussion of current evidence on the impact of ERM on company value is included in 
the final chapter of this book. 
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The Akzo Nobel sustainability factsheet can be found by typing this phrase into 

Google or any similar internet search engine. 
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  7 Risk Management in Retail 
Tesco PLC (2004–2019) 

Aim 

The aim of this chapter is to illustrate how a very specific approach to risk man
agement in one of the world’s largest retailers failed to halt a crisis that caused 
major reputational damage and how the company, and the risk management 
function, has responded and recovered from the crisis. The case study, covering 
the period 2004–2019, shows that risk management practice is closely linked to 
corporate strategy and culture, which can themselves be sources of risk. 

The last fifteen years have been something of a roller coaster for Tesco, with 
a decade of rapid growth, followed by an accounting scandal that resulted in 
the group reporting losses of £6.5  billion in 2015. The scandal influenced 
thinking about risk management, and so the case study is split into two time 
frames: 2004–2014 and 2015–2020. Post-2015 was a period of retrenchment 
led by a new senior management team that includes a declared commitment 
to start building a roadmap for enterprise risk management (ERM). The two 
time frames illustrate the significance of the culture at the top as a driver of 
behaviour and its impact on risk exposure. 

After a brief historical background on Tesco, the case study will: 

•	 Detail the strategy, culture, and approach to risk management before the 
accounting scandal of 2014 

•	 Discuss the origins of the scandal in the context of internal control and risk 
management systems at the time 

•	 Summarise the immediate consequences and Tesco’s response to the crisis 
•	 Detail the strategy, culture, and approach to risk management post-2014 
•	 Summarise the lessons to be learned from the case 

Tesco: Background and Key Facts 

Tesco was founded by Jack Cohen, who started out as an East End market 
trader. After visiting the United States, Cohen decided to introduce the self-
service supermarket approach to food retailing, and the first Tesco branch in 
this style was opened in 1947. 

DOI: 10.4324/9781315208336-7
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The early 1970s saw Tesco re-brand itself as an “aspirational” mass retailer 
and saw a deal between Tesco and Esso, which by 1991 made them the coun
try’s largest independent petrol retailer. In the 1980s Tesco rationalised and 
reformatted its distribution systems, launched its first “out-of-town” large 
stores, and began introducing its own product lines to compete against tradi
tionally branded products. 

By the 1990s Tesco had 371 stores in England, Scotland, and Wales, and its 
further expansion was through the introduction of the Tesco Metro format of 
mid-sized stores (around 1,100 m2). By 1995 Tesco was ranked the number-
one food retailer in the UK, and the same year it became the first UK retailer to 
introduce a loyalty card. The “Clubcard” has since proved a valuable source of 
information on customer spending patterns, as well as a useful marketing tool. 

The 1990s also marked the start of Tesco’s international expansion, with 
investments in France, Poland, Slovakia, and the Czech Republic. Eastern 
European investments paid off relatively quickly and were followed by moves 
into Southeast Asia through acquisitions and joint ventures in South Korea, 
Thailand, Malaysia, Taiwan, Japan, and China. By early 2004, at the start of this 
case, Tesco’s retail selling space outside the UK was close to that of the home 
market, although sales and profit per square metre remained lower. 

Tesco operates a wide range of store sizes from small one-stop shops to 
out-of-town hypermarkets. Standard large supermarkets, Tesco Superstores, 
account for the bulk of the company’s UK floorspace with an average size of 
2,900 m2. Its main UK competitors are J. Sainsbury, Morrissons, Asda, Aldi, 
and Lidl. Its shares are listed on the London and Euronext stock markets. 

Risk Management in Tesco: Phase 1 (2004–2014) 

To understand how Tesco ended up facing a major scandal that seriously dam
aged both its finances and its reputation, we need to look at the mindset and 
organisational structures in the years leading up to 2014. 

The four key features of management strategy and style in Tesco over this 
decade were: 

•	 Aggressive growth involving international expansion and a broadening 
of UK business interests (i.e. moves into non-grocery operations) 

•	 Performance-based control structured around the “steering wheel” (a 
form of balanced scorecard) in which targets were king and accountability 
was expressed in terms of performance targets 

•	 A values-driven culture dominated at lower levels of the organisation by 
“Tesco Values” as the determinant of staff behaviour and the key tool for 
reducing risk 

•	 High-profile leadership by chief executive officers (CEOs) who led 
with “cast iron fists” and oversaw an authoritative system that has been 
said to have engendered “a culture of fear from head office to shop floor” 
(Neville, 2014) 
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Aggressive Growth Strategy 

International growth was high on the strategic agenda, and Sir Terry Leahy, 
who was appointed CEO in 1997, was a big supporter of this strategy. The 
timeline shown in Table 7.1 shows the new businesses purchased or launched 
by Tesco during the era of Leahy’s reign. 

The table clearly reveals both an internationalisation of grocery opera
tions and a shift into non-food sectors in Tesco’s core UK market. None
theless, retailing remained the core business segment, facilitating a relatively 
simple internal control system, focused on management of the five key 
processes of: 

• Buying products from suppliers 
• Sending them to a distribution centre 
• Transferring goods from the distribution centre to the stores 
• Taking cash 
• Banking the receipts 

In essence, operational issues dominated thinking. The simple business format 
was complemented by a simple triangular organisational structure, with only 
five levels in the management hierarchy. The top two grades encompassed just 
200 people, out of half a million global employees. This flat structure offered 

Table 7.1 Purchases and New Business Launches 

Date Sector Type of Transaction 

1997 Financial Launch of Tesco Personal Finance (now Tesco Bank) 
1998 International food retail Purchase of stake in Lotus store chain in Thailand 
1999 International retail Partnership with Samsung to manage Homeplus 

stores in South Korea 
2004 International food retail Purchase of a share of Chinese-owned hypermarket 

chain 
2006 UK online non-food retail Launch of Tesco Direct 
2007 International food retail Launch of Fresh and Easy chain in the United States 
2008 UK non-food retail Purchase of Dobbie’s garden centres 

Financial Buyout of Royal Bank of Scotland’s share of Tesco 
Personal Finance 

International food retail Opening of the first wholly owned Tesco store in 
China 

2011 UK non-food retail Purchase of Blinkbox video streaming 
International online sales Launch of virtual Homeplus stores in South Korea 

2012 UK online non-food retail Purchase of Mobcast digital book platform and We7 
music streaming 

Merger of digital video, book, and music streaming 
into Blinkbox Entertainment 

2013 UK non-food retail Purchase of Giraffe (UK) restaurants 
Purchase of Harris & Hoole Cafes 
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good opportunities for staff to progress through the hierarchy and helped with 
staff retention. Sir Terence Leahy’s profile is evidence of this.1 

The flat hierarchical structure combined with relatively simple processes 
made it easier to identify accountability for risk, defined in terms of failure to 
meet performance targets. Targets were defined in the steering wheel, intro
duced by Leahy himself in 2005. 

Performance-Based Control 

The steering wheel – Tesco’s version of a balanced scorecard – was used for 
performance measurement and management against targets laid down in the 
group’s five-year rolling plan and lay at the centre of the performance-based 
control system. The 2012 annual report highlights how the steering wheel 
helped monitor delivery of group strategy, and the targets were also used to 
determine short-term bonus payments to members of the board. 

The 2012 annual report identifies performance risk as a principal risk 
and states: “All business units have stretching targets based on the Steering 
Wheel balanced scorecard system; performance against budgets and KPIs are 
monitored continually and reported regularly to the Board” (2012, Annual 
Report p. 40). 

The steering wheel used by Tesco is reproduced in Figure 7.1. Its compo
sition in terms of both categories and targets changed little over its life until 
its abandonment in 2014. The one key change was the addition of the fifth 
dimension of community in 2006. 

The steering wheel provided a tool for both setting and monitoring perfor
mance at all levels within Tesco. In the text of annual reports, there is regular 
reference to key risks and the way that the steering wheel is used to control 
these risks via monitoring of performance outcomes. 

The five-year plan established targets for the overall group, reflecting the 
core long-term aim of “creating value for customers to earn their lifetime loy
alty.” More specific UK and international strategies were then used to generate 
plans and performance targets for each of the separate geographic and business 
segments. At all levels of Tesco – from group, through the business segments, 
national and regional operations, right down to the individual stores – targets 
were also expressed in terms of the five perspectives of the steering wheel. At 
the store level, the steering wheel was linked to the objectives of individual 
members of staff so that group-level strategies connected back to day-to-day 
work. 

The five separate perspectives of customers, operations, people, community, 
and finance in the steering wheel were aimed at ensuring Tesco put “appro
priate balance” into the inevitable trade-offs between the stakeholders. The 
principle was that shareholders benefited from a balanced approach because the 
combination of operational efficiency and customer care together improved 
sales, profits, and investor returns. Company-wide, it seemed to be accepted 
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Figure 7.1 Tesco steering wheel 

that if the business was performing well in the eyes of the customer, then 
it would also be performing well for other stakeholders. As one interviewee 
phrased it: “the biggest barometer we’ve got is our customers . . . how can we 
earn their lifetime loyalty?” 

The emphasis on customers came from Sir Terry Leahy, who believed that 
customer needs take priority over worrying about the competition. This view 
matches the thinking of Kenichi Ohmae, a former partner in McKinsey & 
Company and a man widely described as “Mr Strategy.” Ohmae argues that 
“before you test yourself against the competition, strategy takes shape in the 
determination to create value for customers” (Ohmae, 1988). 

The idea that an improved financial performance is dependent upon good 
management of customers, operations, and people mirrors the ideas of Kaplan 
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Table 7.2 Key Performance Indicators by Steering Wheel Segment 

Finance • Growth in underlying profit before tax 
• Return on capital employed 
• Growth in underlying diluted earnings per share 
• Total shareholder returns 

Customer • Doing the “right thing” for customers 
Community • Percentage of pre-tax profit donated to charities/good 

causes 
• Positive scores from supplier surveys 
• Over 70% of suppliers should regard themselves as being 

treated respectfully by Tesco 
• Cut CO

2
 emissions by 5% per year 

Operations Not available 
People • Target retention rate for staff 

• Percentage of staff being trained up for their next role 

and Norton (Kaplan and Norton, 1992), who first promoted the balanced 
scorecard. The academic argument is that better understanding of the inter
relationships between the different scorecard perspectives can help managers to 
be forward looking, rather than backward looking, in their decision making. 
Some hold the view that increased customer loyalty is the single most impor
tant driver of long-term financial performance (Norreklit, 2000). 

Key performance indicators (KPIs) were set for each of the steering wheel 
segments, but unsurprisingly, only a few of these were published externally. 
A summary of those known to be in use in 2012 is shown in Table 7.2. 

The frequency of monitoring against targets was variable. Trading figures 
were (and still are) reviewed both daily and weekly and individual busi
ness performance quarterly. The steering wheel target KPIs for the group 
were also reviewed quarterly. The result was that both revenue and capital 
spending budgets were continually revised in response to changing market 
conditions. 

When KPIs were not on track, systems in place at every level of the organi
sation facilitated investigation into why and helped to plan corrective action. 
Quarterly performance reports were submitted to the board of directors and 
a summary report also sent to the group’s top 200 managers for dissemination 
to staff. The result was an internally focused organisation, with a culture that 
prioritised performance. 

Governance 

The UK Corporate Governance Code (FRC, 2010, p. 1) describes the purpose 
of corporate governance as being “to facilitate effective, entrepreneurial and 
prudent management that can deliver the long-term success of the company.” 
Directors are responsible for determining the nature and extent of the signifi
cant risks the company is willing to take in achieving its strategic objectives 
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and for overseeing the maintenance of “sound risk management and internal 
control systems.” 

The governance structure through which the Tesco group was directed and 
controlled pre-2011, as explained by an interviewee, is illustrated in Figure 7.2. 
Note that the steering wheel sits at its heart, and the overall system was designed 
to serve the long-term performance aims defined in the wheel. 

The primary lines of accountability show the board of directors overseeing 
the work of the executive committee and boards of the various national subsid
iaries, who in turn oversee the management teams in each country. The retail 
council, made up of around forty people, was responsible for aggregating all the 
key decisions taken by the board and the associated committees and cascading 
that information down through the business. By using the retail council as the 
single conduit for core decisions, the risk of inconsistent messages is avoided. 

Several committees at both board level and below, each had a specific remit. 
The board of directors met nine times a year. The executive committee2 met 
weekly and held responsibility for implementing group strategy and policy and 
monitoring performance and compliance. 

Board-level strategic and regulatory committees dealt with issues which are 
fundamental to strategic success and the protection of Tesco’s reputation. The 
committees met at least quarterly, and members were a combination of execu
tive directors and senior management. 

Below the board level, operational committees implemented the group’s 
strategies and regulatory commitments at the country level. The committee 
titles offer insights into areas where it was felt that risks needed careful man
agement, namely trading, people, property, and information technology (IT). 

The governance structures covering international operations mirrored those 
covering the core UK market. This approach has two potential merits. Firstly, 
it ensures consistency across the whole group, and secondly it facilitates the 
movement of staff across different geographic areas (e.g. from Asia to Europe 
or vice versa) because the systems are common. In this way the valuable asset 
of senior staff can be utilised to maximum effect. 

Overall, the committee structures and reporting systems within Tesco over 
this period were similar to those in other major companies and fully com
pliant with the UK’s Combined Code. Strategies were clearly defined, and 
performance targets specified, but governance structures are also closely inter
twined with the tools used to control the risks of poor performance.3 It was in 
the operation of its risk management that Tesco differed markedly from other 
organisations. 

Linking Risk and Performance Management 

CIMA’s Official Terminology (CIMA, 2005, p. 20) defines performance meas
urement as “the process of assessing the proficiency with which a reporting 
entity succeeds . . . in achieving its objectives.” The same terminology (CIMA, 
2005, p.  53) defines risk management as the “process of understanding and 
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managing the risks that the entity is inevitably subject to in attempting to 
achieve its corporate objectives.” 

It would therefore seem that it is difficult, if not impossible, to talk about risk 
management without simultaneously talking about performance management – 
the two go hand in hand. This integration of risk and performance thinking is 
straightforward in theory but not so easy to implement in practice. Nonethe
less, it formed the blueprint for Tesco’s approach to risk management. In the 
words of one interviewee: 

One of the reasons we are a successful company is because of risk manage
ment- people do it without actually knowing they are doing it, it’s part 
of their accountabilities. They are held to account. We monitor things on 
such a micro level. 

The view was expressed that 

having a risk management function probably gets in the way of actually 
managing the risks because people are thinking about the risks as opposed 
to thinking about the customer, so all we are worried about is serving the 
customer and what can go wrong with that. . . . This is about culture and 
terminology . . . we don’t want risk management to get in the way of what 
is a successful company, but we need to get risk management to dovetail 
into what we are trying to do. 

The approach that Tesco used to achieve this dovetailing was a system over
seen by internal audits that focused on process management and placed a strong 
emphasis on performance that was managed and enforced through cultural 
norms. As we will see, the focus was primarily internal, and the cultural pres
sures created problems for staff, particularly at the senior level. 

Roles and Responsibilities for Risk 

At the heart of the risk management system is the specification of roles and 
responsibilities for risk throughout the group. There were three distinct levels 
of responsibility – the board of directors and senior management, the internal 
audit function, and line management and other staff. We will look at each of 
these in turn. 

THE BOARD OF DIRECTORS AND SENIOR MANAGEMENT 

The board of directors held (and continues to hold) overall responsibility for 
risk management and internal control and their role was three-fold: 

• Setting the Group’s Risk Appetite 
Risk appetite is determined by the directors’ views about market and 

shareholder requirements, global economic conditions, and the existing 
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business mix. Balancing risks and opportunities, the aim is to maintain 
internal controls that accurately reflect the risk appetite. 

• Identifying the Key Risks Facing the Group 
Key risks are those which threaten core strategies. The key risk register, 

maintained by internal audits, is built up and revised through regular dis
cussion between members of the board of directors, the executive commit
tee, and other senior managers. In addition, one annual board meeting was 
dedicated to a review of strategic risks. The risk register contains informa
tion on the nature of the risk(s), as well as their potential impact and likeli
hood, and it is regularly updated through feedback from multiple sources, 
including the steering wheel. All risks are allocated a named “owner,” and 
the controls and procedures used to mitigate them are identified. 

Key risks detailed in the annual reports from 2004 to 2014 cover several 
categories: 

• Strategy and finance 
• Reputation, operations, and people 
• Regulation and the external environment 
• Financial services/Tesco Bank 
• Corporate social responsibility (CSR) 

• Since 2007 the reports have also included information on the type of risks 
(which have evolved over time) and how they are managed. Process risk 
management was seen as vital: “The Tesco philosophy is ‘the customer is 
king’: without the customer we don’t exist. Every part of the process is 
customer oriented. . . . What that means is that the things that we would 
be looking for is . . . we would be watching the service-supply chain.” 

Examples of important processes include: 
The acquisition and development of new sites for stores, either at home 

or overseas. 
Product safety from suppliers through to on the shelf in stores. 
IT systems used for both procurement, delivery, and sales (e.g. logistics 

planning and barcode scanning). 
Problems across any of these processes could affect the ability to trade, 

and therefore represent key risks. 
• Overseeing the group’s risk and internal control system 

The board is responsible for the overall system of internal control and 
for reviewing its effectiveness. Group-wide processes establish the risks and 
responsibilities assigned to each level of management and the controls to be 
implemented and monitored. The control system seeks to mitigate against 
the risk of not achieving objectives, rather than eliminate the risk of fail
ure, and it is acknowledged that some risks are outside the board’s control. 

The effectiveness of the internal control systems is reviewed annually 
by the audit committee, meeting quarterly and reporting directly to the 
board. The audit committee can also be more proactive in their manage
ment of risks and will sometimes directly inspect operations to gain an 
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on-site view of internal control. The committee, chaired by a non-exec
utive director, receives regular reports from the head of internal audits on 
internal control effectiveness and also has the power to take action to call 
senior line managers to account if it believes they are failing in their risk 
management duties. 

Two other senior management committees also play an important role 
in monitoring the exposure to risk and the effectiveness of internal con
trols. Regulatory risk is the responsibility of the compliance committee, 
meeting four times a year, with its membership made up of two execu
tives, the company secretary, and three senior managers. This committee 
also oversees the work of specialist functions such as trading law and the 
technical and company secretariat, which provides assurance and advice 
on health and safety and regulatory social and environmental issues. The 
CSR committee, also meets quarterly, with its membership drawn from 
senior management across the group, together with the company secretary. 
Financial risks and the treasury function are managed by the finance com
mittee, which also sets the treasury limits. 

INTERNAL AUDIT 

The internal audit function, accountable to the audit committee, is independ
ent of business operations, and its remit is to evaluate and monitor the internal 
control and risk management processes across the entire group. The staff see 
their role as facilitators, engaged in assuring the board that risks are adequately 
identified and controlled in line with the board’s declared risk appetite. 

Internal audit plans are risk based and largely focused on the core processes 
that influence strategic success. For each audit, all the potential risks of the cho
sen process are identified, together with information on what controls are in 
place to mitigate those risks. Auditors are then able to test control effectiveness. 

Certain issues are audited automatically (e.g. new ventures, third-party risks) 
in an approach that fits with the work of Selim and McNamee (1999), who 
found that the assets, projects, and processes deemed key to strategic objectives 
are the things that drive the audit system. Other areas chosen for investigation 
are dictated by managerial experience and intuition – “at the end of the day it 
is people’s experience and how you feel” (head of internal audit). This matches 
research by Helliar et al. (2002), who found that judgments on what to audit 
were commonly based on experience rather than probabilistic measures of risk. 

Around 25% of activities and processes are audited each year, and the result
ing reports clearly specify any corrective steps to be taken and who is responsi
ble. Reports get sent to the relevant responsible board member, and the internal 
audit is commonly returned to check that actions have been taken as required. 
Line management remuneration, and sometimes survival, is dependent upon 
them doing what is requested. 

The detail of how the internal audit works is best understood via a more 
detailed example. As already noted, the effective selection, development, and 
management of property assets is central to Tesco’s success as a retailer and is 
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Figure 7.2  Governance model 

Source: Internal documentation provided by an interviewee 

seen as a way of creating long-term shareholder value. The process of site selec
tion is therefore a source of risk that warrants attention from internal audit. 
The stages of the audit of a site acquisition in a central European country are 
detailed in Box 7.1. 

Box 7.1: Internal Audit of Overseas Site Acquisition 

“An auditor will pick up an area, site acquisition in X, for example. We 
have a property specialist put together the typical risks that you would get 
in a property process, so he would put together an overall risk thing, the 
auditor will go and have a talk to senior management and to the people 
involved in the process and will then adjust the risk model to reflect the 
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risks specific to that country’s business, anything that could go wrong. 
He then goes along to the business and literally starts working through. 

First of all tell me what you do and how you do it, then show me what 
you do and show me how you do it and he’ll actually look at the docu
ments and everything else. So he would say in the case of ‘failure to iden
tify all potential sites of interest on the market’ – so how do you ensure that 
you do identify all of the potential sites on the market? And they will say 
‘oh well we do a strategy review of this, we do this, we do . . . so on and so 
forth. You’ll then be talking to some of the property specialists in Hungary 
who are outside of the business and saying ‘Right, is there anything the 
company isn’t doing?’ The auditor can then report back on whether he 
thinks it is adequately controlled or not. A recommendation then comes 
out, which it is the responsibility of the line manager to implement. 

If a risk is deemed significant enough, it may appear on the key risk 
register, and is reported to the Board as well as the Audit Committee.” 

Source: Interview with a member of an internal audit 

Staff in internal audit come from a mix of backgrounds, some are Chartered 
Institute of Management Accountants (CIMA), Association of Chartered Cer
tified Accountants or Institute of Chartered Accountants in England and Wales 
qualified, and others hold Institute of Internal Auditors qualifications. The 
churn rate within the department is quite high, and this is seen as beneficial 
because when staff move into other areas of the business, they take an awareness 
of risk management with them. 

The head of internal audit reports directly to the head of the audit commit
tee (a non-executive director) and also attends all the committee’s meetings. In 
addition, he or she reports to an executive manager – the finance and strategy 
director – on a day-to-day basis. 

LINE MANAGEMENT AND OTHER STAFF 

International CEOs and the local boards maintain their own risk registers and 
carry responsibility for assessing their own control systems. In addition, the 
local CEOs/business heads are required to sign annual statements of assurance 
of compliance with the board’s governance policies. The same process also 
applies to the key central functions (e.g. HR and finance). 

In some, but not all, joint ventures (e.g. Tesco Personal Finance pre-2008) 
the board’s assurance is dependent upon the internal control systems of the 
partner and their respective obligations relating to control effectiveness. 

At a national level, several key groups carry significant responsibility for risk 
management, particularly the operational committees  – trading, operations, 
people, property, and IT – each with a remit to manage a specific area of risk. 
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Performance against steering wheel targets and the findings of internal audit 
reviews are reported to these committees, although the ultimate responsibility 
for controlling the relevant risks rests with line management. 

At the lower levels, every store has a steering wheel, and risk is defined in terms 
of not hitting the steering wheel targets. When performance is below expectations, 
the wheel is marked red, and when asked about the extent of risk awareness amongst 
store staff, the following exchange with one interviewee was very revealing: 

INTERVIEWEE: “I don’t think the word risk there is one. I think how far is there 
an awareness of things possibly going wrong, and then how do they control 
things going wrong.” 

RESEARCHER: “And that extends to the shelf fillers?” 
INTERVIEWEE: “Yes it does, yes, even if it’s just that they know that they don’t 

meet the five o’clock clear up time or something.” 

This reaffirms the earlier observation that risk management was redefined as per
formance management in Tesco and held to be the responsibility of all staff, reflect
ing the organisation’s commitment to a performance-based control system. 

Risk Assessment, Communication, and Monitoring 

This work is done by line management, using a risk and materiality matrix 
which classifies risks as green, amber, or red dependent upon a combination of 
likelihood and consequences. The categorisation is based upon experience and 
“gut feeling” rather than detailed risk modelling but provides a basis for clarify
ing which risks warrant greater or lesser monitoring. For example, in terms of 
financial control, the finance manager may identify the risks faced as including: 

• Cash management 
• Investment appraisal 
• Balance sheet control 
• Financial information systems 
• Skill risks (shortage of key people) 
• Managing “the City” (investors) 
• Compliance with accounting standards 
• Financing (e.g. illiquidity) 
• Refinancing 
• Interest rates 
• Foreign exchange 
• Counterparty credit 
• Tax 

All of these risks are assigned owners, and all are classed as green, amber, or 
red. Red implies the risk is a glaring problem. Amber means “we aren’t com
fortable with where we are at on the risk scale but we do have a plan to tackle 
it. Green is that we are comfortable with the risk that we are taking.” The risk 
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owner is required to take action to bring the risk level down to green wher
ever possible, and advice on how to do this will be provided by internal audit. 

The direct involvement of operational managers in the identification of risks 
helps to broaden the understanding of risk across the whole group and fits with 
De Haas and Kleingeld’s (1999) suggestion that participation is vital to the 
effectiveness of a control system. 

The risk registers, allocation of risk ownership, and action plans all form 
important parts of the risk management process, but ultimately risks are only 
managed if the process is continuous, and this requires that the risks and action 
plans are the subject of regular review. The frequency of monitoring reflects the 
level of significance of the risk. 

Figure 7.3 portrays the lines of communication used within Tesco PLC.4  
The arrows indicate the direction of the information flow, with upward  
arrows showing reporting lines, whilst downward arrows show the commu
nication of objectives or priorities. Risk issues are reported to the specialist  
monitoring committees and internal audit. Internal audit reports to the audit  
committee, the members of which may also initiate internal audit investiga
tions or take senior managers to task if there are signs of inadequate controls  
over risk or if performance targets are missed. If, for example, a national CEO  

Figure 7.3  Lines of communication in Tesco 
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has been a bit slower in managing risk than the audit committee considers 
desirable, they may be flown over for a meeting to explain what is happen
ing and why. Such meetings were described by an interviewee as “a bit like 
being in the headmaster’s study,” suggesting a level of fear and trepidation of 
possible punishment. Jobs could be lost, and valuable careers were potentially 
on the line. 

The organisational structure, with only five grades of staff top to bottom, 
served to assist the risk communication and monitoring process. Formal lines 
of communication were augmented by informal systems. For example, one 
interviewee observed that “many years ago we decided on a strategy of trying 
to improve the controls of the business by getting as many people as we could 
[who] trained through audit [to] spread the message about risk.” 

The system described here is one in which all risks are owned and exposure 
is clear under the traffic light system. Consequently, because the risk report
ing lines go right through from line management up to the board of directors, 
no business or individual escapes scrutiny. Whilst such a system sounds good 
in theory, how the scrutiny is exercised and consequently influences people’s 
behaviour is also critical. Organisational culture is central to this issue. 

A Value-Driven Culture 

The five-tier structure meant that the link between the national sales/profit 
results could easily be traced down through regions and into single stores, facil
itating tight performance monitoring. Throughout Tesco, converting the fear 
that might be induced by performance monitoring into genuine staff commit
ment to the steering wheel targets was achieved in two ways. The first was by 
training staff in “Tesco Values,” representing the group’s culture and goals. The 
values are summarised as: 

• No one tries harder for customers 

• Understand customers 
• Be first to meet their needs 
• Act responsibly for our communities 

and 

• We treat people how we like to be treated 

• Work as a team 
• Trust and respect each other 
• Listen, support, and say thank you 
• Share knowledge and experience

 . . . so we can enjoy our work 
The simple language made the messages both easy to understand and memo

rable. They are also non-contentious, encouraging compliance. 
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Tesco Values and the accompanying code of conduct set the terms for a 
code of behaviour towards customers, colleagues, and suppliers that, when fol
lowed, would reduce reputational risk, discourage fraud, and encourage regu
latory compliance. Fraud and theft risks were further managed using standard 
accounting and access controls. 

The second way of nurturing staff commitment to targets was via schemes 
that rewarded them according to the financial performance of the group. The 
schemes operated at all levels, although the incentives were higher for senior 
management. 

•	 At the executive director level – direct links between remuneration and 
personal and group performance targets (e.g. the executive bonus scheme 
offered both long- and short-term bonuses of cash/share options linked 
to the achievement of targets on Earnings Per Share (EPS) growth, return 
on capital employed (ROCE) growth, total shareholder return, and other 
specific, but confidential, strategic goals). 

•	 For all employees – a profit-sharing scheme for all staff with more than one 
year’s service. The profit share is calculated pro rata to base salary, up to a 
maximum £3,000 annual tax-free limit. Staff may also opt into a savings-
related share option scheme and a partnership share plan.5 

Directly linking staff behaviour (Tesco Values) and the achievement of perfor
mance targets with the remuneration system “allows the business to be oper
ated with due regard for all stakeholders” (head of international audit). 

Serving stakeholder interests, however, does not necessarily mean that risks 
are being well managed. Whilst behavioural soundbites such as “every little 
helps” were widely recognised, the monitoring of compliance with the code of 
conduct appears to have been limited. The values remained unchanged for over 
a decade, and this may also have served to diminish their impact. 

A whistleblowing service – Protector Line – was established in 2003, which 
should have helped to encourage ethical behaviour, but staff discussion forums 
suggest that it was poorly publicised and awareness of it very limited. The 
service dealt with issues of commercial security, bribery/fraud, and breaches 
of trading law. Personnel issues were primarily resolved by line management 
or human resources (HR) if a grievance process is instigated. Evidence from 
online forums suggests that some whistle blowers have expressed a lack of con
fidence in Protector Line’s early effectiveness in protecting confidentiality and 
enforcing change. Usage of the line increased over time, however, suggesting 
some improvement, with 1,700 calls reported in 2009; in 2011 an email con
tact system was added to further improve access. 

In summary, most Tesco staff interacted with risk management via efforts 
to do the right thing in terms of the customer, with their work monitored 
through in-store steering wheels. The informal and strongly promoted Tesco 
Values encouraged a customer-focused mindset, but the tight performance 
monitoring also had other effects. As already noted, a performance-based 
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control system reinforced by a values-driven culture were key elements of 
Tesco’s approach to management. 

High-Profile Leadership: A Culture of Fear 

The hierarchical system and continuous performance monitoring served to 
engender a culture of fear and machismo. A former employee based at Tesco’s 
HQ in Cheshunt has been quoted as saying 

Food retailers are run through a combination of fear and motivation. . . . 
Staff at night fear the 6am or 7am walk with the store manager . . . the 
store manager will fear the regional director and they would fear head 
office. Power matters. 

(Neville, 2014) 

Many employees may make similar comments about their workplace, but 
Terry Leahy was well known for exercising his power and upbraiding staff 
in front of colleagues. When business is good, targets are achievable and a 
performance-focused culture is easier to tolerate, but for Tesco, when the 
markets conditions got tough, the hard-line pressure to hit targets created a 
huge problem. 

Managers who face a serious dressing down, miss bonuses, or lose their job if 
targets are not hit will respond in ways to protect themselves, especially if they 
have some discretion over the figures they report. From around 2010 onwards, 
the strategy of focusing on customers was failing to generate the desired profit
ability for Tesco, and huge investments in expansion both at home and overseas 
added to costs. Although sales almost doubled from £30.8 billion in 2004 to 
£64.1 billion in 2014, the key financial KPIs of operating margin and ROCE 
were falling. ROCE dropped from 19% to just 10% over the period of Sir Terry 
Leahy’s tenure as CEO (Vincent, 2017), and pressure on managers was mount
ing. Expansion was eating up capital, causing debt to rise, and core shareholder 
returns were falling. 

The internal control system within Tesco at the time was so focused on 
internal performance monitoring, and the fear of failure so embedded, that the 
result was a crisis. 

Origins of the Scandal 

Throughout the first decade of the new millennium, the emphasis on customer 
care served the business well. Tesco’s share of the UK grocery market expanded 
from 22.6% in 1997, when Leahy took on the CEO role, to a peak of 30.6% 
in 2012, before falling to a ten-year low in early 2015. At the same time, the 
market capitalisation of Tesco in 2004, the year before the steering wheel was 
introduced, was £19.77 billion, and by 2014 it equalled £27 billion before the 
effects of the accounting scandal hit. 
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Terry Leahy retired as CEO in March  2011, but his replacement, Philip 
Clarke, adopted a very similar management style. Like Leahy, Clarke was a 
Tesco “lifer” with thirty-six years of service with the company; he had begun 
work as a shelf stacker and was steeped in the corporate culture. Clarke con
tinued to promote expansion into the non-grocery sector, overseeing the pur
chase of the online video streaming service Blinkbox in 2011 and resisting 
pressure from analysts to close the loss-making US operation Fresh and Easy. In 
an effort to reinvigorate the UK core of the business and respond to the growth 
of the discount chains Aldi and Lidl, Clarke initiated a £500 million price cut
ting campaign in late 2011, but this did not stop Tesco from being forced to 
announce in January 2012 its first profit warning in twenty years. The share 
price fell by 16% in a single day. 

A £1 billion turnaround plan in 2012 failed to stem the decline in perfor
mance, and in 2013 Tesco declared its first ever fall in annual profits, with huge 
write-downs, including a £1 billion charge caused by the decision to quit the 
US market. By early 2014, the group faced its lowest share (28.7%) of the UK 
market for a decade, and further price cutting efforts did not halt continued 
falls in the share price. In April 2014, just days before the annual results were 
announced, Tesco’s long-serving finance director Laurie McIlwee resigned, 
and the subsequent results revealed a further 7% drop in profits. Three months 
later, following yet another profit warning, Clarke himself resigned, although 
he stayed in his post until his replacement took over in September 2014. 

In appointing the new CEO, Tesco broke with its ninety-five-year practice 
of appointing from within and chose Dave Lewis from Unilever. At Unilever 
Lewis had gained a strong reputation for his “turnaround” skills within the 
group’s toiletries division, and although he lacked retailing experience, ana
lysts saw him as a man who could “win price wars and perhaps that is the big 
issue now facing Tesco” (Rankin, 2014). He faced a massive task, made bigger 
just weeks later by a huge slump in shares and a big reputational hit caused by 
accounting errors that forced the admission that the previous year’s profits had 
been overstated. A crisis was unfolding as the share price fell 12% in one day, 
wiping £2 billion of the value of Tesco. 

The Legacy Paper 

Tesco’s stock market announcement that the previous year’s profits had been 
overstated was triggered by what has become known as the “legacy paper,” first 
seen by Dave Lewis on 19 September 2014 and authored by a whistle blower 
in the finance department. Frustrated at not getting a response when he first 
drew attention to the irregularities when Philip Clarke was still the CEO, the 
whistle blower, a senior accountant, ultimately reported the problem to the 
group’s legal officer. 

The legacy paper claimed that commercial income was being pulled for
ward from future periods in order to enable Tesco to hit internal profit targets. 
The challenges of accounting for commercial income had already been raised 



Risk Management in Retail 127  

  

 

 

 

within the finance department some years earlier. In 2012, Laurie McIlwee 
emailed staff warning them of weaknesses in the company’s financial controls 
after problems in its Polish business. The message to finance staff was clear: 
“You should be in no doubt as to the seriousness [of ] misdeclarations” and said 
that accounting for profits early was forbidden “where [the profits] cannot be 
justified” (Ahmed, 2015). 

The whistle blower in 2014 was clearly responding to McIlwee’s earlier 
advice and took the view that the practice was in breach of existing account
ing standards. The Financial Times (Croft, 2017) reported that several senior 
staff had resigned because they “felt so compromised” by the practice. A senior 
project manager had turned down a promotion and left Tesco because of his 
concerns, claiming at his exit interview that others were “too scared” to speak 
out for fear of losing their jobs, and accounting staff were “in tears” about being 
asked to misreport profits and breach professional accounting guidelines (Croft, 
2017). The recognition of commercial income (i.e. the point at which it is 
reported as income in the accounts) is both problematic and judgmental for the 
retail sector, as explained in Box 7.2. 

Box 7.2: Accounting for Commercial Income  

in the Retail Sector
 

Commercial income is the term used to describe the income received 
by large retailers from the huge multinationals that supply many of their 
products. In the UK, this income is estimated to be worth around £5 bil
lion per year to the top four supermarkets. 

In competitive markets such as the UK, suppliers and brands want to 
occupy the premium spaces on supermarket shelves and therefore pay 
retailers such as Tesco to list their products. The payments may be for 
shelf space and location but will commonly linked to “rebates,” which 
are incentive payments made to the retailer if specific sales volumes are 
achieved or exceeded. 

For example, the Kellogg Company may offer Tesco a 2% rebate on its 
purchases of breakfast cereals if sales exceed X million cartons. If Tesco is 
seeing its market share falling, however, then it faces the risk of not selling 
enough Kellogg cereal to hit the target and earn the rebate. 

Standard practice midyear is for Tesco’s central finance department to 
email individual managers asking them to estimate the rebates expected 
from suppliers in respect of the half-year’s trading. They do not have to 
provide evidence to support their estimates, and if the rebates are linked 
to bonuses or commissions, there could be a temptation to be overly 
optimistic. 
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If income in the form of rebates is overestimated in Period 0, then profits for 
that period will be overstated, and when income is retrospectively corrected 
to the true level in Period 1, then the profits will have to adjusted back down. 
Repeated use of the pulling forward technique therefore creates a hole in the 
accounts that increases over time. Simultaneously, managers and accounting 
staff on the ground are faced with dealing with the conflict between the pres
sure to keep performance figures high and compliance with the ethical guide
lines laid down in Tesco Values and the code of conduct, as well as broader 
professional rules of practice. 

In a subsequent investigation by Deloitte into the affair, commissioned by 
the Tesco board, it was concluded that Tesco staff were “unduly and persis
tently” optimistic about future sales and rebate levels over the course of several 
years. The company auditors PwC had noted that commercial income was a 
big determinant of profit and possibly subject to manipulation, but their con
cerns were placated by the audit committee (FT, 2014). 

The scope for managerial judgement in estimating the level of commer
cial income explains why it is unsurprising that the original estimate of an 
overstatement of £250 million for the first half of 2014 was corrected just 
one month later to £263 million. Ultimately, it was revealed that the practice 
of reporting income not yet earned had been going on for some time, with 
around £75 million of the overstatement relating to pre-2013 accounts. This 
persistence over several years suggests the company had been in some distress 
and board oversight was not as effective as it should have been. 

Further evidence of weak governance is reinforced by a subsequent investi
gation by the government-appointed Groceries Code Adjudicator, Christine 
Tacon, who found that Tesco had mistreated suppliers in pursuit of their efforts 
to maximise commercial income. Her report observed them “failing to correct 
erroneous records, issuing duplicate invoices and failing to make payments, 
in some cases for years after acknowledging the debt” (Thomas, 2014). The 
Groceries Code Adjudicator also found that Tesco sometimes made unilateral 
deductions from suppliers’ invoices to compensate for making less money than 
hoped on their products – internal financial targets appeared to dominate their 
relationship with suppliers. Unsurprisingly, Tacon recommended that such 
unilateral deductions be stopped, and any proposed deductions were open to 
challenge by the supplier. 

The gravity of the accounting errors in Tesco is reflected in the fact that they 
not only represented a breach of the UK’s Grocery Supply Code of Practice 
(2010) but also led to investigations by the Serious Fraud Office and the Finan
cial Conduct Authority, the suspension of eight executives, and a criminal trial 
in which three senior executives were ultimately acquitted. Clearly something 
had gone wrong with both governance and internal control systems. 

The root cause of the commercial income issue lay in the culture of prior
itising short-term performance targets above all else and the linking of mana
gerial and executive pay6 to their achievement. Worsening financial results, 
combined with failings in governance at a senior level, engendered behaviour 
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both “unreasonable” to suppliers and confusing to investors. Table 7.3 illus
trates how the continuous trajectory of sales growth from 2004 to 2012 then 
begins to stagnate and vital financial performance figures such as operating 
margin, profit before tax, and earnings per share all start to fall. Both profit 
before tax and operating margin fell by almost half between 2012 and 2013. 

Importantly, in its core UK grocery market, sales per employee fell from just 
under £208,000 in 2012 to £200,000 in 2014, as Tesco saw its market share 
squeezed by the discount retailers Aldi and Lidl despite several price cutting 
campaigns over the same period (see Table 7.4). 

With lower prices not working to generate the desired profits, Clarke revised 
the strategy to seek growth via multichannel sales, and some observers have 
suggested that the culture also changed under his leadership. One senior source 
told the Sunday Telegraph in 2014 (Thomas, 2014) that there had been “a cor
ruption of virtues” amongst Tesco staff. 

It is interesting that the problems with accounting for commercial income 
coincide exactly with this period of decline (2012–2014). One possible expla
nation is that the failing performance resulted in the most senior level losing 
sight of the customer – the driving force behind its culture for decades – result
ing in suppliers being seen as an alternative source of profits. The increased 
frequency of short-term promotions to encourage sales provides some support 
for this idea, as such promotions invariably generate commercial income. 

This raises fundamental questions about the composition of the board and 
why and how it allowed managers to “push the boat out” in terms of recognis
ing revenue not yet earned and cut costs by failing to pay suppliers or adjusting 
invoices downwards. Where was the oversight? Aggressive accounting aimed 
at carefully timing both income and costs is acceptable within limits, but one 

Table 7.3 Steady Decline (2011–2014) 

Performance Measure 2004 2009 2011 2012 2013 2014 

Group revenue (exc. Tesco 
Bank) £m 

Profit before tax (£m) 
Operating margin 
Market 
capitalisation 
(£m) 
Return on capital 

employed 
Earnings per share (pence) 
Revenue per employee in 

UK (£) 
Weekly sales per square 

foot (UK £) 

30,814 

1574 
5.9% 
19,966 

10.4% 

16.45 
162,459 

22.48 

47,135 

2954 
5.9% 
29,107 

12.8% 

28.92 
196,436 

25.34 

60,255 

3917 
6.4% 
32,672 

12.9% 

36.26 
202,850 

24.95 

63,497 

4038 
6.5% 
25,486 

13.3% 

40.31 
207,931 

24.86 

62,946 63,146 

2057 2259 
3.7% 4.1% 
29,981 27,000 

12.7% 12.1% 

33.74 32.05 
204,319 200,637 

24.15 23.33 

Source: Tesco annual reports 
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Table 7.4  Yearly Average Supermarket Share (%) of UK Grocery Market (1997–2018) 

Supermarket 2004 2008 2012 2014 2018 

Tesco 28 31.1 30.6 29.1 27.8 
Asda 16.6 17.0 17.3 17.2 15.2 
Sainsbury 15.7 16.2 17.0 16.4 16.2 
Morrison 6.6* 11.4 11.9 11.1 10.6 
Aldi  2.2** 2.9 3.2 4.8 7.4 
Lidl  1.8 2.3 2.8 3.5 5.4 

KEY 
* Excludes Safeway stores bought in 2004 
** 2005, as 2004 not available 

Source: Based on data extracted from fooddeserts.org 

might expect internal controls (and both internal and external audit processes) 
to prevent excesses in an organisation the size of Tesco. A crisis that is only 
revealed by a whistle blower at a senior level suggests a clear failure of gov
ernance, and Tesco was forced to admit to the events in 2014: “The Control 
Environment has not been fully effective in the year. This has manifested itself 
primarily in the events around commercial income and the resultant impact on 
the financial statements” (Tesco annual report, 2015, p. 39). 

Seven Failures of Governance and Control 

It is evident that Tesco was legally compliant in its reporting practice in rela
tion to the UK’s Combined Code and that it also, as required by the code,  
operated a whistleblowing policy to enable problems to be confidentially  
reported. Nonetheless, the control system failed to stop the misreporting  
of income, suggesting underlying problems of governance that, whilst legal,  
were insufficient. Several issues can be identified that may shed light on what  
went wrong. 

The Balance Between Independent and Executive Directors 

Following the global financial crisis in 2008, the prevailing view in govern
ance debates has been to “treat the board as a supervisor/monitor of senior 
managers. Consequently, the board of directors tends to focus on the control 
of management behavior and monitoring of the company’s past performance 
and sustainability” (OECD, 2018, p. 4). Central to this monitoring process is a 
balance between executive and non-executive board members. 

On three occasions  – early 2009, from mid-2010 until the end of the 
financial year in February 2011, and across several days in early 2012 – Tesco 
breached the Combined Code’s recommendation that at least half of the board 
of directors, excluding the chairman, should be independent non-executive 
directors (NEDs). Tesco correctly reported the code breaches on all occasions. 

http://fooddeserts.org
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The remaining time the balance was exactly 50:50 until in 2014, when the 
appointment of several new NEDs shifted the balance in their favour. 

The logic behind the 50:50 requirement is to ensure that executive pow
ers are matched by that of the NEDs, thus avoiding “groupthink.” If there are 
strong characters amongst the executives, however, and this is perhaps com
bined with new or inexperienced NEDs, then executives may dominate and 
their views scrutinised or questioned less closely than is desirable. 

NED Experience 

One of the limitations of the Combined Code is that it does not require NEDs 
to have relevant experience in the particular field of business. The NEDs in 
post at Tesco in 2014 were noticeably lacking in relevant experience – none 
had worked in the retail food sector. Given the specialist nature of the issues 
surrounding accounting for commercial income – a peculiarity of retailing – 
it is possible that existing NEDs did not feel equipped to question existing 
practice. The appointment of Richard Cousins (former CEO of the catering 
firm Compass) and Mikael Ohlsson (former IKEA CEO) helped assuage stock 
market concerns in October 2014, but there remained pressure to increase both 
the number of posts and the breadth of NED experience. 

EXTERNAL EVALUATION OF BOARD PERFORMANCE 

The Combined Code lays down various requirements in relation to board 
evaluation, most notably: 

•	 B.6.1. The board should state in the annual report how performance eval
uation of the board, its committees and its individual directors has been 
conducted. 

•	 B.6.2. Evaluation of the board of FTSE 350 companies should be exter
nally facilitated at least every three years. The external facilitator should be 
identified in the annual report and a statement made as to whether they 
have any other connection with the company. 

In the case of Tesco, on two occasions (2010–2011 and 2014–2015) the inde
pendent evaluation was delayed for a year due to changes in senior management. 
Such delays leave open the possibility that scrutiny is below the desired level. 

The Organisation for Economic Co-operation and Development (OECD) 
(2018) recommends that evaluation should not only be external and independ
ent but should also address several interlinked issues: 

1.	 Quality of the monitoring and risk management role 
2.	 Quality of the strategic and other business-related advice 
3.	 Board dynamics and board members’ proactive participation 
4.	 Diversity of the board 
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There is no guarantee, however, that external evaluation is effective, as there 
are a limited number of firms who conduct such work in the UK. They have 
been criticised for evaluations that are over-reliant on questionnaires, as well 
as the scope for potential conflict of interest because several are also executive 
search firms deployed to appoint boardroom directors. A government-com
missioned review by the UK’s Chartered Governance Institute has resulted 
in a recommendation that a voluntary code of practice be introduced requir
ing reviewers to publicly commit to standards of independence, integrity, and 
competence (Thomas, 2021). No decision has yet been made in respect of the 
recommendation. 

THE ROLE OF THE EXTERNAL AUDITORS 

The Financial Reporting Council investigated the work of PwC in relation to 
the preparation, approval, and audit of the financial statements of Tesco PLC 
for the financial years ending February 2012, 2013, and 2014. The investiga
tion was closed in 2017 when the FRC executive council concluded that there 
was “not a realistic prospect that a tribunal would make an adverse finding 
against PwC.” 

In the 2014 financial statements, the external auditor’s report included the 
comment that commercial income was an area of focus in their work “because 
of the judgement required in accounting for the commercial income deals 
and the risk of manipulation of these balances” (Annual Report, 2014, p. 66). 
Reports suggest that this was the third time that PwC raised questions with 
Tesco about how the income was recognised in the accounts, but the audit 
committee successfully placated their concerns. 

THE ROLE OF THE BOARD AND AUDIT COMMITTEE IN RELATION TO THE 

ACCOUNTS 

Both the main board of directors and the audit committee have a duty to 
ensure that the accounts give a fair and balanced reflection of the company’s 
financial position. Given the queries from the external auditor, the issue of 
commercial income was clearly on the agenda of the audit committee, but the 
2014 committee report states, “It is the Committee’s view that whilst commer
cial income is a significant income for the Group and involves an element of 
judgement, management operates an appropriate control environment which 
minimises risks in this area.” 

Given the need to correct the earnings figures for three consecutive years, 
their judgement appears to have been impaired. In the eyes of one Financial 
Times reporter “The board – especially the non-executive directors, and mem
bers of the ethics and audit committees – seems either to have been derelict in 
its duties, ignored the problem or turned a blind eye” (Wilmott, 2014). 
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Possible explanations for this include: 

1.	 PwC were the external auditors for Tesco from 1983 to 2014. Such a long
standing relationship may affect the capacity of audit committee members 
to challenge the work of the auditors. Interestingly, a revised version of the 
Combined Code required that from 2014 onwards the external auditors 
should be rotated every decade. The aim is to avoid any risk of bias or sub
jectivity in the audit. Within Tesco, the audit committee agreed to put the 
audit out to tender in 2015, and the new contract was awarded to Deloitte. 

Of the directors on the board at the time the errors were announced 
(excluding the newly appointed CEO and chief financial officer [CFO]) 
two formerly worked for PwC. Mark Armour, an NED appointed in 2013, 
was a former partner at the accounting firm and, significantly, Ken Hanna, 
the chair of the audit committee, was also a PwC alumnus. Challenging 
former colleagues is extremely difficult from either side of the fence. 

In the view of Wilmott (2014), the arrangement between the auditors and audit 
committee is “brilliant. . . . Neither group considers itself guilty of incompetence 
or impropriety. Yet collectively they presided over a serious failure of oversight.” 

AUDIT COMMITTEE RESPONSIBILITIES IN RESPECT OF WHISTLEBLOWING 

REGARDING FINANCIAL MISDEMEANOURS 

Under the terms of the Combined Code, responsibility for ensuring that 
employees can confidentially report concerns over financial wrongdoing rests 
with the audit committee. The audit committee must have been aware of the 
email sent in 2012 by the CFO to employees explicitly forbidding account
ing for profits early except when fully justified, and as such one might have 
expected closer scrutiny of financial controls in this area. More worryingly, 
the fact that finance and other staff resigned over the issue before the senior 
accountant finally had his voice heard in the legacy paper is very significant. 
Were staff not being listened to, or were they too afraid to raise concerns? Who 
knew what about the numbers, and why did it take so long for someone to 
have the courage to blow the whistle? 

THE ROLE OF THE REMUNERATION COMMITTEE IN SETTING BONUS TERMS FOR 

SENIOR EXECUTIVES 

The remuneration committee report in the 2012 annual statements declares 
that “at the heart of Tesco’s remuneration arrangements is a performance 
focused culture” (p. 64). At this point, 70% of the executive directors’ annual 
bonus (worth up to 200% to 250% of base salary) was dependent on achieving a 
specified rate of annual profit growth, and the remaining 30% was linked to the 
achievement of short-term strategic objectives. Half of the annual bonus was 
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payable in cash and half paid in shares deferred for three years, with clawback 
provisions applicable to the latter portion. In 2011–2012 the short-term profit
ability target was not met, and two of the six strategic targets – like-for-like 
sales growth and ROCE – fell below the threshold required to trigger bonuses. 
The remuneration report includes five-year charts of remuneration for each 
executive director, which clearly show a substantial drop in 2011–2012. 

In 2012–2013 the profit target was again missed, and so no related bonuses 
were paid. The ROCE performance was also below the required level, thus 
failing to trigger part of the short-term strategic bonus. The remuneration 
committee reviewed the short-term bonus payment terms and revised them 
with effect from 2013 to 2014. A key change was that the strategic component 
of the bonus was split into financial and non-financial components representing 
26% and 24% of the bonus, respectively. Additionally, no bonus relating to strategic 
measures could be earned if the profitability target was not met. 

This change further ramped up the pressure to hit profit targets, and if targets 
are passed down the hierarchy, then non-executive senior managers would feel 
under increasing pressure. The pressure was further enhanced by the fact that 
targets had already been missed for two years. 

The bonus system that operated in the years leading into the accounting cri
sis, whilst perhaps motivated by a recognition of the need to keep shareholders 
happy, nonetheless offered huge bonuses for executives when short-term profit 
targets were hit. Furthermore, the remuneration committee’s report in 2013 
makes no mention of questioning the underlying validity of the targets, and the 
changes only served to add to already heavy pressure on management. Was the 
remuneration committee unable to truly challenge the board’s financial targets 
and, if so, why? 

Corporate governance regulation and guidance require that the remunera
tion committee be composed of NEDs to ensure objectivity in decision mak
ing. As discussed earlier, however, the power of the executive versus NEDs 
may be unequal, and it could be the case that the committee felt fundamentally 
powerless to question the performance targets set by the wider board, of which 
they themselves are members. This is perhaps an example of apparently good 
governance principles having unexpectedly adverse consequences. 

Seven Consequences 

The consequences of the trading statements made in September and Octo
ber 2014, adjusting the announced profit figures for the first half of the year, 
had direct and immediate consequences. The impact was felt both financially 
and in terms of reputation and can be summarised as follows: 

1.	 A critical report from the UK’s Groceries Code Adjudicator which 
declared that Tesco had “acted unreasonably” towards its suppliers and 
ordered Tesco to make significant changes to its dealings with suppliers. 
The company did not incur any financial penalty, as the events took place 
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before the adjudicator was granted powers to fine retailers up to 1% of 
turnover for breaches of the code. Nonetheless, the report was damaging 
to the corporate reputation. 

2.	 Resignation of the chairman, Sir Richard Broadbent, and the suspen
sion of eight executives, pending further investigation. By the end of 2016, 
the CEO, CFO, and chairman were all new to the job. 

3.	 Drop in share price. Tesco’s share price in 2014 saw its worst perfor
mance since 1989. From a price of 330.05p on 2 January, the price fell to a 
low of almost half that figure – 164.8p – mid December, before recovering 
slightly to 189p by the end of the year. Such a large drop in the market 
value of the business has a significance well beyond the individual investor, 
because as an FTSE 100 member, Tesco shares will be held in the portfolio 
of many institutional investors, including major pension funds. There is 
therefore a social consequence to the events that extends beyond the busi
ness itself. 

4.	 An investigation by the city watchdog the Financial Conduct 
Authority (FCA) into the accounting irregularities was later dropped after 
intervention by the Serious Fraud Office (SFO). In 2017 the FCA, in a 
joint press release with the SFO, announced that Tesco PLC and Tesco 
Stores Ltd. had committed market abuse by  issuing a trading statement 
which gave a false or misleading impression of the value of publicly traded 
Tesco bonds or stock. Using its powers under Section 384 of the Financial 
Services and Markets Act (2000), the FCA ordered Tesco to pay up to 
£85 million in compensation to investors who bought shares or bonds on 
or after 29 August 2014 and still held these at the date of the trading state
ment on 22 September 2014. Investors received compensation equal to the 
inflated price paid, plus interest. 

In 2016, the SFO charged three Tesco executives with false accounting 
and fraud by abuse of position, alleging that the men had done nothing 
to alert senior management about the false income figures. The first trial 
ended after the defendant suffered a heart attack, the second was halted by 
the judge on the grounds that the evidence was too weak, and the third 
ended with the acquittal of the defendant after the SFO offered no evidence 
against him. In other words, no individuals were found criminally liable. In 
2017, whilst the trials were still ongoing, the SFO entered into a deferred 
prosecution agreement (DPA) with Tesco Stores Ltd. which stated that the 
three men were “aware of and dishonestly perpetuated the misstatement of 
figures” (Croft and Eley, 2019). The DPA enabled Tesco to escape criminal 
prosecution in return for payment of a £129 million fine, despite the sub
sequent acquittal of all three executives. This led to criticism that Tesco had 
thrown them “under a bus” in order to draw a line under the scandal. 

5. Civil lawsuits by institutional investors. In an effort to claim com
pensation for being misled as to the value of Tesco shares, several insti
tutional investors brought two claims against the retailer, valued at more 
than £200 million. One claim was settled by mutual agreement, and the 
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remaining one was dropped just before it came to trial. Tesco had clearly 
forfeited a degree of market trust by its actions. 

6.	 Record loss of £6.4 billion for the 2014–2015 financial year. This 
loss was the largest incurred by a UK retailer and stood in sharp contrast 
to the record profit of £3.8 billion reported just three years earlier. A sig
nificant proportion of the loss was the result of a revaluation of 3,000 UK 
stores, the value of which was reduced by £4.7 billion. 

Commentators have suggested that the scale of the losses reported in 
2015, and their causes, indicated that Dave Lewis, the new CEO, was 
intentionally bundling all problems together with the aim of then enforc
ing a turnaround. The losses placed a marker to say things are going to 
change. 

7.	 Impact on staff morale. The staff most affected by the scandal were 
those in the finance and internal audit departments. As noted earlier, 
several accounting staff resigned before the legacy paper finally led to 
senior management action, either through fear for their job or the con
viction that they would not be heard. Rebuilding staff confidence in 
the integrity of the governance and control system is very challenging 
indeed. 

In responding to the scandal, and picking up the pieces, one of the first things 
that was required was an admission of failure in the internal controls: 

The Control Environment has not been fully effective in the year. This has 
manifested itself primarily in the events around commercial income and 
the resultant impact on the financial statements. 

The business has invested significant time and resource to understand, eval
uate and remediate the control weaknesses. Clear control improvement 
plans are in place. 

(Annual Report, 2015, p. 39) 

The stage was then set for a turnaround, which included significant changes to 
the approach to internal control and risk management. 

Risk Management: Phase 2 (2014–2020) 

In stark contrast to the previous decade, this era is characterised by consolida
tion and active divestment to take Tesco away from international and non-
grocery activities and refocus on its core UK retail operations. It is also a period 
during which huge effort was made to rebuild trust – from both customers 
and suppliers – as a means of increasing footfall, sales, and competitive posi
tion. The aim was to offer simple, stable prices accompanied by outstanding 
customer service. Three strategic priorities were identified: 
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•	 Regaining competitiveness in the UK by reducing prices 
•	 Protecting and strengthening the balance sheet via reduced debt and capi

tal expenditure and a review of the group portfolio 
•	 Rebuilding trust and transparency through “empowering colleagues” 

Senior Management and Strategy 

The scope for strategic change was significant, given the arrival of the new 
CEO, Dave Lewis, in September 2014. Lewis was an “outsider,” moving in 
from Unilever (one of Tesco’s largest suppliers), and he therefore had no cul
tural baggage to influence his decision making. Additionally, a new CFO – 
Alan Stewart from Marks and Spencer – was appointed almost simultaneously. 
A new chairman, John Allan, was then appointed the following month. This 
new team of three at the very top of the group’s management hierarchy could 
rethink the strategic agenda. 

High on the list of priorities was refocusing on UK grocery retailing and 
the sale of loss-making or poorly performing businesses. Table 7.5 shows how 
swiftly this strategy was implemented. 

In addition to selling non-grocery businesses and exiting several international 
markets, forty-three unprofitable UK stores were closed and capital expendi
ture reduced, with the aim of reducing levels of debt. Shareholders felt the pain, 
with huge dividend cuts in the 2014–2015 and 2015–2016 financial years. 

A revised management style was instigated by both replacing a signifi
cant number of very senior managers and revising and simplifying the store 
management structures. The declared business model was to refocus the 
business, develop multichannel selling, and pay close attention to both cus
tomer and supplier needs, and these strategic priorities were reflected in 
the overhaul of the executive committee under Lewis. The committee of 

Table 7.5 Rationalisation and Business Closures 

Date Sector	 Type of Transaction 

2013 International food retail Chinese operations converted to joint venture 
Sale of Fresh and Easy 

2015 UK non-food retail Sale of Blinkbox entertainment 
International online retail Sale of Homeplus South Korea 
International food retail Completion of divestment in China, sale of 

remaining 20% joint venture stake 
2016 International food retail Sale of Turkish store chain 

UK bon-food retail Sale of Dobbie’s Garden Centres 
Sale of Harris & Hoole cafes 
Sale of in-store opticians to Vision Express 
Sale of Giraffe restaurants 

2017 UK food wholesale Purchase of Booker Cash and Carry 
2018 UK online retail Closure of Tesco Direct 
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seventeen members in 2013–2014 was cut to eleven, of which four were 
new in post. The new faces were the CEO, CFO, CEO for the UK and 
Republic of Ireland, and chief product officer. Several positions disappeared 
from the committee, four new ones were created, and some had minor 
changes to job titles. 

Table 7.6 clearly shows the changed focus, as national managing director 
posts are replaced by a single international CEO, and the strategy of emphasis
ing the customer experience and product offering is reflected in the new posts 
of chief customer and product officers. Similarly, positions in areas that had 
caused headaches for the group – commercial income and property – disap
peared, ensuring wider board oversight of such matters. Most significantly, the 
three most senior executive positions – CEO, CFO and UK and Republic of 
Ireland CEO, plus the chairman – were all occupied by individuals new to 
Tesco. The new blood was well balanced, however, by long-serving Tesco staff, 
including the chief product officer, who started in the business as a graduate 
trainee in 1990, and the international CEO, who had worked at Tesco since 
1979. 

Key Learning Point 

Getting the right balance of experience in the business versus the inspi
ration that may come from new management is a challenging issue for 
good governance. 

Under the leadership of both Terry Leahy and Philip Clarke, the steering 
wheel had been central to the governance structure and performance system 
within Tesco. The new management team ditched this on the grounds that, 
with in excess of forty performance metrics, it had become overly complex. 
Lewis announced it would be replaced by the “Big Six,” a more focused set of 

Table 7.6 Changes to Executive Committee Composition (2015) 

Positions Removed New Posts 

Chief Marketing Officer 
Group Property Director 
Group Commercial Director 
Group Business Planning Director 
Managing Director (UK) 
Managing Director of Central Europe and Turkey 
Chief Information Officer 
Company Secretary 

Chief Product Officer 
Chief Customer Officer 
Group Strategy Director 
International CEO 
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measures that would emphasise the prioritisation of customer service and be 
easier for staff to understand. The shift marked not only a way of distancing 
the new management from the old regime but also a mechanism for simplify
ing the business. Simplification involves not just focusing on specific areas of 
business but also about management systems themselves. 

In outlining the new approach, the 2015 annual report declared: 

It’s about alignment and focus: if we give our colleagues more power to 
choose the right actions, we’ll do a better job for customers and achieve 
greater success for our business. 

(Tesco Annual Report, 2015, p. 10) 

The Big Six marked a huge rationalisation of core performance measures, and 
the details are included in Table 7.7. 

The KPIs clearly reflect the strategic priorities, and comparing the Big Six 
with the steering wheel, the most noticeable change is the disappearance of 
operations from the KPIs. No explanation is given for this, but it may simply 
be that management were confident that operationally the business was run 
efficiently and that nurturing customer, staff, and supplier relationships was 
more important to financial recovery. 

The simplicity of the Big Six suggests that its selection was influenced by the 
Objective Key Results (OKR) approach to performance management, which 
gained fame when it was adopted by Google in the 1990s. OKR seeks to gen
erate an accelerated improvement in performance by encouraging staff to work 
together in a performance-focused environment in which they are involved in 
the defining and monitoring of targets.7 The Big Six and other linked KPIs 
are therefore used by the directors and management for performance analysis, 
planning, reporting, and incentive-setting purposes. This not only fits with 

Table 7.7 Rationalisation of Tesco Performance Metrics: From Forty to the Big Six 

Big Six Measured By 

Group sales Excludes sales made at petrol stations to provide a 
performance measure of core retail operations 

Group operating profit Operating profit before exceptional items and 
amortisation of acquired intangibles 

Operating cash flow From retail operations only (i.e. excluding Tesco 
Bank) 

Customer loyalty The frequency with which individual customers shop 
at Tesco and their average weekly spend 

A great place to work and shop The percentage of staff who would recommend Tesco 
as a great place to work and shop 

Supplier satisfaction The percentage of suppliers across the group who 
responded positively when asked if they were 
satisfied with their relationship with Tesco 
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Tesco’s aim of empowering colleagues but also references back to the sound-
bites so integral to the culture of “every little helps” and the performance-based 
focus of the steering wheel. Cross-functional team working is implicit in such 
a system, alongside the transparent sharing of objectives and performance at 
all levels of an organisation. What is most important is that headline strate
gic objectives are clear and quantitative measures established to evaluate their 
achievement. Interestingly, OKR grew out of a concern for overcomplexity in 
the balanced scorecard, which was the foundation of the Tesco steering wheel. 
Lewis’s apparent motivation for shifting to the Big Six appears identical. 

Simple Messaging for Cultural Change 

Attention to customer needs was traditionally seen as a key strength of Tesco, 
and the Big Six brought the customer back as the centre of attention, based on 
a belief that happy customers would yield good financial results. The organi
sational structure whereby most staff are in customer-facing roles meant that 
if they could be persuaded to support and understand the Big Six, then a suc
cessful turnaround was possible. Support was sought by reviving the core Tesco 
values that were so familiar to employees. 

Importantly, the philosophy underpinning the use of OKR-style perfor
mance management is transparency of targets and staff involvement in target 
setting. At the store level, this was translated into KPIs that were easily meas
ured and understood but could be fully integrated into group KPIs, as illus
trated in evaluating customer loyalty. 

Translating Group Targets Into Store Targets 

If the group objective is “customers recommend us and come back time 
and again,” then at the store level this is converted into average spend per 
customer and, using loyalty card information, the frequency of visits by 
individual customers and their average spend. Performance targets that 
link stores into regional, national, and group-wide targets can then be 
defined. 

The cascading down of targets was similarly applied to financial measures 
such as cash flow from operations and combined with a new regimen of weekly 
calls between store managers and senior management, helping to ensure local 
problems and opportunities were identified quickly. 

The Big Six approach was effectively a return to a culture in which per
formance management and risk management were integrated, with risk aver
sion expressed in terms of doing the best one can for customers. One simple 
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example of how this works in practice is the “one in front” promise, first 
introduced in 1994, which promises that no customer will have to queue 
behind more than one other in waiting for service at the checkout. Queues 
represent a risk that a customer will either walk out without buying or wait 
but then be reluctant to return. Risk is thus defined in very simple terms, 
and this simplicity offers an interesting contrast to the textbook view that risk 
management is a control system commonly underpinned by multiple layers 
of bureaucracy. 

As described in the first edition of this book, published in 2011, this simple 
approach worked well for many years. This case has shown, however, how the 
system broke down and revision of the risk management structures became 
essential. Central to the turnaround process initiated by Dave Lewis, therefore, 
were some fundamental changes to internal controls to complement the rein
vigoration of a risk-conscious culture. 

New Initiatives in Risk Management 

In 2015 an external evaluation of board effectiveness concluded that there was a 
need to strengthen risk management procedures group-wide. Combined with 
the ongoing investigations by the SFO and the Groceries Code Adjudicator, 
this was a wake-up call that demanded an immediate response. 

Top of the list for consideration were the controls over commercial income, 
which represented a substantial proportion of group revenue. Two risk manage
ment problems required overhaul – the financial controls over how commercial 
income was recorded in the accounts and the controls over relationships with 
suppliers. In response, the following actions were taken: 

• Simplification of Commercial Income Procedures 
Group audit and assurance (GAA), formerly known as internal audit, as 

the party responsible for providing reassurance on internal control effec
tiveness to the audit committee and board, instigated a review of commer
cial income procedures and made changes to both processes and controls. 
The system was simplified down from what had been approximately 
twenty different variations in payments terms relating to items such as vol
ume rebates, provision of marketing material, and promotional position
ing. Additionally, GAA examined controls around other areas that required 
significant accounting judgement. 

The impact of the changes were also subject to investigation by the 
external auditors, who performed detailed testing of commercial income 
recognised in the 2014–2015 period, paying particular attention to whether 
the income was recognised in the correct period and the appropriateness 
of accrued commercial income at the period end. The external auditors’ 
report did not identify any matters for concern in this area. 

•	 Supplier Payment Transparency 
UK payment terms for suppliers were published 2015 ff. 
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• Increased Financial Disclosure 
The board decided to increase the financial disclosures in the annual report 

to include the effect of commercial income on the group balance sheet. 
• Corporate Compliance Programme 

A compliance programme was launched to widen understanding of the 
requirements of the Groceries Supply Code of Practice (GSCOP), and 
compliance officers (first appointed in 2005) and code auditors provided 
compliance training for buying teams and developed an e-learning training 
programme. 

• Management Reorganisation in Commercial Income 
New managers were put in place in commercial income, a supplier 

engagement team was appointed, and the incentive structure for members 
of the commercial team was revised. 

Further protection for suppliers was provided by reconfiguring the Protec
tor Line (for whistle blowers and complaints) to include suppliers, as required 
under the GSCOP. The hope was that, in combination, these measures would 
prevent any repeat of the commercial income debacle that had marred 2014. 

Complementing the specific efforts relating to risk management of commer
cial income and supplier relations, the board initiated a group-wide communi
cation programme emphasising the importance of culture, integrity, and ethics. 
In 2015 the code of conduct was revised and relaunched with a group-wide 
training programme. The new code incorporated behavioural guidelines that 
defined minimum expectations for staff and specific guidance on key risk areas 
such as health and safety, trading regulations, and information security. An accom
panying information campaign on “how to, when to” speak up accompanied the 
revised code, increasing staff awareness of the confidential Protector Line. 

New starter training programmes were run alongside annual compliance 
training, and revised policies covering bribery and corruption, fraud, and gift 
and hospitality arrangements introduced. Compliance now became a key factor 
in performance management and reward, and training on responsible product 
sourcing methods and modern slavery was also introduced. The new code of 
conduct directly referenced Tesco Values as a way of encouraging staff to go 
beyond just following the law and instead trying harder for customers and sup
pliers. Familiar soundbites such as “no one tries harder for customers” and “we 
treat people how they want to be treated” were reinforced with the message 
that “every little help makes a difference.” This was the thinking so strongly 
emphasised by Terry Leahy that had brought Tesco growing success for many 
years, and so staff could easily relate to the ideas and did not have to learn any
thing new. The overall aim was to reset the culture as a means of reducing risks. 

Not everything worked quite as it should, however. A new cyber security 
team was established in 2015 and a group security director appointed to over
see not just cybercrime but also a fraud prevention strategy, business resilience, 
and crisis management, as well as to improve the Protector Line. Unfortu
nately, however, these moves failed to prevent a cyberattack on Tesco Bank in 
November 2016, when attackers exploited deficiencies in internal controls that 
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allowed the attackers to generate virtual debit cards with authentic account 
numbers that netted the attackers £2.26 million. The FCA fined Tesco Per
sonal Finance PLC (Tesco Bank) £16,400,000 for failing to exercise due skill, 
care, and diligence in protecting its personal current account holder. 

Unsurprisingly, in 2017, the annual report (p. 17) declared that the transfor
mation programme would now include 

the implementation of a roadmap setting out a staged process to achieve 
a more advanced level of risk management maturity. Transformation pro-
grammes are intended to increase the overall level of control environment maturity 
and improve consistency across the Group. The ongoing implementation of the 
technology transformation programme will further strengthen IT general 
controls. 

It was clear that the changes to date had not been sufficient, and in early 
2018 Tesco advertised for a group risk manager tasked with the job of devel
oping and implementing an ERM roadmap and developing processes to bring 
maturity to the risk management process. Whilst the post was new, the holder 
would still be located within the GAA function at group HQ. The appoint
ment marked a twofold change in thinking: 

•	 Firstly, a shift towards a more structured approach to risk management, 
rather than one heavily dependent upon informal cultural messages and 
internal audit. 

•	 Secondly, explicit recognition that risk management thinking and controls 
needed to be fully integrated group-wide – the move towards ERM had 
begun. 

The Beginnings of ERM? 

In 2016 the Big Six performance indicators were complemented by a set of 
six strategic drivers, which the board considered essential to transforming the 
group, recovering trust from customers and suppliers, and improving financial 
strength. The strategic drivers were: 

•	 A differentiated brand 
•	 A three-year plan to reduce operating costs by £1.5 billion 
•	 The generation of £9 billion of cash from operations over three years 
•	 Maximisation of the product mix to achieve an operating margin of 3.5% 

to 4% group-wide 
•	 Maximise value from property 
•	 Innovation – particularly in products and channels as well as operations 

Details of performance against these six drivers has been included in the annual 
report from 2017 onwards, and principal risks were redefined as those fac
tors that might affect the achievement of the six strategic drivers. The direct 
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link between risk and strategy was therefore made clear. The challenge was to 
reconfigure the risk management system to identify and manage these risks 
effectively. 

Three Lines of Defence 

Tesco chose to adopt a risk management framework that uses a “three lines of 
defence” approach to manage the core components of (1) risk identification 
and assessment, (2) the implementation of controls to manage risks, and (3) the 
use of monitoring and audit tools to provide assurance that controls are work
ing effectively. The three lines of defence model has been widely used in the 
financial services sector for many years, but more recently has become increas
ingly popular and is supported by the Institute of Internal Auditors, which 
published a report in 2013 (IAA, 2013) offering guidance on its implementa
tion. The internal audit function plays a key role in the defence system, a factor 
which helps explain why the IAA is highly supportive, as the model encourages 
good resourcing for internal audits. 

The three lines of defence are depicted as shown in Table 7.8. 
The basic premise is that the operational, risk-facing staff will be aware of 

day-to-day risks and be in a position to identify and manage them, but their 
capacity to do so is enhanced by the presence of controls that establish fixed 
procedures and policy guidance on behaviour. The control and compliance 
function thus forms the second line of defence. However, the controls need to 
be effective, and this is achieved through monitoring by internal audits, which 
provide the third line of defence. The three tiers complement each other but 
play fundamentally different roles. 

In Tesco pre-2014, the risk management system appeared to rely heavily 
on just two lines of defence: line management and internal audit.8 Internal 
audit was an influential insider in terms of risk management, advising on risk 
identification and control issues, but their approach was very risk based, rather 
than compliance based. Controls over compliance do not appear to have been 
as important as internal audit, undermining control effectiveness, at least in 
relation to commercial income. The adoption of the three lines of defence 
model therefore required the introduction of tighter compliance procedures 
and controls. 

Table 7.8 Three Lines of Defence Model of Risk Management 

First Line of Defence Second Line of Defence Third Line of Defence 

Operational management Compliance and control Internal audit (in 
(e.g. business/functional functions (e.g. health Tesco this is GAA)
 
heads, store managers, and safety, product 

buyers, etc.) safety, finance)
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The need for greater focus on compliance is evidenced by the fact that the 
accounting problems relating to commercial income indicated a clear failure 
to comply with GCSOP, together with weak controls over the estimating and 
reporting of commercial income and apparent weaknesses in the whistleblow
ing system. This was not, however, the only example of historically inadequate 
controls. Others include: 

•	 A scandal in 2013 when horsemeat was found in burgers being offered 
for sale by several large retailers, including Tesco. The common source 
was a supplier based near the Irish border which, in turn, sourced its 
meat from a Dutch company. Whilst there was no suggestion that public 
health had been threatened, the affair indicated weak management down 
the supply chain that undermined consumer confidence and temporarily 
pushed Tesco’s share price down. Further investigations by Tesco revealed 
that some of their other ready-made foods such as lasagne and spaghetti 
Bolognese were similarly contaminated. 

•	 In 2014 over 23,00 litres of petrol escaped from a filling tank at a Tesco 
petrol station in Lancashire. The Environment Agency concluded that the 
incident resulted from Tesco’s failure to address a known issue with part of 
the fuel delivery system and an inadequate alarm system; the problem was 
compounded by poor emergency procedures. Tesco was fined a total of 
£8 million – £5 million for the health and safety offence and £3 million 
for the environmental offence. 

•	 In 2015 a 91-year-old man fell and suffered multiple hip fractures after 
slipping on a wet floor caused by fluid leaking from refrigerator units in 
Tesco’s Hemel Hempstead store. The liquid was unable to drain away due 
to a blocked drain in the floor, and at a court hearing the management 
were found guilty of not implementing sufficient action to mitigate a risk 
that was recurring over more than one month. As a result, the company 
was fined £733,333 for breach of the Health and Safety at Work Act 1974. 

•	 The FCA concluded that the cyberattack on Tesco Bank in 2016 was a 
consequence of their failure to comply with regulations on two separate 
counts. Firstly, a failure to exercise due skill, care, and diligence in protect
ing their personal current account holders, and secondly systems that did 
not portray the resilience required to protect customers. “The attack was 
the subject of a very specific warning that Tesco Bank did not properly 
address until after the attack started. This was too little, too late. Customers 
should not have been exposed to the risk at all” (FCA, 2018). 

These examples indicate that the existing risk management system was not 
working as it should, and one of the key tasks for the new head of group risk 
management was to tighten up compliance. 

Table 7.9 shows the governance structures used to manage compliance in 
Tesco post-2018. 
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Table 7.9 Compliance Governance in Tesco 

Party	 Responsibility Regarding Compliance 

Board Level • Set group risk appetite regarding compliance 
Board of directors (e.g. zero tolerance of fraud/regulatory 

breaches) 
•	 Ensure management maintains effective 

controls over compliance 
Risk and compliance • Set and monitor the implementation and 

committee	 effectiveness of risk and compliance standards 
across the group on behalf of the executive 
committee 

• Report biannually to the audit committee 
Executive Committee • Ownership of compliance risk 

Level • Oversight of the regulatory and compliance 
Group general counsel functions 
Business Units/ • Set and monitor the implementation and 

Functional Level effectiveness of risk and compliance standards 
Unit compliance within the business unit 

committee • Report to group risk and compliance 
committee 

Senior management • Implement staff training on compliance 
•	 Cooperate with GAA staff on reviewing and 

strengthening compliance procedures 
•	 Identify newly emerging compliance risks 

and report breaches to the unit’s compliance 
committee 

•	 Oversee receipt of staff annual declarations of 
compliance and also sign their own regarding 
the unit 

Staff Level	 • Undertake training as required (e.g. anti-
Staff – in stores, bribery and corruption) 

warehouses, offices, • Sign annual declaration of compliance with 
etc. the code of conduct that includes compliance 

guidance 
•	 If working with suppliers, staff members must 

sign a declaration of compliance with the 
GCSOP 

The table shows a clear line of accountability directly from store/warehouse 
or office staff through to the board of directors. All staff must undertake man
datory training on the code of conduct that includes provisions on compliance, 
and depending on their specific role, there may also be annual refresher train
ing. Staff working with suppliers must also sign an annual declaration of com
pliance with the GCSOP. In the first line of defence, the management within 
business units are responsible for ensuring the requisite training is undertaken 
and declarations signed (i.e. confirming that the second line of defence is 
being implemented). Compliance committees at both the unit and executive 
level monitor breaches of compliance and instigate further investigation and 
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corrective action by the GAA, as well as impose penalties as required. The 
committees also report to the audit committee on the effectiveness of current 
compliance controls. The audit committee provides the third line of defence, 
receiving regular reports from the GAA as well as the compliance committee. 
Ultimate oversight of the first line of defence is the responsibility of the general 
counsel, who carries executive responsibility for compliance risk and reports to 
the board on such matters. The board has a duty under corporate governance 
regulation to report that the internal control system is effective and receives 
reports from the audit committee that inform this process. 

The accountability and monitoring across the three lines of defence work in 
similar ways across different categories of compliance. For example, in relation 
to health and safety matters there are business unit–level health and safety com
mittees that report to the group risk and compliance committee and oversee 
regular store safety audits and compliance reviews. Similarly, product safety 
compliance is managed through sometimes unannounced supplier audits, com
plemented by staff training on hygiene controls and a defined procedure for 
dealing with non-compliant products. 

The system is organisation-wide in its scope and characterised by: 

•	 Common rules group-wide (e.g. code of conduct) 
•	 Common procedures and reporting lines (e.g. business unit compliance 

committees) 
•	 Tighter controls requiring staff to confirm compliance (e.g. statements of 

assurance) 
•	 Simplicity which helps staff understand what is required 

The Revised Risk Management Framework 

The development of new and tighter compliance controls, combined with the 
introduction of the three lines of defence and revisions to the committee and 
governance structures, means that the framework for risk management post
2018 is very different from that of pre-2014 as depicted in Figures 7.2. and 7.3. 
The new framework is shown in Figure 7.4. 

Figure 7.4 clearly portrays the collective role played by the three lines of 
defence in managing risk. Most importantly, of the seven components, five are 
related to controls, indicating that this aspect of risk management is now being 
emphasised much more than previously. Controls include clear governance 
(i.e. a system led from the top), in which risk appetite and rules are obvious to 
all. Policies come second – documented points of reference so that people can 
check exactly what they are supposed to do. Standards, procedures, and guid
ance control, by the very fact of their standardisation group-wide, eliminate the 
risk of unanticipated individual behaviour. Communications and training get 
the messages about risk across to everybody, and investigations and sanctions 
demonstrate that breaches of control will not be tolerated. Tesco is still at an 
early stage on its journey towards a new style of risk management, and so the 
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Risk management policy, standards and guidelines
 

Principal Risks
 

Board, Audit Committee, Executive Committee and Group Risk and Compliance Committee
 

Top-down 

Group and 
strategic 
level risk: 
- Identification 
- Assessment 
- Prioritisation 
- Management 
- Oversight 
- Reporting 

Includes the 
identification and 
management of 
emerging risks 

Bottom-down 

Business unit 
and operational 
level risk: 
- Identification 
- Assessment 
- Prioritisation 
- Management 
- Oversight 
- Reporting 

Includes the 
identification and 
management of 
emerging risks 

Business unit operational risk and compliance committees 

Business unit risks 

Group Risk and 
Compliance Committee 
Oversight of key regulatory 
and compliance risks on 
behalf of the Executive 
Committee, reporting 
bi-annually to the 
Audit Committee. 

Group Chief Executive 
and Executive Committee 
The Group Chief 
Executive has overall 
accountability for the 
management of risks. 
Individual members, 
reporting to the Group 
Chief Executive, are 
accountable for specific 
principal risks. 

Audit Committee 
Oversight of the risk 
framework and 
internal control 
assurance on 
behalf of the Board. 

Board 
Overall responsibility 
for risk management, 
including risk 
appetite and oversight 
for the risk assessment 
and mitigation strategy. 

Lines of defence 

1st line 
Management 

2nd line 
Compliance and 
support functions 

3rd line 
Internal Audit 
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Figure 7.4 Risk management framework (2020) 

Source: Tesco Annual Report 2020 (p.13) 

scope and volume of documented controls can be expected to increase over 
time, but there is clearly progress. 

Figure 7.4 also depicts an ERM-style approach insofar as it highlights the 
involvement of all levels of the organisation in each of the core elements of 
the risk management process as defined by the Institute of Risk Management 
(IRM). Risk assessment, treatment, monitoring and reporting apply both top 
down and bottom up. Significantly, culture and leadership sit at the centre of 
the figure, reflecting the importance attached to corporate culture as a tool for 
risk management. The 2020 annual report references “an unrelenting focus on 
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safe colleague behaviour as a culture across Tesco” (p. 22) that complements 
efforts to use direct controls to strengthen operational routines. 

Culture is denoted by the core values, which aim to ensure that all staff 
understand what matters and how to behave: 

• No one tries harder for customers. 
• We treat people how they want to be treated. 
• Every little help makes a big difference. 

These messages are identical to those embodied in Tesco values pre 2014 – the 
objective now is to reinvigorate them, emphasising the message that meeting 
customer needs is the key to success. 

In the same way that the cultural values remain unchanged, other elements 
of the risk management system are also like those that existed pre-2014. These 
include central governance structures (e.g. board and senior management 
responsibilities and the role of the audit committee), the systems and training 
used to help managers to identify and assess risk, and the risk-based focus of the 
audit work done by GAA. In summary, the main changes post-2014 relate to 
increased controls and formalised risk management procedures, a tighter system 
of accountability (e.g. the introduction of declarations of compliance for all 
staff), and a commitment to move to an ERM-style approach by widening the 
scope of risk management. 

Redefining the Organisation for ERM 

In Chapter  3 we saw that the 2017 Committee of Sponsoring Organi
zations (COSO) ERM Framework confirms the link between ERM and 
stakeholder expectations and explicitly connects ERM with performance, 
arguing that “risk influences and aligns strategy and performance across 
all departments and functions.” In Figure 7.4 the principal risks are those 
which threaten the achievement of core strategies, and the three lines of 
defence provide the structure through which these risks are managed. At 
the centre of the figure is culture and leadership, which serves as the pillar 
around which risk assessment, control, and assurance revolve. In principle, 
therefore, culture acts as the “glue” that binds the framework together across 
the entire organisation. 

It is no coincidence that in seeking to redress the control problems that 
emerged in 2014, the board chose to begin by reasserting Tesco values as being 
at the heart of Tesco’s culture. Behavioural benchmarks and standards that 
straddle the whole organisation form the foundation for risk management. The 
Akzo Nobel case in Chapter 6 is identical in looking to culture as the starting 
point for moving on from significant regulatory breaches. 

Also central to ERM is the idea of a system that is truly organisation-wide 
in its scope. One of the noticeable features of Tesco’s approach, particularly 
post-2014, is the way in which it defines the Tesco organisation and now 
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integrates that wider definition into its risk management processes. One sim
ple example of this is the development of common governance processes for 
technical failures, disaster recovery, and business continuity that apply across 
all businesses, including Tesco Bank. Consistency aids staff understanding and 
makes for easier monitoring. 

If risk management is about hitting performance targets to achieve strategic 
objectives, then understanding the stakeholders that you serve is critical. Tesco 
currently identifies itself as serving five stakeholders: customers, colleagues, 
suppliers, shareholders, and the community.9 ERM requires that all of these 
parties are integrated into both the performance management and risk man
agement systems. 

Keeping customers happy is the central mission, as if this works, then all other 
stakeholders also benefit. A group communications director holds responsibil
ity for building trust in the brand, and KPIs measure customers’ overall levels of 
satisfaction and perception of brand and product quality, which are monitored 
via regular surveys. 

The welfare of colleagues is overseen by the chief people officer, common to 
all organisations, and staff surveys are used to monitor their views on whether 
Tesco is a great place to work and shop and if they feel that they can see a 
clear link between their work and Tesco’s purpose. This latter measure helps in 
evaluating the level of staff risk awareness. The risk of unhappy staff is reduced 
by measures such as twice-yearly colleague contribution panels, chaired by an 
NED, that discuss staff concerns, and the provision of not just the whistleblow
ing line but also a mental health support service that provides 24/7 support to 
staff feeling anxious or in need of support. 

The events of 2014 highlighted the need to ensure that suppliers are treated 
fairly, and surveys are used to monitor their satisfaction. Additionally, supplier 
behaviour can create other risks for Tesco and impede their achievement of 
other objectives such as product safety, continuity of supply, or sustainability 
targets. A chief product officer on the executive committee carries responsibil
ity for product planning, sourcing, and supply, and his or her work is comple
mented by oversight from the corporate responsibility committee. Corporate 
responsibility issues include animal welfare, human rights, and working with 
suppliers to reduce plastic packaging levels. 

Community matters fall under the remit of the corporate responsibility 
committee, and the KPIs and risk controls are wide ranging. For example, 
tools to identify and manage climate-related risks are well defined, and the 
link between climate change and responsible sourcing and supply is widely 
acknowledged. The aim is to reduce carbon emissions across all operations 
by 60% by 2025 compared to 2015–2016 levels, and performance against this 
target is reported annually. Similarly, in conjunction with World Wildlife Fund, 
Tesco has set up a metric to measure the environmental impact of a typi
cal shopping basket and aims to half this impact over time. Local community 
measures include efforts to reduce food waste in line with the United Nations 
Sustainable Development Goal of halving global food waste by 2030. As part 
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of this process, with the objective of preventing any food fit for human con
sumption going to waste, Tesco has been very active in donating food to chari
ties and community groups. In the light of the economic hardships caused by 
COVID-19, this has had a powerful impact on communities. 

The interests of shareholders are targeted through specific financial objectives 
such as operating profit and free cash flow that are closely monitored. Strength
ening the balance sheet was also specified as a key objective, and progress on 
this is assessed by measures of both free cash flow and total indebtedness. 

Inevitably, serving the interests of this wide range of stakeholders has meant 
that performance targets for risk management and control purposes far exceed 
the Big Six that were headlined in 2015. There is a need to distinguish between 
KPIs for reporting purposes and KPIs for internal control, as they frequently do 
not exactly match. Headlining just six KPIs sends out a message of simplifica
tion, which was clearly needed, but the reality is more complex. The challenge 
is to ensure that the day-to-day performance targets help, rather than hinder, 
staff understanding of the organisation’s overall objectives. 

Recognition of the interdependence between different sources of risk is fun
damental to ERM, and whilst there is little information about how this is man
aged internally, it is clear that the issues are recognised. One example of this 
is the Little Helps Plan, set up in 2017, which redefined how the organisation 
defined value and what can improve the business: “The value we provide today 
isn’t just about what’s good for shopper. It’s what’s good for our colleagues, 
good for our farmer and supplier partners, and the communities our colleagues 
and customers live in” (Tesco PLC Little Helps Plan Update 2018/19, p. 2). 

Further details on the Little Helps Plan are readily accessible online and 
provide a valuable illustration of how issues of social responsibility can be inte
grated into strategic planning and risk management. 

In many ways, the transition towards ERM that has begun in Tesco is not 
hugely different from its historic use of the steering wheel, which also had 
five areas of focus: customer, community, people, operations, and finance. The 
difference lies in the way the risks are being managed and controlled. Gov
ernance, especially control, is now tighter, and the interdependence between 
risks is more clearly acknowledged. Pre-2014, for example, it appears that the 
financial controls over recognition of commercial income were being managed 
independently of the controls over supplier contracts, even though they proved 
strongly connected. 

Is It Working? 

The acid test of the strength of the new approach to risk management is 
whether strategic objectives are being achieved. The 2020 annual report 
declared “turnaround delivered,” with KPIs against all stakeholder targets sub
stantially improved relative to 2014–2015. 

Given the low starting point, it is very impressive to see that in 2020 Tesco 
was awarded the title of Grocer of the Year – Britain’s favourite supermarket 
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(The Grocer, 2020). In addition, Tesco won the award for best customer ser
vice for the second year in succession. Returns to shareholders have also recov
ered, with ROCE exceeding 11% in 2019 compared with just 4% in 2015, and 
the market capitalisation increasing from just £13 billion in October 2014 to 
£22 billion six years later. 

Performance against the Big Six from 2014 to 2020 is summarised in 
Table 7.10. 

The figures confirm that there has been substantial improvement on all 
counts. Sales have increased by 16.8%, cash flow from retail operations has 
more than doubled, and operating profit before exceptional items has more 
than trebled. The statistics covering softer measures of consumer, staff, and sup
pliers’ satisfaction are also positive, but perhaps more difficult to interpret, as the 
definitions are very specific. The rise in customer satisfaction levels (albeit now 
falling slightly) reflects Tesco’s revamp of its Clubcard loyalty scheme, which 
has proved a useful weapon in a very competitive marketplace. 

Table 7.10  The Big Six Performance (2014–2015 to 2019–2020) 

KPI 2014–2015 2015–2016 2016–2017 2017–2018 2018–2019 2019–2020 

Sales (a) £ 48.35 48.4 49.9 51.0 56.9 56.5 
billion 

Operating 0.94* 0.985 1.28 1.646 2.607 2.959 
profit (b) £ 
billion 

Cash 1.86 2.08 2.28 2.77 3.64 4.24 
flow (c) £ 
billion 

Customer n/a 2 7 12 17 14 
satisfaction (d) 

Great place to 77 41 48 49 50 46 
shop (e) 

Great place to 70 81 83 83 83 82 
work (f   ) 

Supplier 58 70 76.5 74.9 77.5 77.8 
satisfaction (g) 

* Note this is a profit only because of the definition used, which excludes exceptional items. In this year 
exceptional items of £6.69 billion were charged to the accounts, leaving Tesco with an operating 
loss of £5.75 billion. 

KEY: 
a – Sales (excluding fuel) 
b – Operating profit before exceptional items and amortisation of acquired intangibles 
c – From retail operations only (i.e. excluding Tesco Bank) 
d – The definition changed in 2015–2016 to percentage of fans minus critics answering the 

question “How likely is it that you would recommend Tesco to a friend or colleague?” 
e – A net promoter score, answering the question “I would recommend Tesco as a place 

to shop” 
f – Percentage of colleagues who agree or strongly agree with the statement “I would rec

ommend Tesco as a great place to work” 
g – Percentage of suppliers who responded positively when asked “Overall how satisfied are 

you with your experience of working with Tesco?” 
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Key Learning Point 

Look at page 4 of the 2020 annual report that is headed “turnaround 
delivered.” It gives comparative performance statistics for four stake
holder groups that show substantive improvement between 2014–2015 
and 2019–2020. 

BUT some of the measures differ from those defined in the big six. 
The lesson here is to be wary of performance measures and check for 

consistency of definitions. 

Dave Lewis, in his role as CEO, is granted much of the credit for the turna
round, and after outlining the next five-year strategic plan, he handed over 
the reins to Ken Murphy, formerly the chief commercial officer at Walgreens 
Boots Alliance, in late 2020. A new CFO is due to start in 2021, moving 
in from his current position as CFO of Tate and Lyle. Seemingly, Tesco has 
concluded that new blood at the most senior levels of management is good 
for business. 

New senior management provides the opportunity to rethink both strate
gies and governance systems, and as it enters its second century of business, 
Tesco is moving closer to an ERM style of risk management. It is too early 
yet to judge if the three lines of defence will work well, and the competi
tion for customers from the discounters remains unabated. Time will tell 
if “every little helps” really does work, but the current outlook certainly 
appears promising. 

Conclusion 

This case study illustrates how much can change within an organisation over 
the course of fifteen years and how risk management needs to be responsive 
to those changes. It also shows the way in which sometimes it takes a crisis to 
trigger transformation. 

Pre-2014, with its strong emphasis on a collaborative culture and risk man
agement focused on risk-based monitoring by internal audit, Tesco appears 
to have been lacking in many of the formal control systems that characterise 
mature risk management. This was risk management in a subtle, rather than a 
mature, form, and the emphasis on performance was not curtailed by internal 
controls. The price paid for this subtlety was very high, both financially and in 
terms of reputation, although on both counts Tesco PLC now seems well on 
the road to recovery. 

Post-2014, strong new management clarified and reiterated its intolerance 
of compliance breaches and engaged in a campaign to reset the culture in 
favour of caring for the customer – going back to basics but this time with 
much tighter controls. Many things have changed very little, but there is now a 
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clearer link between strategy, risk taking, and risk management. All are central 
to ERM. 

Notes 

1 He joined Tesco in 1979 after graduation as a marketing executive and was appointed to 
the board of directors in 1992. Leahy became chief executive just five years later in 1997. 

2 The executive committee is a sub-division of the board, chaired by the chief executive 
and comprising all executive directors plus the company secretary. 

3 The very different, simplified committee and governance structure post-2014, as 
described later in this case, illustrates well how changes in governance systems are com
monly accompanied by a revised risk management system. 

4 Figure 7.3 is my personal interpretation of the communication lines used within Tesco. It 
is intended to complement the governance model that is used internally by the group as 
is depicted in Figure 7.2. 

5 The schemes work as follows: Shares in Success: Shares in the company are allocated 
to participants in the scheme up to Her Majesty’s Revenue and Customs (HMRC)
approved limits (currently £3,000 per annum). The amount of profit allocated to the 
scheme is determined by the board, taking account of company performance. Buy as 
You Earn: An HMRC-approved share purchase scheme under which employees invest 
up to a limit of £110 on a four-weekly basis to buy shares at the market value in Tesco 
PLC. Save as You Earn: An HMRC-approved savings-related share option scheme 
under which employees save up to a limit of £250 on a four-weekly basis via a bank/ 
building society with an option to buy shares in Tesco PLC at the end of a three-year or 
five-year period at a discount of up to 20% of the market value. There are no performance 
conditions attached to Save as You Earn options. 

6 In 2012, for example, board members could earn bonuses of up to 200% of their salary, 
split 50:50 between shares, and cash in return for hitting a number of short-term perfor
mance targets, including profit levels for international and retail businesses, EPS, and sales 
growth. Long-term bonuses of an equivalent amount were also payable in share options. 

7 For more information on OKR see Objectives and Key Results. Driving Focus, Engagement 

and Alignment with OKRs by Paul Niven and Ben Lamorte published by Wiley (2016).
 

8 Refer back to the sub-section on risk assessment, communication, and monitoring pre
2014 for evidence of this. 

9 Community was added to the list in the 2020 annual report, although Tesco has been 
running community-based projects for several years. 
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Useful Web Links 

1. www.bbc.co.uk/news/business-29716885 
This is an article by the BBC’s business editor Kamil Ahmed on the 

accounting scandal and what went wrong at Tesco to cause it to see its 
market value fall by 50% in one year in 2014. 

2. www.allianz.co.uk/risk-management/trade-sectors/wholesale-and-retail.html 
A useful summary of the risk faced by retailers viewed from the per

spective of an insurance provider. Note how the list of risks identified is 
incomplete relative to those identified by Tesco. 
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Discussion Questions 

1.	 If you have ever worked as a shop assistant or member of staff in a big 
fast food outlet, try and recall what risks you were told to be aware of 
and how to manage them. To what extent do you think lower-grade 
staff in an organisation should be made aware of and responsible for risk 
management? 

2.	 Tesco has added the idea of three lines of defence to its use of the steer
ing wheel as a control tool. Are the two concepts complementary or 
contradictory? 

3.	 Using information from their annual reports and other web sources, com
pare the style of risk management used in Asda and/or Morrisons with 
that deployed in Tesco. Critically assess their relative performance in this 
regard. 



 

 
 

 
 
 
 

 

  8 Risk Management in the 
Public Sector 
Birmingham City Council 
(2002–2020) 

Aims 

The aim of this chapter is to use a longitudinal study of risk management in 
Europe’s largest local authority to illustrate that whilst the tools used to identify, 
prioritise, manage, and monitor risks are very similar to those adopted by the 
private sector, the challenges are both different and much greater. In both Akzo 
Nobel and Tesco, simplification of the business model was an important aid to 
the introduction of enterprise risk management (ERM). For local government, 
the option of simplification is largely unavailable, despite the huge diversity of 
the services provided. The big challenge for risk managers in this context is 
two-fold. Firstly, how to ensure common tools can be deployed in multiple dif
ferent contexts across diverse services which are often competing for access to 
a limited pool of resources. Secondly, how to manage cross-cutting risks which 
impact on different services simultaneously. 

In this chapter we will look in detail at: 

•	 The historical background to the development of governance and risk 
management practice in local government from 2000 to 2020 

•	 The broad profile of Birmingham City Council 
•	 The evolution of risk management in Birmingham City Council from 

2002 to 2020, including: 

•	 Principal risks 
•	 Roles and responsibilities for risk 
•	 Risk management tools 
•	 The problem of complex risks which cannot be offloaded 

•	 Contrasting approaches to risk management 2002–2009 versus 2010–2020 

Historical Background 

Governance 

Local government provides services, largely funded by the taxpayers, that are 
vital to many thousands of people. They are effectively huge publicly funded 
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businesses that have significant economic, social, and environmental impact, 
and so it is essential that they are underpinned by effective and robust risk man
agement and governance processes. Decisions on how a council raises money 
and allocates its budget across different services are subject to statutory require
ments that both limit the raising of money (e.g. capacity to borrow) and specify 
minimum levels of service provision. In theory, the elected council members 
have discretion to influence such decisions, but in practice, that discretion is 
very limited. Within these boundaries, the elected politicians (council mem
bers) define their own priorities in terms of objectives, and the council staff, 
led by a chief executive, are then required to implement the chosen policies. 

In designing and implementing governance and control, local government 
can make full use of guidance such as ISO 31000 or Committee of Sponsor
ing Organizations’ (COSO’s) ERM framework, but specialised guidance and 
regulations applicable to the public sector also exist. Risk management sits 
within a local governance framework that was first developed jointly by Char
tered Institute of Public Finance and Accountancy (CIPFA), Society of Local 
Authority Chief Executives (SOLACE) and the Local Government Association 
in 2001 (CIPFA, 2001). This was updated in 2007 and again in 2016 when it 
was re-issued along with revised guidance notes (CIPFA/Solace, 2016). The 
2016 revisions incorporated legislative changes that now require local authori
ties to publish annual governance statements reporting on the effectiveness of 
their governance and internal control arrangements. 

The governance statement pushes a council to focus on its effectiveness in 
achieving its objectives, including ensuring that services are delivered in a manner 
that ensures value for money. This means that in designing internal controls, risk 
managers need to acknowledge value for money as an organisational objective. 

The new guidance needs to be seen in the context of the continuing auster
ity challenges faced by local authorities. Since 2009–2010 cuts to funding from 
central government have led to an average fall of 17% in councils’ spending 
on local public services, whilst councils have simultaneously become increas
ingly dependent upon local taxation  – such as council tax  – as a source of 
income (IFS, 2019). The impact of the cuts has not, however, been equally 
distributed geographically. Consequently, the more deprived councils that are 
heavily dependent on grant income have been hit proportionally harder than 
those which were already more financially independent. The true scale of the 
impact of funding changes is made clear in a report from the National Audit 
Office, which calculated that local government spending power, funded from 
government grants and council tax income, fell in real terms by 28.6% between 
2010–2011 and 2017–2018 (NAO, 2019). 

This substantive drop in income has important implications for governance 
and risk management, with councils having to continue spending on priority 
services whilst simultaneously managing the new risks posed by alternative 
income sources such as partnership working or commercial income from trad
ing and investment. The CIPFA 2016 governance guidance recognises the fact 
that the challenges can be locally specific, and so there is a strong emphasis on 
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granting local authorities the autonomy to design their own local governance 
system within the boundaries of the suggested framework. 

The 2016 CIPFA guidance defines governance as “the arrangements put in 
place to ensure that the intended outcomes for stakeholders are defined and 
achieved” (CIPFA/ Solace, 2016, p. 12) and emphasises that good governance 
involves working in the public interest to achieve sustainable economic, soci
etal, and environmental outcomes. Six core principles of good governance are 
identified. These are adapted for local government use but are based upon the 
International Framework for Good Governance in the Public Sector (IFAC 
and CIPFA, 2014). 

Two principles underpin the requirement to serve the public interest. These 
require a local authority to put in place arrangements that: 

•	 Ensure respect of the law, the maintenance of ethical values, and integrity 
•	 Incorporate widespread and open engagement with stakeholders 

Further principles require a commitment to and effective arrangements for: 

•	 Sustainable economic, social, and environmental benefits to be used in 
defining outcomes 

•	 Specification of what is required to optimise the achievement of the 
intended outcomes 

•	 Developing the organisation’s capacity, including leadership and staff 
capabilities 

•	 Managing risks and performance through robust internal control and 
strong public financial management 

•	 Ensuring robust and effective accountability through the adoption of good 
practices in transparency, reporting, and audits 

In addition to defining the governance principles and associated guidance 
notes, the framework provides examples of best practice in governance report
ing and transparency. 

The CIPFA principles closely match those laid down in the UK Corporate 
Governance Code that regulates the private sector, under which the board of 
directors is responsible for establishing an internal control system and regularly 
monitoring its effectiveness. There are, however, two key differences between 
the public and private sector that make governance and risk management sig
nificantly more challenging in the former. 

The first difference is that local councils have a statutory duty to provide 
certain services to the local community, including education, children’s safe
guarding and social care, adult social care, waste collection, planning and hous
ing services, road maintenance, and library services. Unlike the private sector, 
therefore, a council cannot decide that one of these services exposes them to 
excessive risk and should therefore be stopped – they are legally obliged to pro
vide such a service regardless of the associated risks and their level of funding. 
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The second difference is that local authorities are obliged to publish an 
annual governance statement that includes the findings of its annual review of the 
effectiveness of its governance framework and internal controls. The council’s 
governance statement must be approved by a vote of all members and signed by 
the leader on behalf of the elected members and the chief executive. This con
trasts with the private-sector regulations which simply require that the internal 
control system is reviewed; the findings do not have to be published. 

Local authority governance is further complicated by the fact that decisions 
about service provision always include a political dimension, which means that 
staff may not be able to do what they consider ideal because the politicians – 
elected members – will not agree. For example, the person who oversees adult 
social care may feel that spending is best prioritised by focusing on putting 
people into a residential unit rather than care in the home, but the politicians 
may disagree. This can create tension between the staff and politicians, much 
the same as in central government between the permanent civil service staff 
and the politicians who are re-elected every five years. 

In summary, the governance regulations faced by local government are more 
stringent that those faced by the private sector, particularly in light of the 
diverse range of services they are called upon to provide and the challenge of 
reduced funding combined with increased demand for services. It is perhaps 
not surprising therefore, that the NAO takes the view that compared with a 
decade earlier, “the risks from poor governance (are) greater in the current 
context as the stakes are higher, but the process of governance itself is more 
challenging and complex” (NAO, 2019). 

Risk Management 

Local authorities are required to maintain a sound system of internal control, 
including risk management, internal audit, and whistleblowing arrangements. 
The evolution of risk management systems within local government since 2000 
is most easily understood as spanning two phases. 

The first period, 2000–2009, was one in which there was seen to be a strong 
connection between risk management and a system of performance improve
ment called Best Value that was introduced in the 1999 Local Government 
Act. The act introduced a duty for all councils and other local government 
bodies to put in place arrangements to secure continuous improvement via 
a system known as Best Value. The act also gave the Audit Commission  – 
an arm’s-length government body – general powers to undertake Best Value 
reviews of individual services within councils. A subsequent Audit Commis
sion paper (Audit Commission, 2001) emphasised the responsibility of both 
senior management and elected members in local government to manage key 
strategic risks and to develop formal risk management systems. The paper also 
highlighted how risk management might assist in the production and monitor
ing of the Best Value performance plans central to local authority performance 
improvement. 
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A broader form of performance inspection, Comprehensive Performance 
Assessment (CPA), was introduced in 2002. CPA took the form of an audit 
and inspection framework which reached a single judgement about the perfor
mance of a local body (Audit Commission, 2006, p. 2). The result was a CPA 
rating which classified a council as excellent, good, fair, weak, or poor. The 
rating system was revised for 2005–2008 with the introduction of a new meth
odology which used a five-point star scoring mechanism on a scale ranging 
from zero to four stars. The CPA rating was critically important to a council 
because it affected its access to funding – better councils got more money – as 
well as its broader reputation. 

CPA directly increased the pressure on councils to introduce formal risk 
management systems by incorporating risk assessment and management pro
cedures into the CPA judgement. The CPA assessment (Audit Commission, 
2006) included a judgment on the extent to which risks and opportunities 
were incorporated into both strategic and operational decision making. Audit 
Commission inspectors also assessed the extent to which the internal control 
environment enabled a council to manage its significant business risks. In order 
to obtain the highest possible score under CPA, a council had to demonstrate 
that: 

•	 Risk management practices and assurance frameworks were fully embed
ded in the council’s business processes and overseen by an audit committee 
independent of the executive function. 

•	 The framework followed terms of reference consistent with CIPFA’s gov
ernance guidance. 

In evaluating a council’s performance in the area of risk management, the CPA 
inspectors looked closely at: 

1.	 Basic structures for risk management, linking risks to strategic objectives, 
likelihood–impact analysis, and ownership of risks 

2.	 The embedding of risk management into core processes, including policy 
making, planning, and performance management 

3.	 Counter fraud and corruption arrangements, including both proactive and 
reactive work, and the encouragement of a counter fraud culture across the 
council 

4.	 Systems of internal control and annual evaluation of internal control effec
tiveness, along with oversight by an Audit Committee 

Given the importance of CPA performance to both funding and reputation, it 
is not surprising that it triggered significant efforts to introduce and improve 
risk management systems over the period 2000–2009. There were multiple 
sources for authorities to use in designing their risk management systems, 
including a core standard jointly drafted by the Association of Insurance and 
Risk Managers (AIRMIC), the Institute of Risk Management (IRM), and the 
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Association of Local Authority Risk Managers (ALARM) (AIRMIC/IRM/ 
ALARM, 2002). ALARM also published helpful guidance on issues such as 
the management of fraud, partnership risks, and the benchmarking of risk, as 
well as offering training programmes for both professional and academic risk 
management qualifications. 

In 2009 CPA was replaced by Comprehensive Area Assessments (CAA), 
which sought to extend the inspection process to include local bodies not 
under council control (e.g. fire/police authorities). The intention was to assess 
local performance against economic and social outcomes that required councils 
to engage in partnerships with other organisations. CAA was intended as a step 
towards a regime that was more self-regulated and locally accountable, but it 
did not last long enough to be tested. 

The year 2010 marked a step change in risk management in UK local gov
ernment, with the newly elected Conservative government announcing the 
ending of CAA. The intention was to cut costs by eliminating inspections, but 
also reflected a political desire to emphasise locally independent decision mak
ing, underpinned by transparency and accountability. The newly appointed 
minister for decentralisation declared a desire to eliminate stifling bureaucracy 
and “make councils look to the public they serve, not to Whitehall” (GOV. 
UK, 2010). Two months later, plans to the close the Audit Commission were 
announced, though it did not finally shut its doors until mid-2015. 

The Local Audit and Accountability Act 2014 formally abolished the Audit 
Commission and put in place new arrangements for the local audit of coun
cils to be undertaken by private firms regulated by the Financial Reporting 
Council and professional accountancy bodies. Assessment of value for money 
was made an integral part of the audit process, and central government powers 
to evaluate value for money in local authorities were extended. Furthermore, 
the legislation placed a duty on a local auditor to consider the need to make a 
public interest report on any matter coming to their attention during the audit 
and relating to either the authority or a connected entity. 

Additionally, the act introduced new regulations on councils to increase 
transparency of decision making. This built on earlier legislation from 2012 
which had granted public access to attend meetings of the council’s executive. 
The 2014 act introduced the right for the public to attend full council meet
ings and film, tweet, or blog at those meetings. The local community was also 
granted the right to a referendum vote on council tax increases if considered to 
be potentially excessive. 

Post-2010, therefore, the role of central government in oversight of council 
affairs was dramatically reduced and replaced by oversight via transparency and 
accountability to the local community. Whilst public accountability and trans
parency is a laudable aim, for the purposes of this book, it is also useful to con
sider the resulting impact on risk management and service provision. New ways 
of communicating information in a way that the public can understand became 
central to transparency, and the increased level of media and public comment 
on decisions also required work to be done in response. These new demands on 

http://GOV.UK
http://GOV.UK
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staff ran alongside the risk management pressures of retaining the required stat
utory service levels with a massively reduced budget, putting a strain on both 
staff and core services. In other words, the combination of greater accountabil
ity plus austerity ultimately increased the risks faced by local authorities. 

In summary, the evolution of risk management within UK local govern
ment over the period 2000–2020 has developed within a context of autonomy 
of choice, but that autonomy is constrained by the current risk and govern
ance standards and central government policies. Consequently, the story of risk 
management over this time can be split into two distinct phases: 

Phase 1: 2002–2009 
A period of development and formalisation of internal control and risk 

management systems and explicit recognition that effective risk manage
ment was central to successful achievement of objectives. 

Phase 2: 2010–2020 
A period of retrenchment for risk management in the context of reduced 

funding and greater public transparency. Attention has been increasingly 
focused on core services such as housing and education, possibly at the 
expense of non-essential ones (e.g. libraries or leisure facilities). Risk 
profiles have been raised by budget pressures and greater council involve
ment in commercial activities. 

Before looking in depth at these phases, it is useful to look at the context via a 
brief profile of the city and the council. 

Birmingham City Council Profile1 

The City 

Birmingham is England’s second city, covering almost 300 square kilometres in 
the West Midlands conurbation, and the city is the hub of the region’s econ
omy. As the largest city in the conurbation, “the regional economy is driven 
by what happens in Birmingham and the Council’s leadership role is critical to 
the prosperity and well-being of the region” (Audit Commission, 2007, p. 10). 

The local authority area covers a population of approximately 1.2 million, 
although over 3 million live within the “travel to work” area. Despite signifi
cant levels of inward investment in recent years, the region has suffered from 
substantial job losses within its former core industries of car manufacturing 
and vehicle components. Consequently, the economy has refocused, and 80% 
of jobs in the city are now in the service sector. Nonetheless, Birmingham’s 
unemployment level stood at 14.5% in mid-2020, almost 50% higher than a 
decade earlier, nearly double the national average of 7.8%, and the highest 
within the Core Cities group.2 Low labour force participation rates are com
monly linked to social deprivation, and average household incomes are below 
both the national and regional averages. 
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The population of Birmingham is characterised by its ethnic diversity, with 
42% of the population made up of black, Asian and minority ethnic (BAME) 
groups (primarily South Asian). There is also great diversity in the level of pros
perity across the city, with both affluent suburbs but also poor housing estates 
where levels of unemployment are high and health poor. Forty per cent of the 
city’s population live in the most deprived decile areas in England. Overall, the 
levels of crime are lower than in most large cities, but health and skill levels in 
the population are significantly worse than the national average. For example, 
the life expectancy of men in Birmingham is 2.5 years less than the national 
average. Not surprisingly, therefore, in 2020 Birmingham was ranked as the 
seventh most deprived local authority in England. 

The Council 

Birmingham is England’s largest local authority and one of the largest in Europe. 
The metropolitan authority employs approximately 26,500 people and for the 
2020–2021 financial year, its budget is estimated at just under £3.2 billion. The 
council provides a wide range of services, both statutory and non-statutory. 
Statutory services, which they are required by law to provide, include adult 
social care, education, children’s safeguarding and social care, waste collection, 
planning and housing, road maintenance, environmental health, and libraries. 
Local authorities can provide other services such as leisure, sport, and cultural 
facilities (e.g. art galleries) at their discretion. The sources of funding include 
central government, local taxes, rental income, and other forms of commercial 
activity. 

The key statistics in Figure 8.1 give an overview of both the scale and range 
of services provided by the council. 

•	 Funding of 238 schools and oversight of 186 academies and 19 free schools 
•	 Provision of 29 libraries plus 7 co-managed with local community groups 
•	 60,185 houses provided and maintained by the council 
•	 4,700 hectares of parks maintained by the city council 
•	 412,130 tonnes of domestic waste collected 
•	 2 million phone calls and 65,000 emails received from citizens wanting to access 

council services 
•	 Investment in and management of locally important subsidiary and joint ven

ture companies (e.g. National Exhibition Centre; Birmingham Airport) 
•	 2,500 kilometres of road maintained 
• 5,900 planning applications processed 

Source: Birmingham City Council website 

Figure 8.1 Key statistics (2019–2020) 
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It is clear that behind these statistics lies a complex and large-scale organisation 
facing a wide range of risks that need to be carefully monitored and managed. 
To begin to understand how this is achieved in practice, we need to consider the 
governance model through which the provision of services is managed. 

The Governance Model 

The model of governance used by the authority is a leader and cabinet system 
of publicly elected members. The cabinet is made up of nine senior full-time 
members (councillors) plus the leader of the council who acts as the chair, and 
together they are responsible for all the significant decisions within the council 
(excluding planning and licensing). The leader of the council is required by law 
to publish and maintain a forward plan of the work of the cabinet, covering all 
major decisions to be made over the coming four months, and a copy of this is 
posted on the council’s website. Forthcoming meeting dates and the detail of 
both portfolio and ward-level decisions are made public. 

Each cabinet member takes responsibility for a specific portfolio, such as 
health and social care or education, skills, and culture. Non-cabinet council
lors monitor decision making and the workings of the council through their 
membership of a total of eight overview and scrutiny committees. Responsibil
ity for chairing the main scrutiny committees is shared between the different 
political parties. 

Whilst the cabinet oversees the budget and prioritises spending across the 
different services, in practice the service provision is the joint responsibility of 
both politicians and executive staff. Consequently, cabinet decisions are imple
mented by officers of the council, headed by the chief executive, supported by 
a management team made up of paid directors who head up the core central 
services and service directorates, as shown in Figure 8.2. 

The council leadership team is the local authority equivalent of a pri
vate-sector board of directors and meets once a week for policy review and 
development. 

Each directorate oversees several related services, and service directors carry 
overall responsibility for management of the operational staff. For example, in 
Birmingham the adult social care directorate provides support for adults with 
disabilities or requiring support due to old age. The directorates remit includes: 

1. Provision of support for adults with mental health issues 
2. Support for carers looking after elderly, disabled, or sick adults 
3. Provision of elderly residential care homes and day centres 
4. Adult education 

Within the UK, the exact matching of services to directorates varies between 
different local authorities, but the overall governance structure remains very 
similar across the sector. 
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Key Learning Point 

The governance structure in local authorities requires interaction and 
good understanding between members and officers. The members make 
the policy decisions, and the staff implement them. 

A good working relationship between the two groups is thus an 
essential prerequisite for effective service provision and risk and budget 
management. 

Risk Management in Birmingham City Council (2002–2020) 

Overall Strategy 

The council formally adopted a framework for corporate governance in 
July 2002 that was based upon the CIPFA (2001) guidelines, and the associated 
risk management strategy has evolved over time but continues to reflect these 
underlying principles. 

The introduction of formalised risk management control systems was trig
gered by several external factors: 

1.	 The public-sector codes of governance, especially those issued by CIPFA 
and SOLACE 

2.	 External audit 
3.	 The introduction of the Best Value and CPA system and the inclusion of 

risk management arrangements within the key lines of enquiry used in 
CPA 

The objectives of risk management as laid down pre-2010 were defined as: 

1.	 Integrate risk management into the culture of the council. 
2.	 Manage risk in accordance with the practice. 
3.	 Anticipate and respond to changing social, political, environmental, legis

lative, and technological requirements. 
4.	 Prevent injury damage and losses and reduce the cost of risk. 
5.	 Raise awareness of the need for risk management by all those connected 

with the council’s delivery of services. 

Unsurprisingly, the city council’s current risk management strategy docu
ment has retained the same objectives, simply prefacing the word practice with 
the adjective “good” to add ambition. Fundamental risk management strate
gies, definitions, and lines of responsibility have remained largely unchanged 
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between 2002 and 2020, but the types of risks faced have evolved and the 
internal guidance provided has expanded and increased in detail. 

Risk is defined as an event/series of events which may, partially or fully, pre
vent the council from achieving its planned objectives. Birmingham Audit (the 
internal audit function) carries day-to-day responsibility for implementing risk 
management policies and training, and the view is taken that 

risk management is very much looking at achieving your objectives and 
what’s going to stop you . . . that’s the way we sell it. It’s part of helping 
them (Service Directors) to meet their targets and service plans and make 
it easier for them to see what’s going to trip them up. 

(Head of Birmingham Audit) 

At the same time, risk management is seen as making the most of opportunities 
to achieve objectives through a combination of risk transfer, risk control, and 
risk acceptance. 

A 2017 document identifies the ways in which the objectives of the risk 
management strategy will be achieved: 

1.	 Establishing clear roles, responsibilities, and reporting lines within the 
council for risk management, making it clear that everyone should take 
ownership for risk management 

2.	 Incorporating risk management considerations into all levels of business 
planning 

3.	 Providing opportunities for shared learning on risk management across the 
council and with partner organisations 

4.	 Offering a framework for allocating resources to identified priority risk 
areas 

5.	 Reinforcing the importance of effective risk management as part of the 
everyday work of employees by offering training 

6.	 Monitoring of arrangements, at all levels, on an on-going basis by 
management 

Source: Birmingham City Council Risk Management Strategy 2017 

This list highlights the need for all staff to take responsibility for risk man
agement within a well-defined framework that clarifies employees’ roles and 
responsibilities. Embedding risk management across the council has always 
been a central aim, and this includes the politicians. 

Principal Risks in Local Government 

Unsurprisingly, the risk categories faced by local government are somewhat 
different from those in the private sector. In common with any organisation, 
Birmingham Council faces reputational, regulatory, technological, physical, and 
environmental risks. In their role as a provider of services to the community, 
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funded from a mix of central and local sources, however, there are some addi
tional risks that must be continuously monitored and managed: 

1.	 Political – Politics can impact on the ability to make decisions (e.g. if 
there is no overall majority party), as well as the quality and style of lead
ership. Central government politics will affect funding and regulation in 
local authorities. 

2.	 Economic – The type of services required locally will be influenced by 
levels of employment and poverty, and local property prices affect the capi
tal receipts and growth of income from council tax. 

3.	 Social – The demographic profile of the city, especially the age profile, 
can affect the demand for educational and adult social care services, as well 
as the requirement for different types of leisure/cultural services. 

4.	 Partnership risks – In recent years, both regulation and the need to 
identify new ways of funding service provision have led councils into part
nership with a range of public, private, and third-sector bodies, such as 
National Health Services (NHS) trusts, the police, universities, and social 
enterprises. All such partnerships introduce potential risks relating to ser
vice delivery, reputation, fraud, and performance management. Partner
ship working creates new governance challenges for council staff to ensure 
effective accountability and control. 

In effect, the citizens of Birmingham are the consumers of the services, and so 
are equivalent to the customers in a private-sector arrangement. Current regu
lation, with its emphasis on transparency and accountability, makes councils 
directly answerable to this consumer base. 

Roles and Responsibilities for Risk: Senior Management 

It is the responsibility of the senior management team to identify new risks 
that may threaten the council and/or the city of Birmingham and ensure that 
the corporate risk register is up to date and complete. Many of the key cor
porate risks are cross-cutting in nature (i.e. impact on potentially multiple ser
vices within the council) and require close internal cooperation to be managed 
effectively. 

At the executive level, the director of finance and corporate governance 
acts as the risk management “champion” amongst the officers (employees) of 
the council. The deputy leader carries responsibility for engaging and training 
elected members in risk management issues. 

An annual governance review requires each directorate3 (managed by an 
individual council director) and significant areas of service delivery/business 
units within each directorate to produce their own assurance statement high
lighting significant governance issues and details of what action(s) are being 
taken to mitigate any risks. These assurance statements, provided by internal 
managers, together with evidence from internal audit, the external auditors, 
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and other external assessment bodies, are used to reach the end-of-year opin
ion on governance effectiveness, signed by the leader of the council and chief 
executive, and published in the annual accounts. The following box shows an 
example of such an assurance statement. 

Annual Assurance Statement 

This statement shows that we have adequate arrangements which con
tinue to be regarded as fit for purpose, comply with the council’s local 
code of corporate governance, and demonstrates that we have met our 
legal and statutory obligations to our residents. 

If the review reveals significant governance weaknesses, these must be identi
fied, along with details of the tools being used to mitigate and correct them. 
Some examples of such governance failings and the associated statements 
are included later in this case study. Where a governance failure is consid
ered highly significant by the external auditor, or they are concerned that an 
authority is not financially sustainable in the long term, the auditors can issue a 
Section 24 (Local Audit and Accountability Act, 2014) notice. In such cases, a 
council’s external auditors append a written Section 24 “recommendation” to 
their annual audit letter that is also copied to the secretary of state. Such notices 
are very bad publicity for a council and require council members to respond 
within one month with a plan on how the issue will be satisfactorily addressed. 
Additionally, the secretary of state is empowered to order a Best Value Inspec
tion of a Council to provide independent assurance that a council is complying 
with its Best Value duties. If such assurance cannot be given because the inspec
tion suggests that the council lacks the relevant capacity, then commissioners 
are appointed to oversee the officers and the council as it progresses through a 
clearly directed improvement plan. The politically devastating practical effect 
of such an arrangement is that the council forfeits its autonomy over local deci
sion making.4 

On a day-to-day basis, internal controls require that all senior management 
(cabinet/committee) reports include a specific risk section that outlines: 

1. The risks expected from a strategy/decision/action 
2. The steps to be taken to mitigate these risks 
3. An explanation of how the risks will be managed on an ongoing basis 

All decisions of the executive are subject to scrutiny, and the scrutiny com
mittees can “call in” a decision for detailed review to ensure that it matches 
council policy and is soundly based. In addition to a coordinating overview 
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and scrutiny committee, other committees perform the same role within each 
directorate or major service area (e.g. education and children’s social care over
view and scrutiny committee/housing and neighbourhoods overview and 
scrutiny committee). Meetings of all of these committees are held in public 
and broadcast live on a webcast. 

Within each directorate, the management team is responsible for undertak
ing risk assessments, and a nominated risk representative (formerly risk cham
pion) is tasked with implementing and managing risk within the directorate, 
acting as the point of contact for provision of risk registers and liaison with 
internal audit. Additionally, each service director is required have in place a 
business continuity plan that will enable service provision to be maintained in 
the event of a major incident. 

Roles and Responsibilities for Risk: Birmingham Audit 

Day-to-day responsibility for the development and maintenance of the risk 
management processes rests with Birmingham Audit, which is the internal 
audit section of the council. Birmingham Audit emphasises, however, that 

good governance requires that risk management is embedded into the cul
ture of the organisation, with members and managers at all levels recogniz
ing that risk management is part of their job. 

In other words, Birmingham Audit staff act as enablers of risk management by 
training and working with council staff to develop practical ways of managing 
risks. 

Historically, the work of the internal audit function within local authorities 
has been focused on the provision of assurance on the core financial framework 
and systems and the detection, investigation, and prevention of fraud and cor
ruption. Risk management, however, encompasses much more than financial 
controls, and this raises questions about the most appropriate location for risk 
management within councils. Birmingham has chosen to place responsibility 
within internal audit, but other councils take the view that risk management is 
essentially a performance management concern, and so the function lies there 
rather than with internal audit. Size is also a determining factor here, as some 
councils will not be sufficiently large to warrant a separate internal audit or risk 
management function. 

In specifying the function that should hold supervisory responsibility for risk 
management, it is important to avoid any conflict of interest in the work of the 
function. If internal audit staff are testing control effectiveness, they should not 
simultaneously be involved in drafting those controls or advising on them. In 
practical terms, this means that separate teams of staff are required with differ
ent, clearly defined, areas of responsibility. 

In Birmingham City Council the separation of duties is achieved by the 
internal audit section being split into those who conduct the internal audits per 



172 Risk Management in the Public Sector  

 
 
 
 
 
 

 

 

 

se and a separate risk team who provide the broader support for the risk man
agement system and its application across the different services in the council. 
A relatively small proportion of the work of internal audit is now allocated to 
the audit of financial systems, and the remainder is devoted to risk manage
ment, corporate governance, and business/operational activities, although the 
latter does include an element of financial control review. The annual internal 
audit plans are prepared in accordance with the CIPFA Code of Practice for 
Internal Audit. 

The creation of a specialist risk group is an explicit recognition of the size, 
complexity, and diversity of risks encountered within the city council, and 
the non-accounting nature of the work of this team is illustrated by the fact 
that they are training for the Institute of Internal Audit or Institute of Risk 
Management examinations rather than the management accounting–focused 
Chartered Institute of Management Accountants (CIMA) examinations. This 
also reflects growing evidence of the emergence of a new risk management 
“profession.” 

The risk team in internal audit are responsible for revising and updating 
the core risk management documents within the council. These include the 
policy and strategy statement, key responsibilities, risk management processes, 
and risk management toolkit, all of which are subject to both internal and 
external review. Working alongside staff from across the council’s directorates, 
Birmingham Audit assist in the development of practical approaches to risk 
identification and monitoring and provide regular face-to-face training ses
sions together with an online learning module for all staff involved in the 
management of risk. 

Corporate risk register reports are compiled by Birmingham Audit for sub
mission to both the council management team and the Audit Committee. 
Reports from its internal audit teams provide detailed information on direc
torate-level risk management, and reporting to the Audit Committee, they 
inform the wider governance agenda. 

Roles and Responsibilities for Risk: Audit Committee 

Responsibility for independent assurance on the effectiveness of internal con
trols, risk management, and governance, as in private-sector organisations, rests 
with the Audit Committee, which receives regular reports from Birmingham 
Audit. Its independence serves to reassure the public of the objectivity of the 
council’s reporting and accounts, and its authority provides backing for the 
work of Birmingham Audit. CIPFA guidelines (CIPFA, 2005, p. 13) define the 
role of the Audit Committee within a local authority as being to: 

1.	 Consider the effectiveness of the authority’s risk management arrange
ments, the control environment, and associated anti-fraud and anti-cor
ruption arrangements. 

2.	 Seek assurances that action is being taken on risk-related issues identified 
by auditors and inspectors. 
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3.	 Be satisfied that the authority’s assurance statements, including the State
ment on Internal Control, properly reflect the risk environment and any 
actions required to improve it. 

4.	 Approve (but not direct) internal audit’s strategy, plan, and monitor perfor
mance. Review summary internal audit reports and the main issues arising, 
and seek assurance that action has been taken where necessary. 

5.	 Receive the annual report of the head of internal audit. Consider the 
reports of external audit and inspection agencies. 

6.	 Ensure that there are effective relationships between external and internal 
audit, inspection agencies, and other relevant bodies and that the value of 
the audit process is actively promoted. 

7. Review the financial statements, external auditor’s opinion, and reports to 
members and monitor management action in response to the issues raised 
by external audit. 

Roles and Responsibilities for Risk: Council Staff and Members 

Figure 8.3 shows the hierarchy for risk management that is used by staff within 
Birmingham City Council. Elected members take political decisions that 
reflect the council’s chosen long- and short-term strategic objectives. Senior 
management are responsible for the overall implementation of the political 
decisions, but day-to-day operational management is done by the individual 
directorates. Directorates are made up of divisions, which are further split into 
specific services/business units and then projects. 

The aim is to ensure that across all levels of the hierarchy, everyone com
municates about risks – the existence, scale, likelihood, consequences, tools for 
control, etc. – and those risks are regularly monitored and reviewed. Conse
quently, the left-hand side of Figure 8.3 is labelled “Communicate and Con
sult,” depicting the way in which risks are notified from the service divisions up 
the hierarchy to senior management and the Audit Committee. For example, 
within directorates, all individual risks are allocated to a risk owner, who car
ries responsibility for reducing the risk to a target level and reporting progress 
to their directorate’s risk representative for transmission up the hierarchy. 

The right-hand side depicts the “Monitor and Review” processes, which are 
continuous. Risk registers at both the corporate and divisional level are regu
larly updated and control tools revised when existing methods are ineffective. 
In combination, the communication and monitoring processes form a control 
loop, whereby a risk is identified and control tools selected; this information 
is communicated up the hierarchy, and monitoring by internal audit helps to 
ensure risks stay within the desired level. 

Such a system requires that risk awareness and understanding permeate the 
entire organisation, with all staff recognising risk management as part of their 
job and something which helps in ensuring the achievement of the council’s 
overall objectives. Central to the development of such understanding are the 
training sessions organised by Birmingham Audit. 

A sample training exercise is illustrated in the following box. 
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Figure 8.3 Risk management hierarchy

Source: Adapted from Birmingham City Council (2018)

Box 8.1 Training in Risk Identification and Control

Training in how to identify and monitor risks can start at a very basic 
level. For example, at a training session for new staff in Birmingham, 
members of the risk team within internal audit gave the trainees the task 
of getting a raw egg – unsupported – from one side of a large room to 
the other without breaking it. To help them in the process, teams were 
provided with access to any of the materials that they may wish to use 
from the department’s stationery cupboard. Most of the teams were very 
concerned about the risk associated with the fragility of the egg, and so 
spent a lot of time building structures from cardboard, paper, string, and 
various other items to minimise the risk of breakage. The exercise ended 
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with two members of the risk team throwing an unprotected egg from 
end to end of the room and simply being careful in the process of catch
ing it. The lesson learnt was that it is easy to overestimate risk and also to 
spend a lot of money on protecting against it. The management of risk 
requires an ability to take a perspective on its importance, and hence how 
much to spend on managing it. 

This particular training session took place within the offices of Bir
mingham Audit; training is also organised on site within the services 
themselves. Head of service and other line managers may request assis
tance from internal audit to help them identify and evaluate the risks that 
they may encounter based upon the service plan that they have drafted. 
The assistance does not take the form of telling them what risks may 
exist, but simply helping them to think about what might get in the way 
of the achievement of the plan’s objectives. To some extent, risk manage
ment is about a particular mindset, and after staff have had some practice 
at going through the process of risk identification and assessment several 
times, many become adept at the process. At this point it can be argued 
that risk management is starting to become embedded within the culture 
and thinking of the organisation. 

The Risk Management Framework 

The risk management strategy and key lines of responsibility described earlier 
require the establishment of a very clear framework to provide the necessary 
tools to ensure that all levels of staff can fulfil their risk responsibilities. The 
framework used in Birmingham City Council is based on the three lines of 
defence model. Front-line service staff provide the first line of defence; the sec
ond line involves management oversight, complemented by some independent 
assessment and monitoring of controls (e.g. by Ofsted education inspectors); 
and the third line of defence is Birmingham Audit, whose work aims to provide 
assurance that the other defence lines and controls are operating effectively. 

Within this framework, the risk management process is based upon the risk 
standard developed by the IRM (2002) and is broken down into five key stages: 

1. Identification of risks/opportunities 
2. Analysis of risks/opportunities 
3. Prioritisation of risks/opportunities 
4. Management of risks/opportunities 
5. Monitoring/review of progress 

The language used by Birmingham City Council varies little from that within 
the standard model of the IRM. 
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IDENTIFICATION OF RISKS/OPPORTUNITIES 

Risks and opportunities are defined in terms of the aim of achieving the coun
cil’s objectives in relation to service provision. A variety of methods can be used 
to help identify risks, including management experience, formal risk assess
ments, insurance data, and internal control reviews. Many different types of 
risk may be identified, and the causes are likely to be various and sometimes 
specific to individual services. Internal audit suggest a prompt list of risks that 
staff may wish to consider, including environmental, legal, political, financial, 
social, reputational, managerial, physical, and technological risks. 

Every service area is required to identify risks and opportunities against the 
background of its service objectives, and all risks are then recorded on a risk 
register, which acts as a key reference point for the entire risk management 
system. An example of a risk register is included at the end of this section to 
illustrate how the whole framework ties together. The boxed example illus
trates the breadth of risks that may be faced within an individual service area 
and formally recorded on the risk register. Note: The risks in this example are 
for illustrative purposes only. 

Box 8.2 Example of Service-Level Risks 

Waste Management Service 
Risks may include: 

•	 Failure to provide safe access for the public to household recycling 
centres 

•	 Inadequate environmental controls at waste management sites 
•	 Challenges in recruiting staff for work in refuse and recycling services 
•	 Contractors failing to deliver services to the agreed specification 
•	 Financial pressures leading to reduced repairs/maintenance 

It is critical to note that the need for risk identification and management is 
not exclusive to the service level of the council. Directorates and the broader 
corporate level of the council will also face risks which may be either independ
ent of or interact with the service-level risks. Such risks are defined as cross
cutting. Possibly the biggest challenge for risk managers in the public sector is 
the scale and range of cross-cutting risks that need to be managed, for example, 
in respect of child poverty. Poor households in a city may be unable to pay their 
council tax and be in receipt of multiple benefits, including housing benefits. 
The children are likely to be entitled to free school meals, which impacts the 
education service, and poor family health will cause increased pressure on local 
primary care services. In other words, multiple service areas covering housing, 
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education, health, and local government income collection can all be impacted 
by a trend towards increased child poverty. Clearly, the management of risks 
that cut across multiple services needs to be controlled centrally and requires 
clear and timely cross-service communication. 

Knowing the possible risks that may be faced is, however, insufficient for 
control purposes. More information is required to know where to prioritise 
the control effort and where risks are too small to really matter. 

ANALYSIS OF RISKS/OPPORTUNITIES 

After risks have been identified, they are grouped and ranked according to the 
likelihood of their occurrence and their expected impact. Likelihood/impact 
matrices are commonly used by risk managers. The exact design of the matri
ces will vary from organisation to organisation, but the underlying principle 
remains identical: the aim is to be able to classify risks in terms of the two 
dimensions. In Birmingham they use a 4 × 4 matrix with the classifications 
being high, significant, medium, and low. Tables 8.1 and 8.2 detail the defini
tions applicable to each of these classifications. 

Initially, the risks being classified are the inherent risks (i.e. those which may 
occur assuming no management controls are in place to reduce their likelihood 
or impact). 

An additional matrix of risks is drafted in terms of residual exposure levels, 
based on assurance – either from management or from internal audit – that 
the controls are demonstrably effective in reducing the risk. All residual risks 
are “owned” by a named member of staff, and the residual risks are regularly 
reported and compared to the target risk, which is defined as the long-term 
desired level of risk in the specific service area. The risk matrix for each service 
thus acts as both a feedback and feed-forward control for monitoring purposes. 

RISK/OPPORTUNITY PRIORITISATION 

Figure 8.4 shows the process used to prioritise risks or opportunities. Risks are 
marked on to the 4 × 4 matrix according to the classification of low to high 
likelihood and low to high impact, and the shaded zones of the matrix equate 
to a traffic light system: severe is a red light, material is amber, and tolerable is 
green. 

Table 8.1 Likelihood 

Classification Definition 

High Almost certain in most circumstances. Higher than 80% probability.
 
Significant Likely: 50% to 80% probability.
 
Medium Possible: 20%–50% probability.
 
Low Unlikely but could occur at any time. Less than 20% probability.
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 Table 8.2 Impact 

Classification Definition 

High Critical to achievement of objectives. Huge impact on cost/reputation 
and requiring a long-term recovery plan. 

Significant Major impact on costs and objectives. Serious impact on reputation or 
quality extending into the medium/long term. 

Medium Waste of time and resources but with moderate impact and potentially 
expensive medium-term effects. 

Low Minor loss/costs/inconvenience. Short- or medium-term impact only. 

The definitions for these zones directly reflect the severity of impact upon 
service objectives if the risk crystallises, and the degree of severity is reflected 
in the subsequent level of control and frequency of monitoring. For example, 
in Figure 8.4 risk number two is classed as being of low severity and low likeli
hood. As a result, the level of control over this risk is likely to be low, because 
the impact will also be low. In contrast, risk number one is classed as being both 
high risk and high likelihood and hence severe. In terms of the definitions, this 
means that there is a strong likelihood of the risk occurring and jeopardising 
the achievement of council objectives. The only way to resolve this is to imme
diately introduce additional control systems. 

All risks with a high impact and significant or above likelihood are classi
fied as severe, and information about these risks and the related controls are 
automatically escalated up to the next level in the organisational hierarchy. In 
other words, if a service manager sees something as a severe risk, this fact will 
be made known to the service director, who then has a responsibility to ensure 
that controls and action plans are devised to reduce that residual risk to material 
rather than severe. Severe risks, which represent five of the sixteen elements 
of the matrix, are the subject of both weekly meetings and action plans within 
the relevant directorate. The action plans provide a record of the effectiveness 
of existing controls, who is responsible for managing the specific risk, and the 
nature and timing of the subsequent control actions taken. 

Risks identified as having medium impact or below and with only a low 
likelihood of occurrence are classed as tolerable. Tolerable risks are regularly 
reviewed, and low-cost risk reduction strategies identified where possible, but 
they are not proactively managed, as they are acceptable within the existing 
management routines. 

MANAGEMENT AND CONTROL OF RISKS 

Six stages are involved in the process of the management of risk. These are as follows: 

1. Establishing the risk appetite 
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Compliance With Regulations on Air Quality 
in Birmingham 

Under the Environment Act 1995, the whole of Birmingham was clas
sified as an Air Quality Management Area, requiring compliance with 
set limits on levels of certain air pollutants. A  report in 2016 showed 
that levels of NO2 needed to be reduced. Subsequently, the council’s 
risk map dated March 2019 classified the risk of fines being imposed for 
poor air quality as being high and the impact medium. In other words, 
cost-effective control improvements needed to be identified to ensure 
regulatory compliance. 

In response, the council introduced a Clean Air Zone in June 2021, 
aimed at discouraging polluting vehicles from entering the area. Daily 
charges of £8 per day for cars, taxis, and large good vehicles (LGVs) and 
£50 a day for coaches, buses, and heavy goods vehicles (HGVs) have 
been imposed on vehicles identified as not having clean enough engines. 

This represents a low-cost response to controlling the risk. 

2. Assessing whether to accept, control, modify, transfer, or eliminate the risk 
3. Recording the reasons for the decision 
4. Implementing the decision 
5. Assigning individual ownership to each risk 
6. Specifying the actions and timescale required to reduce risk to the target level 

Risks are expressed and measured in terms of their impact upon the council’s 
objectives, and they are managed in terms of the council’s risk appetite. The 
risk appetite reflects the extent of risk which is deemed to be acceptable or 
tolerable. Tolerable is defined in terms of the traffic light system used in the 
matrix shown earlier. Once identified and prioritised, risks are therefore man
aged through acceptance, control, modification, or transfer. The aim is to bring 
the residual risk level down to a level classed as tolerable. 

In choosing how to respond to a particular risk, staff must take into account 
the trade-off between the cost of controls and the costs incurred if objectives 
are not achieved. In crude terms, spending £100,000 on anti-fraud protection 
systems makes little economic sense if the maximum loss from fraud is esti
mated at £70,000. The cost of implementing and operating a control should 
not normally exceed the maximum potential benefit. 

Once a decision has been made on how a risk will be controlled, individu
als are assigned ownership of the risk and take responsibility for monitoring 
progress against controls to ensure that the risk remains within tolerable levels 
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and does not threaten the achievement of objectives. Feedback from the moni
toring is then used to review and possibly modify both the objectives and the 
control process itself. 

Tools Used for Managing and Controlling Risks 

Risk registers, allocation of risk ownership, and action plans all form impor
tant parts of the risk management process. Risk registers are reviewed at least 
quarterly to ensure that risks are deleted, added, or upgraded as appropriate. 
Where a risk is deleted, there is a requirement that the reasons for the dele
tion are fully recorded, together with an explanation of what has happened to 
the risk. The mechanisms adopted to review risks may be selected by service 
or directorate managers and may take the form of an agenda item at a man
agement meeting, a special risk meeting, or a workshop organised through 
internal audit. 

The review process will work through each risk on the current register to assess: 

•	 If it is still valid 
•	 If anything has changed, particularly the residual risk 
•	 Whether to delegate/escalate the risk if required as a result of identified 

changes 

Additionally, the review will identify any new risks that may have arisen and com
plete an assessment of the residual risk using the 4 × 4 matrix described earlier. 

Council-wide consistency in relation to risk registers and action plans is 
achieved using standardised documentation. The same risk register template 
is used across all services, ensuring that when risks are aggregated across the 
whole council, internal audit knows that equivalent approaches have been 
adopted in all directorates. 

The risk register template is reproduced in Table 8.3. 
The action plan that forms the lower section of the template ensures that it 

is clear what actions are necessary to reduce risk, who carries responsibility for 
these, and if progress is being made. This documentary record forces staff to 
face up to the need to monitor risks in order to keep them under control and 
to see risk identification and measurement as a perpetual cycle rather than an 
irregular event. By being forced to record the decisions taken and the basis for 
them and to ensure that controls are regularly reviewed for effectiveness, people 
become answerable for their actions and begin to understand the link between 
risk and performance. 

Consistency is also monitored by the internal audit process itself, with 
staff knowledgeable about which directorates or service areas are more or less 
focused on risk management issues and good or bad at maintaining up-to-date 
risk information. Internal audit also carries responsibility for checking whether 
the risk controls are working effectively, thus fulfilling the role as shown on the 
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Figure 8.4  Prioritisation matrix/risk heat map 
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right-hand side of Figure 8.3. Birmingham Audit uses a risk-based approach 
for internal audit, which prioritises those directorates and service areas which 
may carry significant “corporate-level” risks as well as operational risks. 

Information Support Systems for Risk Management 

Information and communications technology (ICT) is fundamentally impor
tant to the maintenance of the risk management control system in Birming
ham because the technology is integral to the risk control process. When the 
risk management system was first being developed, documentation and risk 
guidance were posted on the intranet, but it was felt that its usefulness for risk 
management purposes was limited. As a result, the risk team chose to purchase 
Magique, a dedicated piece of commercial risk management software. The 
team was also responsible for the system’s installation. 

The role of Magique is four-fold: 

1.	 Training – Online training packages help to get the risk message across to 
staff at all levels within the council, whilst simultaneously easing the pres
sure on staff resources within internal audit. 

2.	 Real-time update of risk registers – Real-time updating ensures that 
up-to-date council-wide risk registers are continuously available to both 
internal audit and senior council staff. The software does not, however, 
automatically update the internal audit plan in response to changes in the 
service-level risk registers. Instead, these have to be completed manually 
by internal audit staff. 

3.	 Maintenance of an events log – The events log is used for both audit 
planning and the redesign of risk controls to reduce the likelihood of future 
events. 

4.	 Management of cross-directorate risk information – By granting 
real-time access to information across all services, the software facilitates 
the management of cross-directorate risk information. For example, the 
council’s CPA score is aggregated from across a broad range of council 
activities, and senior management therefore need to be aware of the risk 
of the score changing because of shifts in risk data across all of the relevant 
directorates. Magique enables analysis of cross-directorate information 
because it can present slices of risk profiles both vertically and horizontally 
across the organisation. 

Magique therefore enables internal audit to pull together all of the informa
tion needed to draft the annual assurance statement on risk management and 
internal control. In the absence of such technology, the database would have to 
be maintained manually, and the preparation of the assurance statement would 
clearly be more time consuming. 

Birmingham directly recognises the role played by Magique in support
ing the risk management infrastructure by recording it as a permanent item 
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 on the corporate risk register. There is no expectation that it will ever be 
removed. 

The interdependencies between service delivery, ICT, and risk management 
can be usefully illustrated by reference to the problem of fraud control within 
the benefits section of Birmingham City Council. One of the benefits that is 
available to people living in the city is a reduction in the amount of council 
tax payable for one-person households. Sharing information across directorates 
and other public agencies can help to reduce the high risk of fraudulent claims 
for this benefit. ICT can facilitate this information sharing by enabling cross-
referencing of the information provided by individuals to different sections of 
the council (e.g. housing benefit and the electoral register). One benefit of the 
investment in ICT is thus that it frees up fraud control staff time. 

Linking Risk and Performance Management 

Risk and organisational objectives are intrinsically linked, and the challenge in 
practice is to make the link work and demonstrate this by proven improvements 
in performance. 

For Birmingham City Council, the challenge of demonstrating how risk 
management works to help achieve objectives is made even more difficult by 
the fact that it is a public-sector body and a political organisation. Council 
objectives are determined by elected members, with their own political agenda, 
although the day-to-day management is largely done by paid officers. 

As a service provider to a huge and diverse community, the council’s corpo
rate plan is very wide ranging in scope. The 2018–2022 plan seeks to create a 
green, clean entrepreneurial city that fulfils the aspirations of younger citizens 
and the service needs of the older citizens and maximises the benefits of the 
2022 Commonwealth Games for its residents. 

Such objectives are admirable but need to be “translated” into specific objec
tives which can be applied to all the directorates and services across the council, 
cascaded down to operational staff, and provided with the required corporate 
support. The performance planning framework has evolved over time and aims 
to ensure that objectives and performance targets for the city, councils, direc
torate, and local constituencies are linked together to form a coherent whole. 

Successful performance management requires all members of staff to under
stand the council’s objectives and their individual role in helping to achieve 
them. Local government, in contrast to much of the private sector, has tradi
tionally been very good at linking corporate-level objectives down the organi
sational hierarchy to individual performance targets. In Birmingham this is 
done using a balanced scorecard type of approach, further details of which can 
be found in Woods (2009). 

At the heart of the performance management system is a series of linked 
plans that establish objectives and targets at each hierarchical level, which are 
regularly monitored and reported. At the council level, overview and scru
tiny committees  have internal responsibility for scrutinising and reviewing 
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the performance of the council as a whole. The council’s plan for 2018–2022 
defines six core outcomes and eighty-two associated performance indicators, 
and Table 8.4 details the six core objectives and illustrative performance meas
ures used for evaluation purposes. 

Results in terms of meeting or not achieving targets within an acceptable 
tolerance level are reported to the cabinet and compared to the previous time 
frame. Performance against the plan is highly visible to the wider public via 
the publication of both quarterly updates and an annual performance report, 
highlighting what has or has not been achieved, ongoing challenges, and the 
current focus. The council is sensitive to the fact that service performance can 
drive funding opportunities, and so monitoring and success are critical. 

At the directorate level, performance plans for service delivery specify both 
the desired service quality and outcomes. Summary performance reports for 
services are published quarterly on the website, based upon sixty-nine perfor
mance measures, with performance classified under one of four categories: 

1. Blue – target exceeded 
2. Green – target met 
3. Amber – below target within tolerable limits 
4. Red – target missed 

Benchmarking of service performance against that of other UK local author
ities is also used to both encourage improvement and increase accountability. 

Table 8.4 Target Council Outcomes and Performance Measures 

Target Outcome Illustrative Performance Measures 

Entrepreneurial city to learn, •  Number of jobs created 
work, and invest in •  Number of small/medium-size enterprises starts and 

closures 
An aspirational city to grow •  Key stage 2 educational attainment 

up in •  Percentage of children overweight or obese at year 6 
A fulfilling city to age well in •  The proportion of people who use services who 

reported that they had as much social contact as they 
would like 

•  The percentage of people who receive adult social 
care in their own home 

Great, clean, and green city to •  Reduced collected household waste – kg per 
live in household 

•  How safe do you feel outside in your local area after 
dark (citizen perception measure)? 

Maximum benefit from the •  Volume of games contracts awarded to Birmingham/ 
Commonwealth Games West Midlands companies 

•  Percentage rise in young people and adults engaged in 
physical activity 

A city that takes a leading role •  To be agreed 
in tackling climate change 
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For example, the Adult Social Care Outcomes Framework (ASCOF) meas
ures how well care and support services achieve the outcomes that matter 
most to people, based upon surveys of both carers and service users. Bir
mingham’s adult social care service is huge (its budget was £264  million 
in 2018–2019) and reports its ranking across 150 local authorities for each 
of the twenty-eight performance measures used by ASCOF. This ranking 
system helps to highlight where improvements are required, as the coun
cil’s position varies from the very best to the close to worst and all points 
in between, depending on the chosen performance measure. This is clearly 
illustrated in Table 8.5. 

The control loop between planning, delivery, and monitoring of perfor
mance is illustrated in Figure 8.5. This is not taken from the council’s own 
documentation, but is a generic example of how a council’s plans and score
cards for performance can be cascaded downwards from the very general vision 
quoted earlier into individual performance plans for every member of staff. 

If the performance plans also include risk plans which specify where the 
responsibility for risk lies, then risk becomes part of the mechanism by which 
performance is evaluated. The risk and performance functions then run in 
tandem, and it can truly be said that risk management is embedded into the 
organisation. This is the ultimate aim, but it is very difficult to achieve because 
of the complexity and interdependence of some of the council’s objectives. 

Complex Objectives Generate Complex Risks 

One of the key ways in which risk management in the public sector differs 
from that in the private sector is in the challenges created by complex risks. 

Table 8.5	 ASCOF Illustrative Performance Rankings: Birmingham City Council 
(2018–2019) 

Performance Measure Ranking 
(out of 150) 

The proportion of people who use services who receive self-directed 
support 1 

Long-term support needs of older adults (aged 65 and over) met 
by admission to residential and nursing care homes per 100,000 37 
population 

The proportion of adults in contact with secondary mental health 
services living independently, with or without support 99 

The proportion of people who use services who find it easy to find 
information about support 122 

The proportion of carers who report that they have been included or 
consulted in discussion about the person they care for 146 

Source: Local Account 2018–19 Birmingham City Council Adult Social Care: 

www.birmingham.gov.uk/downloads/download/40/local_performance_account_reports 

http://www.birmingham.gov.uk
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Figure 8.5  The performance management control loop 

Complex objectives such as those relating to children’s social care require  
the involvement of multiple services and organisations if they are to be  
achieved, resulting in what are commonly termed cross-cutting risks (i.e.  
those which cross service/organisational boundaries). They commonly  
involve a large and diverse set of stakeholders, and because the service deliv
ery requires multi-party involvement, cross-cutting risks are more difficult to  
monitor and control. 

Multi-party working creates a potential for conflicting priorities, lack of  
co-ordination, and issues of differing organisational cultures (NIA, 2008).  
Recognising the challenges faced in this regard, in July 2014 the leader of  
Birmingham City Council requested an independent review into the govern
ance and organisational capabilities of the council, which included recom
mendations on ways to improve its efficiency and effectiveness. A key area of  
concern was children’s social care, which had been classified by the govern
ment inspectors at Ofsted as providing inadequate care and requiring inter
vention through “special measures” since 2009. The challenge of providing  
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this complex service in an environment subject to increased budget austerity 
is widespread. In 2017 an investigation revealed that children’s services in a 
record thirty-one authorities – one in five (!) – were under some form of 
government intervention due to the combined pressures of rising demand 
and shrinking budgets. 

The 2014 Ofsted report into children’s social care in Birmingham concluded 
that the service was inadequate and showed widespread and serious failures that 
left children and young people at risk of harm. The same year, the independ
ent review into Birmingham Council, commonly referred to as the Kerslake 
Report (Kerslake, 2014), was similarly hard hitting, suggesting that deep-rooted 
cultural change was required and that the council did not have “credible plans” 
to meet the significant budgetary challenges it was facing. 

The risk of failing to effectively respond to the Kerslake Report was still on 
the council’s risk map in March 2019 and classed as of medium likelihood but 
significant impact, and so requiring close monitoring and cost-effective control 
improvements. Focusing solely on the challenges of managing children’s social 
care, it is useful to analyse the cross-cutting issues that arise and their implica
tions for risk management. 

The problems faced by Birmingham children’s social care service from 2009 
ff included: 

•	 Lack of consistent management. Six different senior managers were in the 
post from 2008 to 2016. 

•	 Long-term staff shortages, leading to high workloads, high staff turnover, 
and budget pressures from high usage of agency workers. 

•	 Rising demand. The service covers an area with some of the highest rates 
of poverty and deprivation in the UK. 

•	 Lack of support from partner agencies such as the police/schools/health 
services, especially in relation to information sharing. 

•	 Budget cuts. Total council income from grants and sale of services fell from 
£4049 million in 2011–2012 to £3324 million in 2019–2020, a drop of 
almost 18%. 

All of these factors create risks and an environment in which identifying pri
orities that could be funded and getting staff buy-in was severely challenging. 

In December 2018 the service was deemed by Ofsted to no longer be inad
equate – the first time in ten years – but still requiring improvement to be 
good. The key change that led to the reduced risks and performance improve
ment was the decision to transfer the service out of the council to an independ
ent council-owned voluntary trust.5 The 2018 inspection report from Ofsted 
noted significant improvements in staff morale, highly visible management 
providing clear and effective oversight, and a revised performance manage
ment system that facilitated the prioritisation of risks. Where improvement was 
still needed, however, was in relation to partnership working. In serious case 
reviews, including children’s deaths, it was felt that there was still a lack of fully 
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effective information sharing between the council, schools, police, nurseries, 
and health services. All of these parties will have their own performance man
agement systems, and culture, and if no single party has the right to bring them 
into alignment, then there is a risk that serious cases get missed as they fall into 
an information gap created by weak interaction across the agencies. 

Key Learning Point 

Partnership working brings huge challenges and increased risks. The 
public sector’s approach to managing cross-cutting risks may have use
ful lessons for the private sector, such as setting up a separate entity 
to control services and risks which straddle traditional organisational 
boundaries. 

Changing Risk Priorities: 2000–2010 versus 2010–2020 

Risk management is inextricably linked to corporate objectives, and so it is 
inevitable that changes in objectives will result in revisions to which risks are 
given priority. This evolution of risk thinking has already been clearly illus
trated earlier in this book in Chapter 4. Technological risks and the threat of 
climate change represent responses to evolving market conditions. The growth 
of internet-based sales and accompanying customer databases have created new 
technological risks; similarly, growing public awareness and concern over cli
mate change have pushed the issue onto the corporate agenda, as companies 
seek to keep their stakeholder base happy by demonstrating how they control 
such risks. 

In the case of Birmingham City Council, political matters have played a 
central role in determining what objectives matter most, and hence which 
risks require prioritising. As we saw earlier in this chapter, the period 2000– 
2010 was one in which there was a strong emphasis on external assessment 
of the council’s performance. The period 2000–2009 was the era of Best 
Value reviews and then CPA undertaken by Audit Commission inspectors. 
A council’s CPA rating affected its access to funding, and so service ratings 
became the key performance indicators. This was also the decade in which 
risk management systems were first being developed, and so they grew 
alongside the CPA regime, with risks commonly defined in terms of CPA 
scores. 

The successor to CPA, comprehensive area assessment, was more wide rang
ing and challenging, but very short lived, and the change of government in 
2010 led to a shift in risk management thinking. More emphasis was placed 
on value for money and the authority’s arrangements for securing economy, 
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efficiency, and effectiveness in its use of resources. The audit reports included 
in the annual statement of accounts now detail what the auditors perceive 
to be any key risks that may threaten such arrangements. For example, the 
2019–2020 audit report by Grant Thornton states: 

We identified five significant risks in respect of the Authority’s arrange
ments for securing economy, efficiency and effectiveness in its use of 
resources in respect of: 

• the Authority’s resilience and financial sustainability 
• waste service continuity and industrial relations 
• contractual arrangements relating to the highways PFI Scheme 
• the financial impact of the Commonwealth Games and 
• contract monitoring and management. 

Source: Birmingham City Council Statement of Accounts 2019–20, p. 230 

These comments clearly demonstrate that maintaining financial capacity is still 
very important and also that contracting out of services is also problematic, as 
many councils have little experience of the necessary negotiating skills required 
in such an environment. The need for such contracting reflects the huge chal
lenge of maintaining service provision when total income is falling. The Ker-
slake report highlighted the need for the council to develop plans to manage 
the expected financial challenges and operate a balanced budget. This was first 
achieved in 2015–2016 but only through cutting down or eliminating non
essential service provision (e.g. public libraries) and using contractors to cut 
fixed costs. Such an approach reflects central government political thinking 
and can lead to conflict if local councillors feel that certain services should be 
retained. 

Simultaneous with the shifting emphasis towards financial stability were 
the new legal requirements for transparency. Fulfilment of the resulting, more 
detailed reporting needs led to some change of focus within Birmingham 
Audit. Compliance with financial and accountability requirements moved up 
the agenda, and broader performance issues were possibly (perhaps inevitably) 
sacrificed in the process. There has been a long learning curve, but in 2021 in 
a review of the council’s financial management capability, CIPFA ranked the 
city council as a three-star authority on a ranking of one to five stars – up from 
the one-star rating awarded in 2019 and delivered a year ahead of schedule. 
CIPFA’s report concluded that “Birmingham City Council should be con
sidered an exemplar in the transformation of financial management capability 
given the extent of improvement achieved over the last two years” (quoted in 
Report to Cabinet, 2021). 

The shift towards firmer financial foundations provides the council with an 
opportunity to rethink its priorities and revise its key risk register. Most impor
tantly, the long-term perspective allows us to see that risk management is far 
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from static. It evolves and responds to changing external conditions, be they 
political in the case of Birmingham City Council, or market related in the case 
of private-sector organisations. 

Conclusion 

Birmingham City Council is a huge and complex organisation with wide-
ranging social, economic, and political objectives. Establishing the objectives 
and then establishing the necessary control systems to achieve them is a massive 
operation. Risk management is a fundamental element of the broader man
agement control system and is strongly linked to performance management 
because risk is defined in terms of the ability to achieve objectives. What is seen 
as constituting good performance, however, has changed over time. 

The risk team within internal audit have created a very formal, well-docu
mented, and structured framework for risk management, and its effectiveness as 
a control tool is reported upon annually. In the end that effectiveness is driven 
not by the system itself but by the people who implement it  – the council 
members and staff. Risk management is only as good as the people who deploy 
it, and the local government sector in the UK has gone through something of 
a performance management revolution since 1999, which has been accompa
nied by a step change in the quality of risk management. The complexity and 
cross-cutting nature of many of the risks faced by local government present 
massive challenges, the management of which also provides useful lessons for 
the private sector. 

Notes 

1 The material used in the case study is drawn from several different sources. Phase 1 (2000– 
2010) material is primarily based upon internal documentation from the city council 
and interview transcripts. Extended interviews, attendance at management meetings and 
training sessions, and a guided walk through the software used to manage risks were all 
used to collect further evidence on both the risk management structure and how it is used 
in practice. Interviewees included the head of internal audit, other members of staff in 
Birmingham Audit, and the council’s chief executive. Phase 2 (2010–2020) material uses 
information from the public domain – mainly the council’s own website, but also central 
government, media, and academic sources. 

2 The Core Cities Group is composed of the eleven main cities of the UK (excluding 
London) – namely Belfast, Birmingham, Bristol, Cardiff, Glasgow, Leeds, Liverpool, 
Manchester, Newcastle, Nottingham, and Sheffield. They form the economic and urban 
cores of wider surrounding territories, the city regions, and are home to 25% of the UK 
population. 

3 In Birmingham there are eight directorates, each managed by an appointed director of the 
council – Adult Social Care and Health, Education and Skills, Inclusive Growth, Finance 
and Governance, Neighbourhoods, Digital and Customer Services, Partnerships, Insight 
and Prevention, and Human Resources. 

4 Liverpool City Council received such an inspection in late 2020, and commissioners were 
appointed in March 2021 for an initial three-year term. Further details of the case and the 
identified governance failings are readily available online by searching for “Liverpool City 
Council Best Value Inspection.” 
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5 A growing number of councils are choosing to engage in this form of outsourcing, which 
is promoted by central government as freeing the system from local bureaucracy, allowing 
staff to focus totally on service provision. 
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Useful Web Links 

1.	 A useful PDF document provided to managers within the council with 
the aim of helping them to learn how to identify and manage risks. It 
includes a helpful appendix illustrating the wide range of cross-cutting 
risks they may encounter. www.birmingham.gov.uk/downloads/file/711/ 
risk_management_toolkit 

2.	 An example of risk reporting within the council. This is a report from the 
assistant director of audit and risk management to the Audit Committee 
concerning the council’s management of the key risks in the corporate 

http://www.birmingham.gov.uk
http://www.birmingham.gov.uk
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risk register. (From the electronic version of the book, follow the detailed 
hyperlink, or you can find the document by searching online for “Birming
ham City Council Audit Committee report on corporate risk register.”) 

https://birmingham.cmis.uk.com/Birmingham/ 

Discussion Questions 

1.	 What are the key differences, if any, between risk management in the pri
vate sector versus the public sector? 

2.	 Draw a diagram, with indicative performance measures, to show how an 
objective to provide residential care for all elderly people in need can be 
translated down to personal objectives for a member of staff in a care home. 

3.	 Discuss the extent to which firm financial foundations are an essential pre
requisite of good risk management. 

https://birmingham.cmis.uk.com


  9 Best Practice Risk Management 
Key Lessons 

Introduction 

In combination, the three detailed case studies of Tesco, Akzo Nobel, and 
Birmingham City Council provide us with substantive detailed information 
about widely variable risk management experiences across very different sec
tors. Learning from others – both their successes and their mistakes – is perfect 
for a practical subject such as risk management, and so the aim of this chapter 
is to summarise the lessons that can be learned from the case studies. For the 
purposes of this chapter, most of the discussion will use the generic term risk 
management as opposed to the more specific enterprise risk management, sim
ply because it is more widely applicable. 

The lessons discussed in this chapter originate from the case studies but are 
expanded to incorporate academic and broader practitioner comment on the 
issue(s), so that the pedagogical benefits are maximised. For the reader, the 
challenge is to then assess the extent to which they can be applied to risk man
agement in their own organisation. 

Lesson One: Risk Management Systems Are Both Time 
and Organisation Specific 

Chapter 2 described the two main theoretical frameworks used globally in the 
design of risk management systems  – Committee of Sponsoring Organiza
tions’ (COSO’s) Enterprise Risk Management (COSO, 2017) and ISO 31000 
(2018). The chapter concluded that risk management systems in all organisa
tions display common features that are derived from one or another of these 
standards, but that their detail and complexity will vary. The case studies con
firmed this mix of similarity combined with variability, with the variability 
being explained by both the point in time being analysed and specific organi
sational traits. 

Time 

Risk management is not static – regulations and guidance have evolved hugely 
over the last twenty years – and simultaneously, the risk management needs of 
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an organisation change as its strategies and markets develop over time. Conse
quently, it is important to be cautious about what can be learned from a point-
in-time snapshot of risk management in a specific organisation. The picture is 
likely to be incomplete, and it is for this reason that the case studies straddled 
long time frames, which revealed the findings discussed next. 

The Impact of New Strategies and Objectives on the Risk Management System 

Risk management is linked to corporate objectives and strategy, which change 
over time. For example, in the case of Tesco, the first phase of the case is a 
period of rapid expansion of the business, both internationally and into new 
sectors such as non-food and online retail. The risk management system was 
therefore very performance focused, particularly in terms of financial results, 
but that focus engendered a culture which ultimately lost sight of certain risks 
and failed. Retrenchment was required to re-establish codes of behaviour that 
were supportive of risk management and a revised strategy of refocusing on the 
core grocery business. 

In Akzo Nobel, the purchase of ICI in 2008 and refocusing of the business 
on paints and coatings served to facilitate a shift towards centralised processes 
such as procurement. Centralisation of corporate services ensures greater con
sistency of decision making and reduced risks, so the focus of risk management 
was revised in the direction of establishing standardised procedures. 

The Impact of External Events on Risk Management Systems 

Whilst many risks (e.g. regulatory, reputational, or market risks) are long stand
ing in nature, new risks also emerge over time as a result of external events. 
What mattered in 2010 is not necessarily what matters now for any given 
organisation. 

For example, Birmingham City Council began the millennium with a risk 
management system directly connected to performance management and risk 
levels defined in terms of the expected ability to reach target performance 
scores, which were externally audited by the government. A change of govern
ment in 2010 led to a complete revision of how government oversight of local 
authority management and finances was managed. As a result, risk manage
ment in Birmingham refocused its efforts on meeting the new objectives of 
transparency and operating a balanced budget (i.e. risks were redefined). 

In Tesco, one external event that ultimately forced risk management changes 
was the emergence of the discount supermarket chains Aldi and Lidl. Initially 
not seen as much of a threat, the discounters ultimately stole significant shares 
of the UK grocery market and pushed Tesco into finally recognising that price 
was an important component of customer needs. Aldi “price matches” now 
form part of the strategy, and risk management tools are in place to monitor 
relative prices more closely. 

More broadly, in Chapter 4 we saw that cyber risk has become increasingly 
significant, despite hardly being mentioned ten years ago, so much so that this 
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new edition of the book includes a new chapter on technology risk. Similarly, 
the COVID-19 pandemic, in combination with Brexit, will have resulted in 
many UK-based organisations being forced to revise certain strategies in terms 
of their target markets, sources of supply, and employment arrangements. All 
of these will have implications for risk management. For example, Brexit may 
have led to a loss of sales in mainland Europe, and so strategies need to be 
developed to replace these sales, but this creates new risks, as every market is 
different. COVID-19 has increased the proportion of staff working from home, 
with an associated increase in technology risks from insecure Wi-Fi connec
tions and misuse of employers’ laptops, etc. 

The Impact of New Management on Risk Management Systems 

The arrival of a new chief executive officer (CEO), Dave Lewis, at Tesco in 
2014 illustrates this idea well. His appointment was particularly significant, as 
he was the first “outsider” (from Unilever) to be given the post. As Chapter 6 
reveals, his appointment was followed by extensive management re-organisa
tion and the appointment of other non-Tesco-trained directors to the board. 
The new management slimmed down the performance indicators to “the Big 
Six,” which brought closer alignment between risk and performance manage
ment. Operational risk appears to have disappeared from the key performance 
indicators (KPIs), and staff involvement in setting targets and performance 
monitoring has increased, replacing the previous emphasis on top-level finan
cial performance measures. 

The case of children’s social care in Birmingham City Council also demon
strates the importance of senior management change as a tool for rethinking 
risk management. Between 2009 and 2014 this service was classed by Ofsted as 
being “in special measures” and providing inadequate care for its users. The case 
study showed that the causes of the problem were multiple and compounded by 
increasing pressure on the council’s finances combined with growing demand 
for the service. Operating such a complex service within the constraints of 
local government bureaucracy and financial controls was extremely challeng
ing. The service had also been plagued by a lack of consistent management, 
with six different senior managers in the post over an eight-year period. 

The service was taken out of local authority control, placed under an inde
pendent trust, and new managers put in place. The new management style was 
much more visible – they introduced a new performance management system 
that also facilitated a clear prioritisation of risks and provided clear and efficient 
oversight. Staff morale was significantly boosted, and the service removed by 
Ofsted from its inadequate status in 2018. 

Organisational Traits 

The three case studies covered different economic sectors, both public and 
private, and whilst their risk management systems all incorporated tools for risk 
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identification, analysis, prioritisation, management, and monitoring, the way 
in which these were done varied across the organisations. There are multiple 
reasons for such variations, discussed next. 

Sector 

Each specific sector has its own challenges and organisational format that will 
impact upon risk management. For example, Tesco is described as a pyramid-
style structure, with relatively few senior managers but a very large number of 
operational staff working in stores/warehouses, etc. This generates a different 
risk management approach to a flatter organisational structure. Additionally, as 
a retailer, its greatest risk is loss of custom, and so risk management systems will 
be focused on building and maintaining customer loyalty. This idea is reflected 
in the revised performance management measures introduced post-2014 and 
the revival of the core Tesco Values (a culture of risk management) in line with 
those measures. 

Akzo Nobel, as an international manufacturing company in the chemical 
sector, needs to be very conscious of operational and health and safety risks, 
and their risk management approach is focused on ensuring organisation-wide 
consistency built around a code of conduct applicable to all staff. The working 
environment means that operational staff are probably already risk aware, but 
central to Akzo’s thinking is the idea that “unidentified risks are a threat; iden
tified risks are a managerial issue.” In other words, speak out if you spot a new 
risk, and we can then look at how it might be managed. 

Birmingham City Council operates within the confines of regulatory over
sight by national government and the financing provided by central govern
ment, other grants, and sale of its services. Most importantly, it cannot opt 
out of offering certain services simply because they are too complex or too 
expensive. Statutory obligations require that services such as social care, plan
ning control, and housing must be provided. Furthermore, many of the risks 
faced by the council straddle multiple services, and this makes them especially 
complex to manage. This means that, unlike the private sector, local govern
ment cannot easily simplify its “business model” to reduce its risks. The deci
sion by Akzo Nobel to simplify down to a paints and coatings company does 
not have a public-sector equivalent. The scenario is made even more complex 
by the need for effective working between elected members and council staff, 
as well as multiple local partners such as the police, health service, and schools. 

In summary, whilst the principles of risk management are identical for both 
the public and private sectors, the challenge in practice for the public sector is 
significantly more substantial. 

Geographic Location 

The location of an organisation’s headquarters will determine the regulatory 
framework, which in turn will determine its governance and risk management 
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system. It is this factor that largely explains the mix of COSO- versus ISO 
31000-based systems described in the case studies. 

For example, Akzo Nobel operates in line with Dutch law and so has a two-
tier board system, with risk management responsibility resting with the super
visory board. As the company had a US stock market listing at the time, it was 
required to comply with the 2002 Sarbanes-Oxley Act (SOX), and so when 
Akzo Nobel began to formally develop its risk management system in 2004, it 
was structured in a way that ensured compliance with the COSO framework 
endorsed by SOX. The result was that enterprise risk management became 
the language of risk management in Akzo Nobel, and this persists today even 
though the company’s shares are no longer traded on NASDAQ, but simply in 
the Over The Counter market. 

In contrast, Tesco complies with UK law and has a single board of direc
tors responsible for setting the group’s risk appetite and establishing and 
maintaining appropriate risk management control systems. The group must 
comply with the UK’s Combined Code, which contrasts with US regulation 
in its requirement that the roles of the chairman and CEO are separated. 
Perhaps the most significant difference between UK and US regulation is 
that COSO only holds the board responsible for evaluating and reporting on 
the effectiveness of internal control over financial reporting. In contrast, the 
viability statement (see Chapter 3) now required under the Combined Code 
embraces all types of risk, not just financial, and means directors now attest 
to the viability of their company’s ability to operate. The risk management 
system adopted by Tesco reflects this regulatory framework, although it has 
evolved over time. Pre-2014, the focus was on seeking to integrate perfor
mance management and risk management via the use of the steering wheel 
and adoption of the core tools described in ISO 31000. Post-2014, a diluted 
version of the steering wheel remains, but is now combined with the three 
lines of defence model, which more clearly defines risk management respon
sibilities across different levels of the organisation. In the United States, the 
three lines of defence did not form part of the COSO debate until after 
2015, and so Tesco’s systems are clearly UK driven, although in its manage
ment of community and sustainability issues, it is broadening its definition 
of organisational boundaries in a manner synonymous with enterprise risk 
management (ERM). 

In summary, the choice of ERM and the COSO approach versus ISO 31000 
is commonly driven by the geographic location of an organisation and whether 
it has a US stock market listing. A US listing, requiring compliance with SOX, 
has traditionally resulted in firms adopting a COSO-based system. COSO is 
therefore more commonly found in US-based companies or huge multina
tionals. At the same time, the broader-based approach to risk, extending well 
beyond financial controls, that characterises ISO 31000 means that it is appli
cable to any type of organisation, including those in the public sector, which 
serves to broaden its appeal. 
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One further organisational trait which is a core determinant of risk manage
ment style and systems is culture, but this is an issue that warrants more detailed 
discussion. 

Lesson Two: Organisational Culture Is Critical to Risk 
Management Effectiveness 

Despite its importance, there is little consensus on the precise meaning of 
the term organisational culture (Watkins, 2013). Culture is often described as 
incorporating issues such as how things are done, the way in which individuals 
interact, and the values and rituals that “glue” the individuals in an organisa
tion together. In many respects, it acts as a social control system that encour
ages people to think and act in particular ways. Risk culture is a subdivision of 
organisational culture, which specifically relates to the level and form of risk 
awareness amongst staff. Ashby et al. (2012, p. 7) define risk culture as “the 
habits and routines which are relevant to risk taking and its mitigation.” In all 
the case studies, it is clear that great efforts were made to establish risk aware
ness amongst staff and to use training to encourage people at all levels to take 
responsibility for risk management. The importance of developing a strong risk 
culture cannot be overemphasised, and there is useful guidance on the topic 
in the Institute of Risk Management’s (2012) publication (see the references), 
which highlights the link between the broader organisational culture, the inter
nal risk culture, and the resulting behaviour and attitudes of individual staff to 
risk-related matters. 

The challenge of introducing risk management into an organisation where 
there is no recognised risk culture is huge, as confirmed by this comment from 
the Institute of International Finance (IIF, 2008) in relation to financial insti
tutions: “the development of a ‘risk culture’ throughout the firm is perhaps 
the most fundamental tool for effective risk management” (IIF, 2008). The 
IIF comment was made in relation to financial institutions in the wake of the 
global financial crisis, but it is common for all types of organisations to look 
closely at culture and seek to revive risk awareness in response to a risk man
agement failure. 

In Akzo Nobel, several regulatory breaches by its executives and punitive 
heavy fines damaged both its finances and reputation and served as an impor
tant trigger to the organisation’s decision to develop an ERM system. Indeed, 
the first four years of the ERM journey focused on nurturing an ethical cul
ture to revive the corporate reputation. The result was a code of conduct that 
defined staff responsibilities and was complemented by other tools to define 
risk boundaries: a set of business principles, corporate directives, and authority 
schedules together with a statement on sustainability. 

Similarly, in Tesco, it was the investigation by the Serious Fraud Office 
(SFO) into the misreporting of profits in 2014 that triggered a wake-up call to 
rethink the group’s risk culture via a group-wide programme emphasising the 
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importance of culture, integrity, and ethics. The 2015 relaunch of the code of 
conduct was accompanied by a group-wide training programme that addressed 
key risk areas and laid down behavioural guidelines. 

The lesson from both cases and from the financial crisis is that a weak risk 
culture can lead to governance and risk management failure. This suggests that 
it is important to monitor risk culture in an organisation, but as it is both invis
ible and difficult to document, how can it be tracked? Information drawn from 
the case studies provides us with a few useful tools to monitor the level of risk 
awareness and engagement amongst staff. 

What Is the Profile of Risk Staff/Risk Management in the Organisation? 

This question is concerned not just with the status of the risk management 
function and its staff but also the extent to which risk managers interact with 
and work alongside operational staff. Think about the following contrasting 
examples: 

•	 In a major UK bank, the risk management department – separate from 
internal audit – has traditionally been located on a single floor of the bank’s 
HQ building, only accessible to departmental staff. Operational staff were 
located elsewhere in the building, grouped according to their area of work. 

•	 In Akzo Nobel, each business unit and major function has its own risk and 
compliance control committee (RCC), and within each business area, a 
management team member is appointed as the “compliance focal point” 
or “risk champion.” 

•	 In Birmingham City Council, within each directorate the management 
team is responsible for undertaking risk assessments, with assistance from 
Birmingham Audit as required, and a nominated risk representative is 
tasked with implementing and managing risk within the directorate. 

•	 Within Akzo Nobel, details of the top ten risks and the relevant responses 
are reported up from the project level, through business units and the 
executive committee, right up to the supervisory board. The identification 
of risks is done by operational staff aided and advised by risk management 
employees, but both work together on the task. 

The lesson here is that risk staff should not be siloed. Applying the three lines 
of defence model, operational staff are best placed to help identify risks based 
on their day-to-day experience, but designing the required controls is the spe
cialised role of the risk managers, and the two parties need to work together to 
maximise the effectiveness of the third line of defence (i.e. the control system 
itself ). 

The level of seniority given to staff in the risk function can also be an indica
tor of profile. Is there a chief risk officer on the board of directors? At business 
unit level, is there a representative of risk and internal control on the board? 
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To what extent is the head of risk in an organisation asked to comment on key 
strategic decisions such as a takeover or merger? 

The evidence on these issues from the case studies is mixed. In Tesco, the 
internal audit staff (pre-2014) were always involved in store location decisions – 
and presumably still are – because location is a core driver of retail success. 
Nonetheless, the accepted view in Tesco was that the specific term risk man
agement was not helpful to operational staff and that expressing problems in 
terms of failure to meet objectives was preferable. The result was perhaps that 
internal audit and risk management staff held a low profile overall. This may, in 
part, account for why they found it difficult to get their voice heard regarding 
the accounting scandal – the focus was not on the risks, but on performance. 
Post-2014, the situation has changed, with risk (particularly compliance) train
ing getting a higher profile now, but a continued emphasis on performance. 

The profile of risk management staff and the overall profile of risk in the 
organisation are clearly interlinked. The picture from Akzo Nobel is one of 
an organisation that believes that simple, direct messaging to staff about risk is 
helpful. A clear illustration of this is the inclusion of safety as one of the three 
core principles in the code of conduct (see Table 6.3). Ultimately, their view 
is that a corporate culture that emphasises risk awareness and accountability 
amongst all employees is critical to the success of ERM, and so the risk profile 
is high. 

Evidence on the outcomes of whistleblowing services can also serve as an 
indicator of risk profile. A well-used service that clearly results in disciplinary 
action, where appropriate, is suggestive of an organisational culture that nur
tures risk awareness. In Akzo Nobel, in Chapter 6 we learned that between 
2009 and 2019, both the number of confirmed code violations reported via the 
Speak Up! line and the subsequent employment terminations fell dramatically. 
In contrast, in Tesco, the fact that finance and other staff resigned over the issue 
of misreporting of profits before the senior accountant finally had his voice heard 
in the legacy paper is very significant and suggests that staff lacked confidence 
in the whistleblowing service or their capacity to be heard by their managers. 

Perhaps one explanation for the observed differences across the cases is the 
extent to which the culture encourages openness versus fear in respect of the 
reporting of risk matters. 

Is There a Culture of Openness or of Fear in Respect of Risk Issues? 

Front-line staff form the first line of defence against risk, but if they are afraid 
of reprisals when they report problems, then a culture of fear is engendered. 
This seems to be what happened within the finance department and specifi
cally the commercial income section in Tesco. The danger is that fear nurtures 
wilful blindness amongst staff, through which they ignore information that 
they really need to be aware of, and in so doing they engender a broader insti
tutional silence about breaches of risk boundaries. The consequences of such 
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blindness will vary across sectors but can range from financial or reputational 
to physical damage. 

One useful historic example of wilful blindness is the case of the B.P. Texas 
City Refinery Fire of 1995, which killed 15 people and injured 180 more. The 
US Chemical and Safety Hazard Board report into the accident was highly 
critical of the risk management arrangements for the site, noting that the 
organisation: 

lacked a reporting and learning culture. Personnel were not encouraged to 
report safety problems and some feared retaliation for doing so. The lessons 
from incidents and near misses, therefore, were generally not captured or 
acted upon. Important relevant safety lessons from a British government 
investigation of incidents at BP’s Grangemouth, Scotland, refinery were 
also not incorporated at Texas City. 

(US Chemical and Safety Hazard Board, 2007, p. 26) 

In this instance staff feared retribution for reporting problems, but another 
reason for silence is a sense of futility – that complaints will go unheard and 
not acted upon, and as such are a “waste of effort.” Whatever the cause, it is 
helpful to recall the link between risk culture and the broader organisational 
culture. Ultimately, people want to “do a good job,” and this is often translated 
into conforming with the organisational norms and culture, and if silence is the 
norm, then it can be difficult to change. 

In Akzo Nobel, behavioural norms were established via the code of con
duct, which includes safety risk, and a recognition that a culture of appropriate 
behaviour cannot be imposed from above – it is everyone’s responsibility. This 
approach is mirrored in the Tesco Values, although these are focused more on 
treating fellow employees and staff correctly and seeking to help where pos
sible, rather than risk management. 

One useful example of how openness to the admission of risks can be 
encouraged is that of the UK’s Civil Aviation Authority (CAA), which has 
transitioned from a “blame” to what is termed a “just” culture. The change 
occurred in response to an EU regulation introduced in recognition of a failure 
within the civil aviation industry to learn from previous accidents and dan
gerous occurrences – very similar to the criticism made of BP regarding the 
Texas City explosion. The CAA defines a just culture as “a culture in which 
front-line operators or other persons are not punished for actions, omissions 
or decisions taken by them that are commensurate with their experience and 
training, but in which gross negligence, wilful violations and destructive acts 
are not tolerated” (CAA, 2014). 

The core features of a just culture are: 

• Confidence to report without fear of blame 
• Confidence that confidentiality will be maintained 
• No punishment for unintentional errors 
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• Gross negligence, violations, or dangerous actions are not tolerated 
• All data collected is analysed and used for organisational learning 

The underlying principle is that openness that encourages risk reporting also 
serves to provide useful information on how to avoid future risks. This is a les
son that it is useful for all organisations to learn. 

The differences in risk culture across the case studies are subtle but worthy of 
note because they suggest that codes of behaviour and whistleblowing systems 
can help to engage staff, but they need to be complemented by formal, stand
ardised control systems such as defined risk boundaries for specific tasks and 
continuous recording, monitoring and re-evaluation of risks. In other words, 
establishing a strong risk culture is just the start of the journey towards enter
prise risk management, as discussed next. 

Lesson Three: Be Patient! Building a Mature and Effective 
Risk Management System Takes a Long Time 

The academic literature abounds with efforts, mostly US based, to define and 
assess the level of maturity of enterprise risk management systems across dif
ferent organisations in order to test whether mature systems increase market 
value (see for example Eckles et al., 2014; Hoyt and Liebenberg (2015) or Far
rell and Gallagher, 2015). For the risk practitioner, the question of maturity is 
subsumed by the practical problem of how to develop and improve an existing 
system. 

One of the benefits of case studies that cover such long time frames is that 
they allow the reader to better understand the whole evolutionary process of 
risk management, and a common pattern of development is demonstrated in 
all the cases. The case evidence suggests a four-stage process that takes at least 
ten years overall but continues to evolve for much longer. 

The four stages are discussed in the following sections. 

Formulate a Code of Conduct/Ethical Framework and Establish Core 
Risk Boundaries 

Both Tesco and Akzo Nobel did exactly this in response to their respective 
governance failures, and since 2002 Birmingham City Council has sought to 
integrate risk management across all levels of staff by incorporating risk issues 
into personal performance plans. Akzo describes the Code of Conduct as 
“one of the critical foundations of good corporate governance” (Akzo Annual 
Report, 2005, p. 69). 

Develop a Risk-Aware Culture 

Central to reinforcing the importance of codes of behaviour and conduct is 
risk management training as a tool for increasing risk awareness amongst staff. 
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In Birmingham, all employees are invited to participate in training sessions run 
by internal audit, and similar sessions addressing risk awareness are run by the 
deputy leader for all elected members of the council. 

Within Akzo Nobel, all training was similarly managed in house and cas
caded from the top down, so that managers became involved in training their 
own staff. Nonetheless, the case study shows that just the process of construct
ing a code of conduct and ethical boundaries took almost four years, and it was 
a further five years before the directors committed to providing risk training 
for all staff worldwide. Today, linked codes, and accompanying requirements 
for compliance, apply not just to employees but also to contractors and busi
ness partners. 

Training and a code of conduct, however, only have value if compliance is 
closely monitored, and it was in this regard that Tesco demonstrated weaknesses 
pre-2014. Additionally, some whistle blowers expressed a lack of confidence 
in the telephone service’s early effectiveness in protecting confidentiality and 
enforcing change, and so compliance failures were probably underreported. 
The revised code of conduct, launched in 2015, included new sections on key 
areas of risk and was accompanied by mandatory training for all staff. It will still 
take some time to evaluate the effectiveness of this revised approach. 

The experience in Birmingham relating to compliance was interesting, as 
which risks were monitored more closely evolved over time to reflect chang
ing priorities. Initially, the focus was on auditing performance targets to match 
external demands and financing opportunities. Post-2010, once austerity began 
to bite, audit staff refocused attention on financial and accountability require
ments to minimise the risk of compliance breaches. Unsurprisingly, perfor
mance in other respects consequently suffered  – hence the problems with 
children’s social care. 

In Akzo Nobel, compliance at the individual level remains high on the 
agenda, as demonstrated by the decision to use the term “integrity and compli
ance function” to monitor and control compliance with the code of conduct. 
Integrity and compliance staff are concerned with issues of compliance in areas 
such as competition law, anti-bribery and anti-corruption, export control and 
sanctions, data privacy, and human rights. In other words, their role is that of a 
risk management function. 

Develop Standardised Control Tools to Create Organisational Coherence 
in Risk Management 

A code of conduct provides a foundation upon which a risk management 
system can be built. Training and compliance monitoring help provide rein
forcement, but for greater solidity, all the components of the risk management 
system, from training through to risk reporting and monitoring, need to be 
consistent across the organisation. This is made easier if there is underlying 
organisational strategic coherence. In the Akzo Nobel case study, the core strat
egy was to consolidate the group’s interests in the paints and coatings sector and 



Best Practice Risk Management 205  

sell off non-core businesses, and the implementation of this strategy coincided 
with moves to centralise internal processes such as procurement. The centrali
sation helped to promote consistency in decision making in relation to risk. 
It was still nine years after the appointment of the group’s first risk manager, 
however, that a Business Directives portal was launched to provide staff with a 
one-stop source of information on all directives, manuals, rules, etc. 

The evidence from Tesco suggests that it is heading in a similar direction. 
The diversity of its businesses by 2010–2012 created a complexity that made 
risk management more difficult, as needs and priorities were not consistent. 
Rationalising and refocusing on the UK grocery market has created a coherent 
base on which to build a more solid risk architecture. 

Look Outwards and Redefine Enterprise Boundaries in Terms of Risk 
Management 

What is meant by the term enterprise, and what are its boundaries? Does the 
term relate only to its staff and physical boundaries, or does it include any and 
all of the stakeholder groups that may be impacted by its activities? This ques
tion requires an answer before we can define the exact meaning of the term 
enterprise risk management, and the broader the definition of the boundaries, 
the more challenging that ERM becomes. 

There are two interconnected strands to the redefining of boundaries. The 
first strand relates to who and what is deemed to be part of the enterprise in 
terms of the boundaries of compliance with codes of conduct and core princi
ples. The second involves rethinking the meaning of enterprise risk in relation 
to who and what is impacted by the actions of the organisation. 

The first strand has very clear implications for who is required to comply 
with risk management controls and is tricky to implement, except perhaps for 
a very large organisation which has strong influence. Within Akzo Nobel the 
term “enterprise” now includes the core organisation plus all associated joint 
ventures and suppliers, distributors, and agents. All employees, vendors, and 
contractors are required to comply with the code of conduct. A parallel code 
for business partners, such as suppliers, requires them to comply with both the 
law and Akzo’s three core principles of safety, integrity, and sustainability, or 
their own equivalent set of principles. 

In Tesco, the situation in terms of compliance requirements outside the main 
group is perhaps less formalised. The code of business conduct and human 
rights policy applies to all staff across the Tesco group and details Tesco’s obliga
tions to customers, colleagues, and communities in its own operations and its 
supply chain. In addition, Tesco works with its suppliers to ensure compliance 
with the Ethical Trade Initiative (ETI) base code and undertakes due diligence 
to help them meet internal standards on human rights. The whistle-blower 
Protector Line is also accessible by suppliers and their staff if they wish to 
raise confidential concerns. Within the company’s product division, a group 
responsible sourcing director leads the human rights strategy of the business, 
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reporting to the board’s corporate responsibility committee, which meets three 
times a year. 

The contrasting approaches of Tesco versus Akzo Nobel mirror their respec
tive organisational mindsets in relation to risk. In the former, risk is man
aged less formally via the performance management system, whereas in Akzo 
Nobel, standardised procedures, directives, and rules have created a more for
mal system. The differences probably reflect the sectors in which they operate 
as much as organisational culture. 

In defining the boundaries of sources of risk and who and what is impacted 
by organisational activities, there is much greater similarity between Tesco and 
Akzo Nobel. The same year that the ERM programme was launched (2004), 
Akzo Nobel became a signatory of the UN Global Compact and a member 
of the World Business Council for Sustainable Development. Sustainability has 
been high on the corporate agenda ever since, as detailed in Chapter 6. There 
is a clear recognition of the need to try and minimise the environmental impact 
of both manufacturing processes and the products themselves, and the group 
has been publishing corporate social responsibility information since 2005. 
More recent annual reports include detailed sustainability statements that make 
interesting reading. 

The diverse, but very clear, sustainability performance targets that are set 
(e.g. kg of CO

2
 emissions per ton of production) mean that the range of risks 

faced by the group has been extended. This presents a substantial challenge and 
requires a high level of sophistication in the risk management system. There 
needs to be confidence that core risks are already well managed before more 
ambitious ones can be added to the list! 

Extended organisational boundaries in Tesco have traditionally been 
expressed in terms of the “community,” which has long been identified as a 
stakeholder. The term is wide ranging and incorporates direct support for local 
communities such as food banks, as well as responsible product sourcing and 
caring for the environment. For example, in their annual reports Tesco detail 
their work with suppliers to reduce plastic packaging levels and food waste and 
their donations of surplus food from stores through a Community Food Con
nection. In 2020 Tesco launched a new performance measure – the sustainable 
basket metric – intended to assess progress in halving the environmental impact 
of the average UK shopping basket against seven key sustainability measures. 
That said, community and sustainability do not feature in the Big Six perfor
mance measures, and so the wider concept of enterprise is not perhaps as well 
embedded as it appears to be in Akzo. Certainly, its management appears to be 
again less formalised. 

The four phases of development of enterprise-wide risk management illus
trate how long it can take in practice to develop an effective and mature system. 
What is more, if there are any major failures of governance or risk manage
ment en route, then it may be necessary to retrench and start all over again 
by refocusing on cultural dimensions. Despite the rhetoric about ERM being 
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widespread, the cruel reality is that few organisations can truly claim to have a 
strong, effective, and mature system. 

Lesson Four: Risk Management and Performance 
Management Don’t Always Agree 

ISO 3100 (2018) defines risk management as the set of co-ordinated activities 
used to direct and control an organisation in respect of risk, with risk seen as 
“the effect of uncertainty on objectives.” Palermo (2017, p. 139) defines per
formance management as “concerned with defining, controlling and man
aging the achievement of expected outcomes as well as the means used to 
achieve these results.” Both are therefore concerned with the achievement 
of objectives, but risk management is specifically focused on managing the 
uncertainties that may threaten success. This suggests that whilst they are 
complementary control tools, there is also scope for tension at the inter
face between risk and performance management systems. Importantly, if the 
two are in conflict, which one dominates? The case studies offer interesting 
insights into this issue. 

In all three case studies, the ultimate aim was to integrate risk management 
across all levels of the organisation. When integration is working, individual 
operational staff are linked back to corporate performance objectives via per
formance scorecards, such as those used in the Tesco steering wheel, or the 
personal performance plans deployed in both Akzo Nobel and Birmingham 
City Council. Scorecards can be developed for each level of the organisation, 
cascading down from the corporate level, through divisional and business units, 
to the individual line managers and their staff. At each level the scorecards 
are underpinned by plans showing the link between strategic objectives and 
targeted outcomes and may be complemented by strategy diagrams or maps 
which set out the plans and actions that will deliver the performance measured 
by the scorecards, as well as the relevant performance targets. 

Using scorecards which cascade down through the corporate hierarchy 
ensures ownership of targets and links them to the strategic plan. Recording 
the allocation of targets to individual managers in the performance database 
also provides an audit pathway for each performance indicator. The principle 
of cascading down responsibility for performance can also be applied to risk 
management. 

Under ERM, the underlying aim is to ensure that at all levels of an organisa
tion staff: 

•	 Are aware of the risks that may affect performance in the areas over which 
they have responsibility 

•	 Take responsibility for management of those risks 
•	 Conduct performance and risk monitoring in parallel to ensure achieve

ment of corporate objectives 
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The strategic maps that define how performance targets will be achieved can 
be complemented by risk maps that identify the key threats to successful deliv
ery at each level of the organisation. In Birmingham, for example, the case 
shows that this was done by the creation of directorate-level risk maps. In 
Akzo Nobel, the top ten risks at project, business unit, and divisional levels are 
reported up the hierarchy. 

At the same time, responsibility for management of those risks can be speci
fied by identifying “owners” of risks and including details of such ownership 
in the performance management system. In Akzo Nobel, mechanisms such as 
the use of non-financial letters of representation and the code of conduct help 
to ensure managerial and personal accountability and are fundamental to the 
ERM system. In Birmingham, there are examples of both political (council
lors) and staff ownership of risks. In Tesco, individual members of the executive 
committee are accountable for specific principal risk, and for other manag
ers, personal performance plans will include a risk management component. 
In other words, risk management and performance management can become 
fully integrated systems, as illustrated in Figure 9.1. 

Figure 9.1 shows that at all levels of the organisation, from corporate down 
to the individual, objectives can be linked to both performance targets and risk 
maps. If the system works properly, then if a manager is hitting the perfor
mance targets, and he or she must simultaneously be managing the risks. If the 
performance targets are not linked across to risk maps, then there is a danger 
that performance will be achieved by taking on risks that exceed the organi
sational risk appetite. The key to effective integration lies with monitoring to 
compare risk and performance and ensure consistency of approach. The case 
studies reveal three useful examples of when this was not done. 

In Tesco, the largely informal risk management style that characterised the 
period 2000–2014 was overwhelmed in practice by a domineering perfor
mance management system and a leadership style that placed heavy emphasis 
on particular aspects of performance. As already discussed, the relatively low 
profile of the risk and internal audit staff did not help the situation, and so 
financial performance overrode the need to avoid the risk of overstatement of 
profits. 

In Akzo Nobel, the regulatory breaches that led to the decision to intro
duce ERM arose out of a performance-focused system that sought sales, almost 
irrespective of the risks taken to achieve them, perhaps simply because there 
was little or no oversight of risk, except those relating to health and safety or 
financial management. 

In Birmingham, the work of staff in Birmingham Audit shifted focus post
2010. It might have been assumed that having sought to integrate risk and per
formance for eight years by that point that the two systems were well aligned. 
For children’s services, however, this was not the case. There was a clear conflict 
between the need to meet statutory service targets such as speed of response to 
incidents and staff workload levels versus the demand to meet financial targets 
and a balanced budget. This meant that certain objectives had to be prioritised, 
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Figure 9.1 Integrating risk and performance management 

and it would appear that the impact of this on risk was not sufficiently well 
evaluated or monitored. 

The examples show that if there is either no effort to link specific perfor
mance targets with the associated risks or that certain performance targets get 
prioritised and risk assessments are not adjusted in response, there is a misalign
ment that can result in the crystallisation of risks. Continuous monitoring and 
matching up of performance targets – at all levels – to the associated risks is 
essential to the full integration of performance and risk management. 

Summary 

The case studies provide some useful lessons for risk managers, both in terms of 
what mistakes to avoid and what systems to aim for. Put simply, they also show 
that both formal and relatively informal systems can work, but both have their 
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limitations. Instead, it seems that multiple styles of control are required in order 
to build an effective risk management system. In research that is widely cited 
in the academic world, Robert Simons (1995) suggested four different ways in 
which control systems could function. His work was not specifically about risk 
management, though it does get mentioned. The four types of control systems 
are: 

•	 Belief systems – that communicate the core values of an organisation and 
encourage them to commit to organisational objectives 

•	 Diagnostic systems  – used to monitor the efficient achievement of key 
goals 

•	 Interactive systems – designed to enable top-level managers to focus on 
strategic uncertainties via interaction with their staff 

•	 Boundary systems – used to establish the ground rules and prevent inap
propriate decision making 

Simons (1999, p. 92) commented that “the levers, simply stated, are mecha
nisms managers can adjust to control risk as a company pursues its strategy,” 
and it is helpful to look at this more carefully. Lesson Three from the cases 
was the need to be patient and view the development of an ERM system as 
a series of stages. The stages identified from the case studies closely mirror 
the levers of control. Stage 1 involves establishing a cultural base that sets 
clear boundaries on behaviour. This equates to setting up a boundary control 
system. Stage 2 was developing risk awareness, shown to be critical in Les
son Two, which amounts to a belief system of control through which staff 
can connect to corporate objectives. Stage 3 is the development of standard
ised documentation for risk management and controls to embrace the whole 
organisation. Interactive control systems do exactly this by encouraging man
agers and staff to work together to identify and manage risks that threaten 
organisational objectives. Simon’s diagnostic systems work across all three of 
these stages by using monitoring to ensure that objectives are being met. Col
lectively, the four levers of control set in motion powerful forces that reinforce 
one another. 

In reviewing the link between performance management and risk manage
ment systems, it was noted that things break down when there is not continuous 
monitoring of performance targets against the assessed risks. This suggests that 
Simon’s diagnostic control system is the glue that binds everything together. All 
four control systems have a part to play, but diagnostics are critical. 

Hopefully, this provides plenty of food for thought for both present and 
future risk managers. I hope you have enjoyed this book and found it useful. 
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  10 A Risk Management 
Perspective on COVID-19 

Aim 

The aim of this chapter is to review the impact of the COVID-19 pandemic 
from a risk management perspective. The specific focus is on the lessons that 
can be learned from the experience of living through the pandemic and how 
organisations can prepare and respond to such substantive and potentially cat
astrophic risks in the future. The chapter is subdivided into sections which 
address: 

• The social and economic impact of COVID-19 
• The preparedness of UK government and organisations 
• Planning for highly uncertain critical future events 
• Conclusion – lessons for risk management 

Social and Economic Impact 

The COVID-19 virus reputedly originated in Wuhan in China, in the Huanan 
Seafood Wholesale market in late 2019. According to the South China Post, 
the first case was identified on 17 November 2019, and as the number of cases 
increased, almost two thirds were traced back to the wholesale market. This 
led scientists to conclude that the virus started in animals – possibly bats or 
pangolins – and then crossed into humans. The first reports of the new virus 
reached the World Health Organization (WHO) on 31 December 2019. Early 
cases were confined to Southeast Asia, but by late February the number glob
ally had reached almost 81,000. Zero restrictions on global travel enabled the 
virus to spread rapidly, and by the time the WHO declared it a global pandemic 
on 11 March 2020, more than 121,000 people across Southeast Asia, the Mid
dle East, Europe, and the United Stated had been infected and at least 4,373 
had died. Infections rising from zero to 121,000 in just three months seemed 
scary enough, but much worse was to come. 

By April 2021 the total cases of COVID-19 recorded worldwide had reached 
146.4 million and the total death level 3.1 million. This is much less than the 
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1918 Spanish flu outbreak, which killed around 50 million people, but the 
impact is still huge, and whilst the number of deaths relative to cases appears 
relatively low, this highly infectious disease caused havoc through the economic 
and social devastation it generated. Examples of such impacts are shown in the 
following box. 

Box 10.1 Economic and Social Impact of COVID-19 

•	 Canada – Recorded a budget deficit for the year ending March 2021 
of C$354.2 billion, 16% of its gross domestic product (GDP). 

•	 In the United States the $1.9 trillion American Rescue Plan amounts 
to 15% of GDP. 

•	 In the UK, government borrowing for the year ending March 2021 
reached £303.1 billion, up by £246.1 billion on the previous year. 
Total borrowing was at its highest level in peacetime and more than 
at any time since WW2. 

•	 By late April 2021 the UK had recorded: 

•	 4.4 million cases of COVID-19 
•	 127,450 deaths from the disease 
•	 3.42 million fewer elective surgery treatments* 

•	 A 240-fold increase in patients waiting over one year for treat
ment in the National Health Service (NHS)* 

•	 28% of households suffered a drop in income** 

Sources:
 
*Pressure points in the NHS, BMA 15 April 2021.
 
** How has COVID-19 affected the finances of UK households? Bank of England, 

August 2020.
 

Such statistics hide a much more complex picture in which the impact of 
the pandemic is very uneven across economic sectors, geographic regions, and 
individual organisations and households. For example, the major supermar
kets, especially those offering online deliveries, thrived in lockdown, as peo
ple spent more time at home, and eating out became impossible. In contrast, 
the hospitality sector – food and accommodation service industries – has been 
very seriously damaged by COVID. In the UK, the Office for National Statis
tics (ONS) reported that as of early March 2021, 55% of such businesses had 
temporarily ceased trading during the pandemic, 56% of eligible jobs in the 
industry had been furloughed, and 19% had little confidence that their business 
would survive the next three months, despite planned reductions in lockdown 
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restrictions. London’s hospitality businesses were particularly badly hit because 
of their dependence upon international tourism, which ground to a halt. Hotel 
occupancy rates in London fell, for example, from 90% to just 20% between 
July  2019 and July  2020. Hotels have been especially badly hit, but simulta
neously some restaurants have shifted to “cook at home” services which have 
allowed them to continue trading and hopefully survive until indoor dining is 
once again possible. The organisational consequences of the virus are proving 
incredibly mixed, which raises the question of how well prepared the world was 
for such an event. 

Government and Organisational Preparedness 

In risk management terms, pandemic infectious diseases represent a risk to 
organisational and societal continuity. Transport and logistics systems have been 
closed down or restricted, creating supply chain problems, which have been 
further exacerbated by employee illness, and new cyber risks have emerged as 
the number working from home has risen dramatically. Whilst a global pan
demic might seem a very low probability event, and such uncertainty makes 
planning difficult, there is growing evidence that organisations that had business 
continuity plans in place have fared better than those engulfed by the surprise. 

A pandemic can be classified as a macro-level risk, as it is outside the control 
of a single organisation but could nonetheless have dramatic consequences. 
A useful reference point for both ongoing and newly emerging macro risks are 
country-level risk registers, such as the UK’s National Risk Register (NRR). 
First published in 2008 and in the public domain, the NRR is updated every 
two years and represents “a classified assessment of risks that could happen in 
the UK over the next five years” (NRR, 2017, p. 5). Risks are categorised 
under a number of headings, including natural hazards, diseases, major acci
dents and malicious attacks, and the register is used to assist both central and 
local government planning for a major emergency. 

An infectious disease pandemic has been on the register since 2008, but with 
a stronger emphasis on pandemic flu rather than newly emerging infectious dis
eases. The 2017 NRR, the most recent prior to the emergence of COVID-19, 
noted that “the emergence of new infectious diseases is unpredictable but evi
dence indicates it may become more frequent . . . the likelihood of this risk has 
increased since 2015” (NRR, 2017, p. 7). 

The register’s 5 × 5 impact:likelihood matrix rated a flu pandemic as having 
an impact level of 5 and a likelihood of occurrence (within five years) of 4. 
In contrast, emerging infectious disease had an impact of just 3 and the same 
likelihood of 4. Consequently, the forecasts of a flu pandemic were between 
20,000 and 750,000 fatalities in the UK and high levels of absence from work, 
compared with a new infectious disease causing just several thousand to fall ill, 
with up to 100 fatalities. In hindsight, the latter forecast was far too low and 
may in part explain the resulting lack of preparedness in terms of protective 
equipment and ventilators. A future public enquiry may provide some answers 
to such questions, but speculation is not appropriate in this context. 
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It is reasonable to assume that major organisations, and possibly some smaller 
ones, use the NRR as an indicator of the potential major risks that might 
strike and use them in developing their internal risk plans. Table 10.1 shows 
the way in which a pandemic disease might affect specific sectors and was 
(if at all) identified as a principal risk in the 2019 annual reports of ten FTSE 

Table 10.1 Did FTSE 100 Companies Include a Pandemic as a Principal Risk in 2019? 

Sector/Company Potential Impact on the Pandemic Disease Categorisation of 
Sector Risk Identified in Pandemic Risk 

Principal Risks/ 
Uncertainties 

Oil and Gas 
Royal Dutch Shell Collapse in demand Yes “Catch-all” category 

leading to a fall covering social 
in prices and lost instability, terrorism, 
revenue  acts of war, and 
(e.g. airline fuel pandemic diseases 

BP sales) Unclear Could be placed under 
financial liquidity 
due to impact 
on oil prices and 
investment capacity 

Financial Services 
Barclays PLC Increased level of No 

loan defaults and 
NatWest PLC overall credit risk No 
Pharmaceuticals 
Glaxo Smith Kline Positive if one of Yes Supplier continuity 

the manufacturers 
Astra Zeneca of effective Yes Supply chain, business 

treatments; continuity, and 
negative if not, or resilience 
other healthcare 
treatments drop 
as a response to 
COVID 

Hospitality 
Intercontinental Lost income caused Yes Macro external factors, 

Hotels Group by business including war, 
closures infectious diseases, 

and terrorism 
Whitbread PLC Yes Pandemic or 

terrorism, though 
the emphasis appears 
to be on the latter 

Food Retailing 
Sainsbury PLC Increased sales from Yes Business continuity 

people staying at and operational 
home resilience 

Tesco PLC No 

Sources: Annual Reports 2019. Section on principal risks and uncertainties. 
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100 companies. The selection of companies is not intended to be representa
tive but paints a useful picture of current practice. 

Three out of ten organisations did not identify pandemic disease as a prin
cipal risk. Both of the financial services companies fail to mention such a risk 
in their report, even though the economic impact on business and personal 
customers could be huge. Businesses being unable to repay debts or forced to 
close, combined with increased personal debt levels and a growth in mortgage 
arrears, could have a massive impact on both a bank’s balance sheet and its 
profits. It is difficult to explain why the financial services sector failed to report 
this risk, but one possible reason may be simply historical. 

Traditionally, the primary risks faced by banks have been viewed as financial 
in nature and categorised under the headings of market, credit, and liquidity. 
Operational risk in banking is defined by the Basel Committee on Banking 
Supervision as the risk of loss resulting from inadequate or failed internal pro
cesses, people, and systems or from external events, and so a pandemic would 
fall into this category. The committee first laid down principles for the manage
ment of operational risk in 2003, which have subsequently been revised several 
times in the light of the 2008 financial crisis and other events. Nonetheless, 
risk management thinking within banking remains focused around the primary 
financial risks. In 2020, reflecting lessons learned from COVID-19, the Basel 
Committee made further proposals to place greater emphasis on organisational 
resilience to major events via tighter management of operational risk. The 
2021 reports of the banks may therefore reveal a new principal risk – a check 
would prove interesting. 

The third company not to include a pandemic risk was Tesco. On the one 
hand, this could be explained by the board taking the view that the perceived 
benefits – extra revenue, etc. – outweighed the additional cost of new sani
tation controls and staff absences. We can never know, but it is interesting 
that one of their major competitors, Sainsbury’s, declared a pandemic to be 
important as a threat to business continuity and resilience. Historically, many 
businesses have opted to see macro risks as too uncertain and remote and have 
seen business interruption as an issue that is commonly short-term and often 
localised. COVID-19 has proved the dangers of such an approach. 

Table 10.1 also reveals other evidence of “common” practice within a sec
tor, this time in terms of the categorisation of pandemic risk. In pharmaceu
ticals, supply continuity is the key concern, as it was for Sainsbury’s, whilst 
in hospitality, the pandemic falls into a macro risk group that includes ter
rorism. Shell also uses a catch-all category for a pandemic, but this approach 
is open to criticism. What can the reader of an annual report make of know
ing that terrorism and a pandemic are both recognised as principal risks? 
The reader themselves could predict that – what they want to know is more 
specific: How exactly will Whitbread or Shell be affected and what plans are 
in place to manage those risks? In summary, the evidence from this small 
sample of risk reporting practice in the FTSE 100 shows that there is much 
room for improvement. Businesses need to plan for long-term resilience and 
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acknowledge that business continuity means more than just a few months of 
downtime from a fire or major incident. There is potential for a long-term 
crisis that must be managed, and the starting point for such management is 
a major risk plan. 

Planning for Highly Uncertain Critical Events 

Insurance 

Huge uncertainty about an event’s likelihood and/or consequences inevi
tably makes planning difficult. One possible way of managing the risk is to 
offload the uncertainty by taking out insurance against business interruption, 
but although the UK government declared it a notifiable disease and forced 
businesses to close from 16 March 2020, many policy holders have found their 
claims under COVID-19 rejected. 

The scope of coverage provided by policies and their specific wording vary 
widely, resulting in confusion over what could and could not be claimed. Some 
policies allow claims for loss of income or profit subject to the policy’s defini
tions of these terms. Increases in the cost of working (e.g. due to the need for 
social distancing or provision of laptops for home working) may also be cov
ered, but it is quite common for claims to be subject to limits restricting the 
amount that can be claimed and/or the time frame within which a claim must 
be made. One problem faced by many smaller businesses was the refusal of their 
claim under COVID-19 because of debate around specific policy wordings, 
including the need to prove the presence of infection in a restricted area around 
the business premises. 

Not surprisingly, the insurance industry strongly defended its position, with 
the Association of British Insurers (ABI) declaring “standard business insur
ance policies are designed and priced to cover standard risks and are therefore 
unlikely to provide cover for the effects of global pandemics like Covid-19” 
(BBC News, 2020). In response to multiple complaints to the financial 
ombudsman’s service that insurers were adopting a narrow interpretation of 
whether insurance claims were payable, however, the UK regulator (the Finan
cial Conduct Authority [FCA]) took a test case to the High Court in 2020. 
The aim was to provide clarification of liability for both the insured and the 
insurers, and the 2021 Supreme Court judgement on a set of specific policy 
wording is legally binding on the eight insurance companies that agreed to be 
parties to the case.1 

There are still ongoing disputes about the calculation of policy pay-outs, 
most notably on how to account for government support received by firms to 
compensate for business closures. Nonetheless, a key outcome of the case has 
been the production by the FCA of an online guidance calculator which can be 
used by policy holders. The calculator uses data published by Imperial College 
London on infection rates at the lower tier local authority level to estimate the 
presence of COVID-19 in a locality, in support of a claim. 
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It remains the case, however, that the vast majority of businesses are uninsured 
for global pandemics, and the Office for Budget Responsibility has called for the 
government to act as the “insurer of last resort” in cases such as coronavirus where 
businesses are damaged by an uninsurable “act of God” (FT Adviser, 2020). The 
Treasury Committee is reviewing alternative insurance options, including a re
insurance model that pools public and private liabilities for future pandemics. 
This approach is favoured by the industry, but the discussions are continuing. 

Detailed Planning 

In developing a plan to respond to a major external risk such as a pandemic, an 
organisation needs to address three core questions in terms of risks: 

1.	 Which risks will arise? 
2.	 Which risks matter most in terms of impact (e.g. lost revenue, employee 

risks, supply chain)? 
3.	 Which risks have the highest probability? 

In other words, what is required is an impact:likelihood matrix framed around 
the broader macro risk. This means that multiple assessments of impact and 
likelihood might be required for disease threats versus terrorism or natural 
disaster. 

For example, in the case of a food retailer, many different types of risk arising 
from a pandemic can be identified, including: 

•	 Disrupted supplies due to transport issues and problems with suppliers 
•	 Increased costs from providing security services to manage social distanc

ing and hand sanitising by customers 
•	 Risk of customers attempting to stockpile goods 
•	 High levels of employee sickness or absence 
•	 Scope and cost of a shift to online selling 

The risks identified need to be prioritised and management effort then focused 
on controlling the most important risks. At the same time, there is a need to 
re-evaluate counter party risks such as IT provision or dependence on a lim
ited number of key suppliers, because such risks can perhaps be managed in 
advance. 

Simply ask the question “how much stress can we cope with?” This may 
then also lead to a more fundamental review of organisational risk appetite at 
the board level. 

Factors that should be included in all major risk plans include: 

1.	 Technology 

a.	 Will it work if the business is shut down? 
b.	 Is the internet bandwidth adequate for home working? 



A Risk Management Perspective on COVID-19 219  

 
 

 

 
 
 

 

 
 
 

 

 
 
 
 
 

 

 

 
 
 

 
 
 

 
 

c.	 Do staff have laptops, and how secure are the access systems? 
d.	 Do we have established protocols for home working? 

2.	 Staffing 

a.	 Do we have key staff back-up? 
b.	 What fall in staff attendance will cause severe disruption? 
c.	 Do we have an emergency communication plan in place? 

3.	 Key Contracts (for Buying and Selling) 

a.	 Do they include “force majeure clauses”? 
b.	 Do they include a specific pandemic/terrorism/war clause? 
c.	 Are we happy with the associated terms and implied risks that result? 

4.	 Financial Strength 

a.	 What is the cash flow forecast if we shut down? 
b.	 How long can we last before we lose the liquidity to operate? 
c.	 Do we have readily saleable assets? 
d.	 How can we cut costs quickly? 
e.	 Are systems in place to record extraordinary expenses to support 

claims to government insurance providers? 
f.	 Have we any business interruption insurance, and do we understand 

the limitations of the coverage? 

5.	 Risk Forecasts 

a.	 What is the time frame of our risk forecasts? 
b.	 At what point in the year are risks greatest? 
c.	 Do the forecasts incorporate repeated shutdowns, possibly weeks apart 

as in COVID-19? 

This list of what should be included in a plan is purely indicative and can be 
refined to fit specific organisational needs. In addition, the plan’s contents, 
drafted by line managers, should be reviewed and evaluated by both the 
risk management and internal audit functions to ensure that they are com
prehensive and aligned with the existing control system. Armed with such 
information, any organisation should be able to declare itself prepared for a 
major risk. 

Conclusion 

The COVID-19 pandemic has proved extremely challenging for both indi
viduals and organisations, not only because its effects have been so widespread 
and painful but also because it hit so unexpectedly and rapidly. As discussed 
earlier, at the government level, a global pandemic within five years was con
sidered likely, but its severity was massively underestimated. It is helpful to look 
at what lessons can be learned from the crisis – what was done right and what 
could have been better managed – and use that knowledge to prepare for any 
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future global disruption. We therefore conclude this chapter with six lessons 
for risk managers. 

Lesson 1 

Global hyper-connectivity creates a potential for disruption to supply 
chains at a global level. Increased global connections have been driven by 
a search for greater economic efficiency, but the World Trade Organization is 
now encouraging companies to be aware of a risk versus economic efficiency 
trade-off. The UK’s Economic Intelligence Unit is encouraging a shift towards 
regional supply chains to increase corporate resilience to macro risks. 

Lesson 2 

Disruption may not be short-lived. Many countries are experiencing a 
third wave of COVID-19 infections, and some expect a fourth. Resilience 
implies a capacity to cope with repeated disruptions. 

Lesson 3 

Beware of computer-based forecasting models based on assumptions 
of normality. Many forecasting models assume that prices fluctuate around 
a norm, and wild market movements ultimately revert back to the mean. The 
financial crisis proved this not to be true in the banks’ use of value at risk mod
els, and in the recent pandemic hedge funds have faced huge problems because 
when the S&P 500 sank into bear territory, it was assumed the jump back 
would be rapid. It was not, and millions of dollars were lost as a result. The 
rules of normality may not apply outside financial circles either. For example, 
although take-away food became a new norm instead of eating out at a restau
rant, it may not remain so. 

Lesson 4 

Have back-ups in place for senior management teams. The UK-based 
hi-fi, home cinema, and TV company Richer Sounds reported problems in 
2020 after their newly appointed finance director was forced to take long-term 
sick leave (FT, 2021). At the senior management level knowledge needs to be 
shared and understudies prepared to take over as and when necessary. 

Lesson 5 

Embrace flexible working and marketing methods. The traditional 
model of office-based working has been thrown into disarray by the pan
demic, and individual members of staff may vary in the working style they 
prefer. To get the best from staff, companies should be prepared to be flexible 
and offer face-to-face, office-based, and home working options to their staff. 
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Similarly, in terms of marketing, those who have fared better in the pandemic 
have been those who have been flexible and adapted to new demands (e.g. 
home delivery, click and collect services, cook at home versus restaurant-
based eating). 

Lesson 6 

Be aware that new ways of operating can create new, unexpected 
risks. For example, there was a huge growth in scamming and cybercrime 
levels in 2020, and attacks were not confined to small businesses. The car firm 
Honda had to suspend global production for a full day after some employees 
lost access to their work laptops following a ransomware attack. If you have 
hundreds of thousands of staff using laptops on their unsecured home Wi-Fi 
networks, such attacks are highly likely and need to be planned for. 

These are all useful lessons which support the case for strong risk manage
ment. As Richard Branson argues: 

It is only by being bold that you get anywhere. If you are a risk-taker, then 
the art is to protect the downside. 

Risk managers are a vital part of the protection armoury. 

Note 

1 The insurers are Arch Insurance (UK) Ltd., Argenta Syndicate Management Ltd., Ecclesi
astical Insurance Office PLC, MS Amlin Underwriting Ltd., Hiscox Insurance Ltd., QBE 
UK Ltd., Royal and Sun Alliance PLC, and Zurich Insurance PLC. 
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Discussion Questions 

1.	 Has your organisation undertaken a review of its preparedness for COVID
19? If you don’t know, then can you ask risk management or internal audit 
staff this question? If you do know, can you identify what lessons have been 
learned from the exercise that can be used in future planning? 

2.	 Critically discuss the pros and cons of flexible working (i.e. combin
ing office-based and home-based working) from a risk management 
perspective. 

3.	 Download the latest national risk register for your country of residence, 
and rank the key risks identified in terms of their potential impact on your 
own workplace or place of study. Discuss the extent to which the organisa
tion has clear plans in place for such events. 

https://issuu.com
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